@ UAlgFcr

UNIVERSIDADE DO ALGARVE

FACULDADE DE CIENCIAS E TECNOLOGIA

UNIVERSIDADE DO ALGARVE

Diversifying medical imaging of breast lesions

Master thesis
Riyadh Mohammed Al-Tam

2015

Supervisors:
Prof2 Doutora Maria Margarida da Cruz Silva Andrade Mada e Carvalho de Moura
Prof.2 D2 Teresa Leonor Isabel Dulce Fiel de Vasconcelos tégedo



Statement of Originality

Diversifying medical imaging of breast lesions

Statement of authorship: The work presented intttasis is, to the best of my knowledge
and belief, original, except as acknowledged in téet. The material has not been

submitted, either in whole or in part, for a degaééhis or any other university.

Candidate:

g)@?’/’&
b \T_% ?]
(Riyadh Mohammed Al-Tam)

Copyright © Riyadh Mohammed Al-Tam. A Universidade Algarve tem o direito,
perpétuo e sem limites geogracds, de arquivar kcjab este trabalho através de exemplares
impressos reproduzidos em papel ou de forma digitapor qualquer outro meio conhecido
ou que venha a ser inventado, de o divulgar at@d@éspositorios cientifico e de admitir a sua
copia e distribuicdo com objetivos educacionaid®@investigacdo, ndo comerciais, desde que

seja dado crédito ao autor e editor.



Abstract

Breast cancer is the most frequent cancer in woamehremains the main cause of
woman mortality, having also registered an incrdaseidence worldwide. Early detection of
breast cancer is of major importance to increasesthivival rate. Ultrasound, mammography
and magnetic resonance modalities are used tcasetbe efficiency and accuracy of diagnose.
The goal of the work described here is the implesatérn of a repository of medical images of
the breast regardless of origin that can be useddnjical doctors, researchers or in a medical
faculty, to collect, anonymize, share, annotate @assify. Available standard and tools were
used and integrated with the special-purpose ceslabped. DICOM, an international standard
for medical digital image format and communicatigmstocol, was used. dcm4chee was
selected to implement a Picture Archiving and Comication System (PACS) and was
integrated within a MySQL server to provide theuiegd functionalities of the data repository.
In order to increase the security of the wholeeaystVPN (IPsec) is used to create a secure
channel between the MySQL server and the clienttieols. Patient privacy is guaranteed by
the deletion of identifiers and use of anonymisatdgorithms before upload. Annotation is
achieved using the image application FIJI compleeewith a modified “DICOM Exporter”
class from the Tudor application. Interaction witle repository is facilitated by client side
solutions that integrate some tools and extend tH®mimplementing new desired
functionalities. These solutions, integrating Fétbnnectors to dccm4chee and MySQL and
using VPN (IPsec), support the activities of eatlthe user roles considered, namely, main
doctor, hospital doctor, teacher, student, researahd admin. Testing was done with more

than one hundred files uploaded to the repository.

Keywords. Annotation, Anonymisation, Security, Dcmdchee, ,FlBreast lesion,
Classification, Network.



Resumo

O Cancro da Mama é o cancro mais frequente nofeeximino e a permanece com a
principal causa de mortalidade para as mulhereslotéambém registado um aumento da
incidéncia em todo o mundo. A detecado precoce doroada mama € muito importante para
aumentar a probabilidade de sobrevivéncia. As noaldts de ultrassom, mamografia,
ressonancia magnética sédo utilizadas a fim de aameneficiéncia e a eficacia de um
diagnostico. O objetivo do trabalho aqui descrita énplementacdo de um repositorio de
imagens médicas que, independentemente da origesagiénagens e usado por médicos,
investigadores ou em contexto de ensino, seja usadagecolha, anonimizacgédo, partilha,
anotacao e classificacdo. Standards e ferrameisfaeniveis foram usadas e integradas com
umas de propadsito particular desenvolvidas. DICOM standard internacional para o formato
de imagens médicas e protocolo de comunicacdoudado. A aplicacdo dcmdchee foi
selecionada para implementar um PACS (do ingléguiei Archiving and Communication
System, um sistema de arquivo e comunicacdo) entiegrada num servidor MySQL para
prover as funcionalidades requeridas do repositigialados. Para aumentar a seguranca do
sistema, VPN (IPsec) foi usado para criar um carguro entre o servidor e as solugdes
clientes. A privacidade dos pacientes é garantéda @liminacéo de identificadores e uso de
algoritmos de anonimizacao antes do carregameramp@positorio. A anotacdo é conseguida
com a aplicagdo de imagem FIJI complementada comdificagdo de uma classe “DCOM
Exporter” proveniente da aplicagdo Tudor. A int@agom o repositorio € facilitada por
solucdes clientes que integram algumas ferrameatas estendem implementando as
funcionalidades desejadas. Estas solucdes, ingi@adl, conetores a dcm4chee e MySQL e
usando VPN (IPsec), suportam as atividades de pagel de utilizador considerado,
nomeadamente médico principal, médico hospitalagfepsor, aluno, investigador e

administrador. O teste foi feito com mais de umaera de ficheiros no repositério.

Palavras-chave: Anotagdo, anonimizagdo, Seguranca, dcm4chee,dajicer de mama, de

classificacdo, de rede
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1 Introduction

Breast cancer is a disease that afflicts a sigmfticnumber of women worldwide.
Whenever a suspicion is raised or above a cer@en periodical exams usually including
mammography and sonography are recommended.

In the last decade, the technological advances hatreduced into the practice
Elastography, a complementary imaging techniquegusitrasound, which produces real-time
qualitative images representing the relative st$of the tissue. In spite of being promising,
the use of elastography is not widespread andtalits relative novelty, elastography is not
yet a mature technology. Other imaging technolqggash as mammography or MR, are used
to evaluate the medical conditions in some pawiicoases.

Although several viewers are available, from thenuafacturers or from the medical
informatics community, these viewers lack the capglio present images from different
sources. The set of available solutions is smdtiefond viewing, one wants to add marks and
classification to the files.

Many medical images can be collected for long-teamd may be for short-terms, so in
general, PACS systems are used to collect suchesmaagd allowing for high-performance and
high-speed access.

The ability to diagnose is enhanced by the knowdetthgit comes from experience. The
opportunity to work on many cases and to be abketov how accurate the diagnose was is an
important tool for students and young doctors. @tailable databases of medical images are

few, and fewer have the classification of the Iesio

1.1 Motivation

The main idea behind this project is to createpmseory that keeps all the medical
images of patients with different cases of breesibhs. It can be used at a hospital or at the
medical faculty. It not only helps doctors or rddgists to collect images of patients that have
been taken from mammography, ultrasound, or MRI atites, but also allows them to
annotate, anonymize, send, retrieve, share ansifgitisese files. Different medical files might
be classified and reviewed by different doctorsagliologists, which helps to suggest suitable
treatments for patients. Many medical images caadoessed by students to be classified,
which it increases the knowledge of students. Tapett teachers at the faculty of medicine
with a real medical images with different casesbdast lesions to be used for teaching

purposes and to create tutorials. Developers camipiget a group of medical images to apply
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the technique of image processing to detect blesisins, but also compare theirs results with

the correct classification of doctors at a hospital

1.2 Goal

Nowadays, there are a lot of tools that preparedetect and diagnose diseases in the
medical area. For this dissertation, we want t@aterea system that supports radiologists,
doctors, teachers, students, or researchers fesifyiang breast lesions. Medical files will be
collected as data repository and can be accessmapththe Internet. The ability to annotate
DICOM files should be available. The personal dasade medical files must be anonymized.
Different users will be available; some of them kvat a hospital, others work at a medicine
faculty, while the rest work outside of medicalaseich as developers. This system must work
on different operating systems and be able to rategnethods and tools previously developed
by other authors aiming image pre-processing, satatien, and image conversion.

1.3 Thesis outline

The organization of this thesis is uncommon. Itsists of six chapters, including the
current one. The current chapter introduces th&wone, presents the goal and motivation of
this project and the thesis outline.

Chapter 2 presents the background of the work, haimavhat concerns breast imaging
and some selected issues in medical informatictudied is general medical information about
breast cancer, its types and causes, and the ch#rageoccur in the breast of a female after
puberty and some imaging modalities used in théy ehiagnose of breast cancer such as
Ultrasound, Mammography, and Elastography. In wd@icerns medical informatics, an
introduction to a PACS system and its uses andeiiewing of advantages and disadvantages
of PACS servers and DICOM files viewers. The DIC@tdndard and the components of its
DICOM file are discussed in more detail to allowleveloper to get a general idea about how
to deal correctly with a DICOM file, especiallyi@ading or writing data. The selected PACS
server (dcm4chee) is shown with its componentsstfml retrieving or sending DICOM files.
A small brief review about the gluing techniquegho$ system is presented.

System analysis and requirements are discusséthapter 3, introducing the extra
requirements that should loensidered beyond those supported by the chosen tools, FIJI

and Dcm4chee, to achieve the requirements of the work presengee. h
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Chapter 4 presents how the proposed client sokitwaork together. The advantages of
each is presented and the approaches studied tssties of anonymization and security are
also discussed.

In Chapter 5, a discussion of alternative approsigtgresented and some concluding
remarks and suggestions of future work are predente

The uncommon choice of including the user manaalgdhe Chapter 6 was deemed
necessary to convey the work done on the developoféms project. The user manuals contain

the necessary information to install, configure] ase the developed plugins.
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2 Background
2.1 BreastImaging
2.1.1 Breast Cancer

Breast cancer occurs when some cells of the bstasto be a malignant tumour, usually
in the ducts and lobules (Radiological Society oftN America, Inc, 2013). It is one of the
leading causes of cancer mortality among womehearunited States (Radiological Society of
North America, Inc, 2013). During the life of a wam the approximately of developing
invasive breast cancer is one in eight (Radiold@oaiety of North America, Inc, 2013). Many
studies show that early detection of suspiciousiesis crucial for the diagnosis of a patient.
The tumour typically grows into nearby tissues antkrs the bloodstream or lymphatic system,
which can spread out to other organs. The mammabygraipd ultrasonography (USG) are used
to depict the breast and to detect breast canbereTare several types of breast cancers. Ductal
carcinoma in situ (DCIS) is the most frequent tgpbreast cancer eight (Radiological Society
of North America, Inc, 2013). DCIS has frequent keas called clusters of micro-calcification.
The mammography equipment is not enough to diagtiosebreast lesions for all cases,
especially when a large amount of glandular tissusts, because the produced breast image
will be very bright, which significantly decreaselse visibility of micro-calcification
(Radiological Society of North America, Inc, 2013)here are many studies show that
mammography cannot give a clear screen image lftypds of breast lesions, so ultrasound
and magnetic resonance imaging (MRI) are used o fugpplement mammography to give
better results (Radiological Society of North Angarilnc, 2013). MRI or ultrasound screening

is not appropriate for all women, so a doctor cadiologist determines which one is suitable.

2.1.2 Breast Cancer Causes

There are many factors that might influence theeapgnce of breast cancer, but until
now the scientific community cannot know exactliettfactors cause atypical cells to become
cancer Certain inherited DNA mutations, breast ignand hormones in many cases can
increase the risk for the appearance of cancer (i&are Cancer Society, Inc., 2013). This
disease can appear in men, however it is abouhdred times more common in women than
men. The age can increase the possibility of biezaster, for example, in women younger than
45 there is about one out of eight invasive breasters, while in women's age 55 or older

there are about two of three invasive breast can@mnerican Cancer Society, Inc., 2013).
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Under 45 years, the breast cancer is more commaéifrican-American women than Asian,
Hispanic, and Native-American women. Women withsebreasts can develop the cancer
more than women with less dense breasts. Drinkioghal increases the risk of developing
breast cancer. The breastfeeding at a young ageeduateast cancer. Walking for a period
between 1.25 to 2.5 hours per week reduces thefriiveloping breast cancer by 18% cancers

(American Cancer Society, Inc., 2013).

2.1.3 Breast Anatomy

The breasts are located in the left and right saddbe upper abdominal region of the
trunk. The base of the breast extends from thedbl®rder of the sternum to the midaxillary
line and from the 2nd to the 6th ribs (Hall, 201Rgure 2.1 shows an anatomical image of a
female breast and a profile image of the mammamgad){Gray, 2014). The mammary gland is
responsible for producing milk. Both males and fexs&ave the glandular tissue in the breast,
but after puberty, the glandular tissue beginseteetbp in response to the release of estrogen
and progesterone in females (Gray, 2014). The seidaeach breast is convex and has a small
conical nipple on the top (Gray, 2014). The nipplease is surrounded by an areola, which has
a slightly rough surface due to the presence oinredtary mammary glands and areolar
glands. The breast composes not only of the mamglangd tissue, but also fibrous and fatty
tissue, ducts, blood and lymph vessels, nerves,1&nd 20 lobes (Gray, 2014). Each lobe
consists of a group of lobules, which hold bullke thctually produce breast milk. (University
of Connection, 2014). lactiferous ducts enlargerdutactation to form a small lactiferous
sinus, which carry milk from the lobes of each ktda the nipple. The fibrous tissue connects
lobes together and extend over the entire surftfeedoreast. The surface of the gland tissue
covers with the fatty tissue, except for the aredlze breast shape and size depends on the
fatty tissue density. The weight and dimension refalst vary from person to another and at
different periods of life (Gray, 2014). The deveatognt of breast is increased during pregnancy,
when oestrogen level is raised, or when mammanydglare secreting milk for lactation. In
the old age, the breast becomes with more liponséddissue. The breast in children consists
mainly of ducts with scattered alveoli, and thesetslin females and males are the same. The
breast is made up mostly of fibrous tissue anddglan adolescents, but in adults, the fat

replaces some of the fibrous and glandular tissue.
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Anatomy of the Female Breast
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Figure 2.1: Breast anatomy (National Institutes of Health, 2014)
2.1.4 Breast Cancer Types

There are many types of breast cancer, but sontleeai are rare. The most common
types are Lobular carcinoma in situ, Ductal cargiadn situ (DCIS), Invasive (or infiltrating)
ductal carcinoma, and Invasive (or infiltratingpldar carcinoma (American Cancer Society,
Inc., 2013). The majority of breast tumours deteédig mammography are benign. There are
some less common types of breast cancer, suclii@smatory breast cancer, Triple-negative
breast cancer, Paget disease of the nipple, Plegltnamour, and Angiosarcoma. The cancer is
called non-invasive if the malignant cells have gohe through the basal membrane, but is
contained entirely in the lobule of the ducts. Ardlled invasive if the cancer has broken

through the basal membrane and spread into thewuding tissue.

2.1.5 Mammography

Mammography is an imaging technology that allowset@luate the breast tissue.
(National Library of Medicine, 2013). Mammograplsygerformed to screen a woman breast

to detect an early breast cancer, which helps foetter treatment and early diagnosis. The
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result of mammography is a mammogram to be useal fagliologist or a doctor to diagnose
the beast disease (National Library of Medicing,30It is recommends for women at age 40
or older to do this test once or twice a year. Anga should consider yearly mammograms if
she has a mother or sister who had breast canagraainger age. Mammography is also used
to follow a woman who has had an abnormal mammogradhsymptoms of breast cancer.
There are different symptoms such as a lump, bigst nipple discharge, changes in the
nipple, dimpling of the skin on the breast, or otsygmptoms (National Library of Medicine,
2013).

2.1.6 Ultrasound

It is increasingly used for diagnostic purposesibiyng sound waves to create images of
the organs and structures inside the human bodgt{tan, 2007). Ultrasound is used in many
different fields such as veterinary and human niedicUltrasound instrumentation allows
monitoring of the moving structures inside the hddy example, foetal movement and blood
flow. It is a sound wave higher than 20 kHz and tnieans that its frequencies are above the

range of human audible frequencies.

2.1.7 Elastography

It is a dynamic technique that uses ultrasoundatminvasively assess the mechanical
stiffness of tissue by measuring tissue distolitiresponse to external compression (Analogic,
2015). Ultrasound Elasticity Imaging or elastognah used for breast examination with a
number of high-resolution linear transducers tdedéntiate between benign from malignant

breast lesions. It helps to reduce the numberaydies.

2.1.8 Picture Archiving and Communication System

Nowadays, a PACS (Picture archiving and commurooagiystem) is used for storing,
sending, and retrieving medical images. It canatlyeacquire the medical images from
different imaging instruments and be accessed fwonkstations for viewing and reporting. In
general, PACS systems have both high-performandehah-speed requirements. Most of
PACS systems use databases to keep some infornadtioredical images (information of
patients, doctors, images, and son.) to be retlieveviewed later, and also keep the original
medical images in special folders on the servdatAf PACS systems were prepared to work
internally not in the Internet. Therefore, sometlidm use TLS (Transport Layer Security)

certificates to make sure a user is authorizecetm ©r retrieve medical images through the
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Internet, while other use a user name and passfoorthe same function. A user is able to
send/retrieve medical images through some toolsetstablish a connection to the PACS. To
view the medical images, the user needs to usebabvwevser or install any DICOM viewer

that is able to retrieve files from a PACS server.

2.2 Selected Issues on Medical Informatics
2.2.1 PACS Servers

Because of the urgent need for a system to pravidenvenient and efficient access to
medical images from different modalities for dostar radiologists, PACS systems were
developed. This project needs a PACS system teatathedical files, so a survey for the best
PACS server with characteristics obeying to theggohthis work was done. A lot of PACS
servers are available with different working medbars: Dcm4chee, CDMEDIC, MRIdb,
Orthanc, Dicoogle, OSPACS, OpenSourcePACS, CleatgZiConquest DICOM, DCMTK.
Some of these servers are working with relatiormdhdases, while the rest are not, but all
servers have the same mechanism in collecting DICID#4 in folders inside operating
systems. The following part discusses advantageésli@sadvantages for each PACS server.

Dcm4chee is an open source tool that collects sappdications for supplying the
healthcare enterprise (Morate, 2012). These apggitaare written in Java. The portability,
performance, deployment, and implementation of DWCfiles are supported. Many robust
services are available for a user such as stomauggaierying DICOM files, web access to
DICOM files, make commitment, notification, and terDICOM files to CD media. Recently,
some software are created based on this tool IGIDMEDIC and MRIdb servers.

MRIdb is an open source software, which consisseofer and client components. These
components are written in Java. The server sid&swvior Linux, while the client works in a
web browser (Woodbridge, 2013). The source andpwersion are freely available from the
MRIdb website (Woodbridge, 2013). MRIdb was destyimsed on a number of other
software, including dcm4chee DICOM server, a stersgstem, an authentication service and
a relational database system, as shown in Fig@reA2user-friendly interface is provided for
converting, searching, and viewing imported imadéss software was developed by Mark
Woodbridge at Imperial College London (Woodbrid@®13). This system stores some
information about DICOM files in PostgreSQL datadasd allows a user to view a DICOM
image on Weasis DICOM viewer or on ImageJ, send@NCfiles to the server archive, or

download them with automatically anonymization frtme archive (Mwoodbri, 2014). Since
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this server just only do automatically anonymizatiduring the download operation,
consequently, a DICOM file with original data exa&tthe archive and another DICOM file
with anonymisation data will be available after awading. This operation has two
drawbacks: first, personal data still in DICOM §lat the archive because this server do only
anonymise DICOM files after downloading but thisnet acceptable for health privacy
especially if an attacker or a developer can vieesé data. Second, if a user wants to classify
a DICOM file for detecting breast lesion, first thECOM file should be downloaded, and then
classify the DICOM file and send it back to thelave. Here a problem will occur, two DICOM
files with different information are in the archiesd both of them are related to the same
patient. In this situation, researchers, or doatarmot follow different classifying methods or

compare results for the same patient.

MRIdb Server

PostgreSQ

L
Scanner Console

DICOM

dcméche
e

Scanner Console R ] Workstation

Storag
e
svstem

—————
———————\0
——\

Scanner Console

Figure 2.2: MRIdb components (Woodbridge, 2013)

DCMTK is an open source software written in ANSla@d C++. Many libraries and
applications are collected to perform large paftthhe DICOM standard such as examining,

constructing and converting DICOM files, handlinflioe media, sending and receiving the
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DICOM files (OFFIS, 2014). DCMTK'’s components aecuted by the command line. Since
this software was written in C and C++, it is ptauth-dependant. Based on this server, Orthanic
and CDMEDIC are created. The first server is Orithalh is a free and open source DICOM
server software written in C++ by Sebastien Jodqdondogne, 2013). It works as standalone
and runs in different platforms at least works omdéws or Linux. Since the architecture of
this software is designed to be compliant withmh€OM standard, the operations of sending,
storing, and retrieving of DICOM files are availabClients can use a graphical interface called
Orthanc explorer to view and interact with the emtof Orthanc remote server (Jodogne,
2013). The second server is CDMEDIC, which it sated based on DCMTK, dem4chee, and
MySQL (M.D., 2007). It is an open source softwaréten in Java and works as a server-client
application. Where the server side works on Debla¢ OSX, or Ubuntu, while the web
browser acts as the client side to send or retf@OM files. This server does not work on
windows platforms.

ClearCanvas is an open source software written#n JavaScript, Ruby (Synaptive
Medical, 2014). A user can store, view, and maagOM files. It is designed to be easy to
use, easy to access, highly customizable de-ideatidn, collaborate and share with others,
whether you are an administrator, a clinician, aeaecher or a commercial innovator
(Synaptive Medical, 2014). This server is goodrat fjlance but the facilities that are given to
users are too limited, and a user may have acocedisRICOM files or not, i.e. the system does
not allow some of DICOM be accessible to a spagar (ClearCanvas Inc., 2009). Besides,
annotation on DICOM files are not supported. Thergmmization procedure is prepared to
change the original information of a patient matyahd also it cannot change the patient
information in the pixels of DICOM images (Clear@an Inc, 2013).

Open Source Picture Archiving and Communication&yg OSPACS) was designed to
store and display DICOM files. It is an open souxa written in C#. Currently it has been
used to store more than 100,000 ultrasound imagethd Institute of Women's Health
(University College London) (Medfloss.org, 2014heTlast version of this tool was version 2
in May 23, 2007 by WillStott and only support winvad® operating system (Medfloss.org,
2014).

Conquest DICOM is an open source software develbgedark Oskin. Many features
are supported since it has been developed bastx gqublic domain UCDMC DICOM code
(Marcel van Herk, 2013). UCDMC allows storing, ¥eing, sending and retrieving by means

of the programmable SQL database (Marcel van H&0&3). This server allows a user to
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convert, view, select images. The annotation aadsdication on DICOM images are not
supported.

OpenSourcePACS is an open source software designstbre and retrieve images.
Now, it is retired, no longer supported, and naikable for download. (Bui, 2007)

Dicoogle is a PACS archive supported by a docurbased indexing system and by
peer-to-peer (P2P) techniques (Costa, 2011). Istem does not use the traditional approach
of relational databases to collect informationheatthan it gathers and indexes data from files
over a set of distributed repositories (Costa, 20%inhce this system keeps medical imaging
with their information, the operation of query amedrieval will be fast (Costa, 2011). It could
also complement the traditional centralized datalveith more agile indexing and retrieving
mechanism (Costa, 2011). In this way, there iseemrio create tables, relations, fields because
it collects DICOM textual data elements. FTP or gnsaused to access to indexed medical

data on the target system as shown in Figure 2.3.

DICOM Standard g

Query/Retrieve

Email, Webservice, FTP, etc

Internet |

Figure 2.3: Dicoogle components and interfaces @G @911)

This system is suitable for small or medium-sizeghaizations and it can be used in
regular clinical workflow, research, or teachingp§fa, 2011). Institutions of PASC can also
be installed in parallel with this system and indegxall exist image information. This system
does not care either about restricting access @OM files or creating different users with
different privileges. Since this system uses p2piggcture, it difficult to manage DICOM files
and also viruses might be transformed from a coerptd another. The search in this

application needs to remember patients’ names @M files because it asks a user to enter
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the patient name manually. Also, this system is suitable for a lot of users or a big

organization.

Table 2.1 summarizes the previous consideratio@sl(Pand presents the pros and cons

for each PACS server.

Table 2.1: Summary of PACS servers'

pros and cons

PACS Server Pros Cons
1- An open source 1- Annotation on DICOM
2- Written in Java images is not supported.
3- Support multi-platform 2- Restrict access to users
4- It was created to be compliant with limited.
DICOM standard. 3- Anonymization is nof
5- Other servers are created based an it included.
such as CDMEDIC and MRIdb. 4- Security through untruste
6- It supports different image types such network is not enough.
as US, CT, MR, SC, DX, XA, VL, RT.5- Classify DICOM files are
7- It is supplied with command lines not available.
tools for sending or retrieving files.
8- Hanging Protocol, Storage
DemAchee Commitment are available.
9- DICOM viewer: Weasis, Image],
TUDOR DICOM, FlJI, and web
browser acts as viewer to connect and
retrieve files .
10-Supported database(s) engines:
PostgreSQL 8.1+, MySQL 4.1+,
Oracle 9i+, SQL Server 2000+, DB2
8.1+, and Firebird 2.1+.
11-Transport Layer Security (TLS)
encryption is used to create a secure
connection.
1- An open source 1- Not work in multi-
RLNEE 2- Written in Java platform.
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1- An open source software written |ii- The facilities that are given
C#, JavaScript, Ruby. to users are too limited,

2- It is designed to be easy to use, edgsy The annotation on DICOM
to access, highly customizable de- files are not supported.
identification, and it is able tg3- The anonymization
collaborate and share with others. procedure is prepared

3- It uses MS SQL Express 2008. change the original

information of a patient
ClearCanvas manually.

4- The anonymization
procedure cannot chan
the patient information in
the pixels of DICOM
images.

5- Classification of DICOM
files is not available.

1- An open source tool written in G#- The last version of this tog
using Visual Studio 2005 tools (Stott, was version 2 in May 23
2008). 2007.

2- It has been used to store more than It only supports windows

OSPACS 100,000 ultrasound images by the operating system.
Institute of Women's Health. 3- The annotation uses whi
3- Microsoft SQL Server database |is pixels

used.
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4- The classification of &
DICOM file is not
supported.

5- It removes all patient
identifying  information
from the DICOM header
data

6- Documentation is nat
enough.

1- Written in C/C++. 1- Only Windows, UNIX are

2- It has been developed based on the supported.
public domain UCDMC DICOM code 2- Only support US, CT, MR,
(Marcel van Herk, 2013). UCDMC SC, DX, XA images.

Conquest DIcom | allows storing, verifying, sending and3- The  annotation and
retrieving by means of the classification on DICOM
programmable SQL database. images are not supported.

3- This server allows a user to convert,4- No Hanging Protocol|

view, select images. support.

OpenSourcePACS

It an open source software designed {

store and retrieve images.

dt is retired, no longer
supported, and not available

for download.

Dicoogle
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indexing system and by peer-to-p¢
(P2P) techniques.
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can be wused in regular clinicd3- The search in thi

workflow, research, or teaching. application needs t
remember patients’ names
in DICOM files because i
asks a user to enter the
patient name manually.

4- Also, this system is nat
suitable for a lot of users or
a big organization.

5- Annotation and
classification on DICOM

files are not supported

2.2.2 DICOM file format
2.2.2.1 Introduction

Recently, most of the modalities in a hospital gateemedical images, handled using the
DICOM (Digital Imaging and Communications in Medie) files standard. DICOM is the
international standard for digital image formatddmomedical images’ file structure and
related information (Bidgood, Horii, Prior, & Vary&le, 1997). For clinical use, it uses a
special file format and a network communicatiors@col with necessary data and quality. It
is implemented in many devices such as X-ray, CRJ,Mltrasound, and increasingly used in
ophthalmology and dentistry devices. Thereforestef thousands of imaging devices
implement this standard, so it is one of the imguutrtstandards for healthcare in the world
(NEMA, 2015). This standard allows many devicesugers, servers, workstations, printers,
and network hardware.) to integrate and communit@t® different manufacturers using
a picture archiving and communication system (PA@%prmation of patients, procedures,
doctors, and images will be supported for sharedagement. The standard addresses some
areas such as network image, network image intetgwa, network print, imaging procedure,
and off-line storage media management. The essehdCOM is a file format and a
networking protocol. A DICOM viewer will be necesgao display DICOM images, to
diagnose and classify them, and maybe to read difyjrgome elements of the DICOM header.

The medical imaging applications in the hospitaiwaek use the DICOM protocol to exchange
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DICOM images, and retrieve some information of DN @le from the PACS to a workstation

in order to display or modify them.

2.2.2.2 DICOM File Components

DICOM file contains a file header portion, File Mdhformation portion, and a single
SOP instance. This header consists of a 128 bgtapvle available for a special using such as
enabling a multi-media application to randomly ascanages stored in a DICOM data set;
followed by a 4 byte DICOM prefix, followed by tléle Meta Elements (data set) (Evans, A
Very Basic DICOM Introduction - dcm4che-2.x - Cardhce, 2008), (NEMA, 2013). The
preamble should be initialized with zeros if ihist used. This header shall be present in every
DICOM file. Figure 2.4 shows a DICOM file (image DQ(Information Object Definition)),
which consists of a list of attributes. Some DIC@Ms contain image and other not. DICOM
files contain more than just images. Every DICOM fiolds patient information (name, ID,
sex and birth date), important acquisition datg.(eype of equipment used and its settings),
and general study (date, time, referring physicatession number). A PACS system uses
some of DICOM file header elements to create imigxiata to be used for queries by DICOM

viewers.
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Figure 2.4: DICOM model (Evans, 2008)
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2.2.2.3 DICOM Elements or Attributes

In reality, a DICOM object is comprised of DICOMeatents or DICOM attributes. Each
DICOM element has a tag, VR (value representatiength and value as shown in Figure 2.5
(NEMA, 2014). Each tag uniquely defines the elenzemt its properties and has a special form
(gggg,eeee) where gggg is a group value and eegedkement value, and both of them start
from 0000 to 9999. For example, (0010,0010) isdleenent that specified for patient’s name.
The second component of DICOM element is VR (vafyesentation), which defines the data
type of element. There are different data types sag Ul which is abbreviation of unique
identifier data type, US for unsigned short dafsetyCS for Coded String and OB for other byte
(NEMA, 2014). All elements have length and thisgmshould be even, but there are some
elements that have a single value such as patset'sit might be a ‘M’ value for male or ‘F’
value for female or ‘O’ value for other. In thigustion, the element length should be 2 (even
number) and this value will be padded by a spa&J\0x20) value. This padding is for string
types like CS or Ul, but if the data type is bindike US, the padding should be null (0x0)

value.

Data M order of transmission ——

Drata Elem. Diata Elam. hﬁb\ - - - Diata Elem

[~

Data Element

Value ]
Tag Vili Length Value Field

|— optional field - dependent on
negotiated Transfer Syntax

Figure 2.5: DICOM element (NEMA, 2014)

2.2.2.4 Important DICOM Elements

There are thousands of DICOM elements and just sainieem will be appeared in a
DICOM file according to the necessary informatidherefore, the elements of DICOM files
from one DICOM file to another might be differeht.this work, we will focus in the important
elements according to the requirements of thisggtofrhe DICOM elements have many groups

but we will use some of the important groups: pdtistudy, series, equipment, and image
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groups as depicted in figure 2.4. Each of thesaggdiave UID (unigue identifiers) elements
and also can help in the query/retrieve operatiBosexample, patient’s ID uses to identify the
patient group, study instance UID for study grospries instance UID for series, and
sop(service object pair) instance UID for an imagefor a DICOM file (NEMA, 2014).
Transfer syntax is an important element inside DNCfde, which uses to describe the format
of a DICOM file and the network transfer methodsanyl transfer syntaxes are available such
as Implicit VR Little-endian, Explicit VR Little-etian, Explicit VR Big-endian, or JPEG
Lossless (Medical Connections Ltd, 2014) as showhable 2.2. Transfer syntax is required

during creating a new DICOM file or convert a ffjpeg, png, pdf, etc.) into a DICOM file.

Table 2.2: Different transfer syntaxes (NEMA, 2014)

Number Transfer syntax Value
1 Implicit VR Little-endian 1.2.840.10008.1.2
2 Explicit VR Little-endian 1.2.840.10008.1.2.1
3 Explicit VR Big-endian 1.2.840.10008.1.2.2
4 JPEG Lossless 1.2.840.10008.1.2.4.57
5 JPEG Lossless First Order 1.2.840.10008.1.2.4.70
6 RLE Lossless 1.2.840.10008.1.2.5
7 JPEG 2000 (Lossless) 1.2.840.10008.1.2.4.90
8 JPEG-LS (Lossless) 1.2.840.10008.1.2.4.80
9 JPEG Baseline 1.2.840.10008.1.2.4.50
10 JPEG Extended 1.2.840.10008.1.2.4.51
11 JPEG 2000 (lossy) 1.2.840.10008.1.2.4.91
12 JPEG-LS (Lossy) 1.2.840.10008.1.2.4.81
13 MPEG-2 1.2.840.10008.1.2.4.100 &
14 MPEG-4 1.2.840.10008.1.2.4.102 &
15 Deflate 1.2.840.10008.1.2.1.99
16 JPIP 1.2.840.10008.1.2.4.94
17 JPIP-Deflate 1.2.840.10008.1.2.4.95

As we mentioned above, there are some DICOM fhas ¢tontain images and others
are not, so if a DICOM file contains an image, itmage elements should be included in the
DICOM header such as sample per pixel, photomatterpretation, planar configuration,
rows, columns, bits allocated. These elements ihestire pixels of the image of DICOM file.
The image pixels store in the pixel data elemeRE(X,0010). Thesize of the image can be
defined by the height element (0028,0010) and tlighmelement (0028,0011). Samples per
pixel element (0028,0002) defines the number obwothannels. Two values represent the
colour in an image, 1 for the single channel (btatkte) and 3 for the three colour channels

(red, green and blue). The photometric interprenafd028,0004) element defines what every
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colour channel holds. It can refer to the colowacgpthat used to encode an image and show how
the image should be displayed (Medical Connectldds 2014). This element has different
values: MONOCHROME2, MONOCHROME1, PALETTE COLOURGR, YBR_FULL,
YBR_FULL_422, YBR_PARTIAL_422, YBR_RCT, or YBR_IC{Medical Connections Ltd,
2014). RGB is the most colour format and shouddtstith red, green and blue respectively.
MONOCHROME2 or MONOCHROMEL1 are usually used in gegle images (like CT, MR,

or fluoroscopic images). "YBR_FULL" and "YBR_FULL22" are commonly used in JPEG.
Planar configuration element (0028,0006) uses watburful images to show how the colour
channels are arranged in the pixel data. It hasvialoes: either ‘0’ means the channels are
interlaced where the order of colour is one by din&, red, then green, and then blue to get the
colour of one pixel as depicted in Figure 2.6;rfieans the channels are separated, where first
all the reds, then all the greens and then alblhes as shown in Figure 2.7. The separated way

is rather rare and it usually used with RLE(Run-gthrencoding) compression.

First pixel Second Third pixel

Figure 2.6: Interlaced way

First pixel Second pixel Third pixel

AW N O

Figure 2.7: Separated way

The pixel structure defined by Bits Allocated (0O@280), Bits Stored (0028,0101), and
high bit (0028,0102) elements. Bits Allocated (0@2®0) element is responsible for
determining the allocated space or the size okal pell for every sample in bits. For example,
every channel is encoded in 8 bits in 24 bit RGRgm Bits Stored (0028,0101) determines a
number of allocated bits that are actually usedil&\igh bit (0028,0102) specifies how stored
bits are aligned inside the allocated bits (NEMBA12).
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Pixel Representation (0028,0103) element has tvwesa either ‘0’ which refers to
unsigned values or ‘1’ which refers to signed valu€he default is unsigned values. All
attributes of group 0028 will be encoded in sigsedrt (SS) values or unsigned short (US)
values according to the value of this element. Neimbf frames (0028,0008) element
determines the number of frames in an image. Ugifalhere's only one frame, this element
will be omitted, but in case of multi-frames foD#COM file, the value of this element should

be appeared and set.

2.2.3 PACSviewers

A user wants to view medical images from a locakonote system to classify, analysis,
or whatever she/he wants, therefore, a DICOM viaw@&ecessary now. Some viewers work
as a standalone application, while the rest wodetlan a web browser as mentioned above in
PACS server 2.1.1 section. There are some DICOMesthat use a web browser as a client
interface for a user to connect and display DICOMsfsuch as Cleanconvas, Dcm4chee,
MRIdb, Conquest DICOM, Dicoogle, Orthanc or CDMEDI®@/hile other servers use a
command line tool, or a standalone applicationaionect and send, retrieve, or view DICOM
files such as DCMTK, OSPACS, or dcm4chee. Recettigre are plenty of free tools that
work as a standalone viewer for DICOM files.

TUDOR DICOM is an open source Java applicationfaios interfaces to perform some
DICOM operations such as anonymous one or a grop@OM files’ headers, send/retrieve
DICOM files from/to a PACS server, read/write DICGlés from/to a disc (Hermena, 2008),
(Hermen, 2009). Also other features of showing DMC@nages are supported such as
windowing, zooming, shifting, and measuring. It Ita® versions: one works as standalone
and another works as a plugin in ImageJ. It waatetkbased on dcm4che version 2, Java
Advanced Imaging (JAI) API, and ImageJ.

ImageJ is an open source package written in Javenfige processing field (Rasband
1997). At least, it needs Java 1.4 virtual maclinkter to run on different operating systems
such as Windows, Mac OS, Mac OS X and Linux. Arfdig-interface is supported with menus
and tool bars to view, modify, analyse, and procesges. Different commands are available
to support researcher or student from differerasiike segmentation, contrast manipulation,
sharpening, smoothing, edge detection, mediarrifije etc. Many image formats can be
supported like TIFF, GIF, JPEG, BMP, DICOM, FIT$.i$ useful for graphic designers

because it helps in calculating the area and piakeles, measuring distances angles, creating
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density histograms, or lining profile plots (Rastha2012). ImageJ is able to read and annotate
a DICOM file but it keeps the modification with fiifent formats such as JPEJ, TIFF format.

FI1Jl is an open source software written in Javaujgport image processing operations.
It is created based on ImageJ (MediaWIKI, 2013)nivlenage processing procedures can be
used specially for image registration, image sedatem, 3D reconstruction, and 3D
visualization. A developer can read, add, modifygd aebuild all the internals libraries and
plugins. Not only are the previous plugins of Imhgee available in FIJI, but also new plugins
too. Recently, different fields are used FIJI liB®logy, genetics, image processing, life
science, and material science. A friendly-interfescsupplied with menu bar and tools for
processing and analysing data. Fiji works on malatfgrms such as Windows, Linux,
MacOSX, Intel 32-bit or 64-bit.

Matlab is a high-level language and interactivei@mment for developing algorithms,
analysing and viewing data, and performing numédoanputation (Tutorialspoint, 2015). It
is supported with a group of tools for building Apgations. External applications that written
in Java, C++, or .net can be integrated with Maliglsome Matlab functions (Tutorialspoint,
2015). Many areas use Matlab such as mathematiesjistry, physics, and image process.
DICOM files are supported by a special tool in Matlkcalled “Image Processing Toolbox”,
which is responsible to read and write data to/far®ICOM file. Unfortunately, “Image
Processing Toolbox” does not support dealing witlCOM files through a network
(MathWorks, Inc., 2015).

2.2.4 Dcm4chee
2.2.4.1 Introduction

In recent decades, development occurred in the afredigital imaging and rapid
adoption of picture archiving and communicationtegs (PACS), so the exchange of
information within the radiology departments hasdrae very crucial and influential. And,
since the DICOM has become the standard for meditading, it is necessary to have tools
that manipulate and store DICOM files. Accordingitese requirements, JDICOM was created
to deal with DICOM files, is a server written invda After that, DCM4CHEE was appeared,
which is an archive system for DICOM files with thessibility of modifying, collecting, and
retrieving of DICOM objects. The following part d&ams the advantages of the selected PACS

server (dcm4chee) with its components.
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2.2.4.2 DcmAchee’s architecture

The architecture of dcm4chee was designed as a larofbr supporting different
services such as a web-based user interface, DI@@dface, HL7(healthcare messaging
protocol), web access to DICOM object (WADO), AuBecord Repository(ARR), media
creation, and XDS/XDS-I(Image document sharingguol) (Evans, Home - dcm4chee-2.x -
Confluence, 2012) as shown in Figure 2.8. Dcm4dalses the web interface of IMX console
to enable or disable each of these services. Hrermany features of dcm4chee, the following
are some of them:

C-ECHO SCP/SCU (ping)

C-STORE SCP/SCU (storage)

C-FIND SCP (query)

C-MOVE SCP (retrieve)

N-ACTION SCP/SCU (storage commitment)

Create new users

Grant or revoke the users some authorities to adoathe DICOM files
Export DICOM files

Where C-ECHO is a command to check if the DICOM/aers listening in a special port or

© N o ok~ 0w DR

not, C-STORE is a command to store DICOM filesémdchee, C-FIND is a command to find
images or data in dcm4chee, C-MOVE is a command fiieent (SCU) to dcm4chee to retrieve
a DICOM file, and finally N-ACTION is a command theck if a DICOM file is stored

successfully or not.
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Figure 2.8: Dcm4chee architecture (Evans, 2008)

2.2.4.3 Installation

Preferably, install this software on a computemhwitigh specifications. This system
needs at least 512 MB RAM, 100 MB hard disk spand,400 MHz CPU or better. A database
to store some DICOM information for a web-basee@rifatce is compulsory. Many databases
engines are supported such as PostgreSQL 8.1.xQMySL+, Oracle 9i/10g, SQL Server, and
DB2 8.1+. In this work, MySQL 5.5 and dcm4chee P80are implemented. For more
information about the steps of installation witte thecessary packages, please review the
appendix.

2.2.4.4 The Technology

Dcmd4chee is supported with a set of command linkstthat allow sending, retrieving
manipulating DICOM objects. Dcm4che implements &panaven project to perform the basic
functions of managements (monitoring dependengaskage building, etc.). Maven is a
management and comprehensive tool based on themibotta project object model (POM)
(Apache Software Foundation, 2002-2014). It is oesfble for managing and building any
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java-based projects, reports, and documentatiodditi@nally, Maven uses different projects

to supports users with easily management processds as Ant, Archetype, Doxia, JXR,

Plugin Tools, SCM, and Wagon (Apache Software Fatind, 2002-2014). For modifying and

building the source code of dcm4chee, maven isssacg. The binary version of dcm4chee is
used in this work, not the source code.

2.2.4.5 DcmA4chee’s Tools

Since dcm4chee is an archive system with colleatibapen source applications and
tools for the healthcare enterprise, the integnatib the work between these tools is very
important. Figure 2.9 shows the workflow of dcm4ekéth different tools to support sending,

retrieving, and manipulating DICOM files.

‘ Mysql database DCMA4CHEE J
A

A

Modalities DCMRCV DCMQR
Mammogram
( ) Medical Applications
CT scanner DCMSND PP
\ A
MRI
f ) ( )
us > DICOM
\ ) L )

Figure 2.9: Dcm4chee workflow

2.2.4.5.1 DCMRCYV utility

Is one of the supporting command line tools, iesponsible for listening on a TCP port
and determine the name of application entity (il&T) to listen for incoming DICOM files
from the senders, and to store them in a foldea By Dcmrcv - dcm4che-2.x - Confluence,

2006). This tool is an open source written in JAva

2.2.4.5.2 DCMSND
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An open source command line tool that used to seedor more DCIOM files to the
listening port of demrcev utility. It is possible &&nd a group of DICOM files in a folder one
time to dcm4chee by using this tool (Evans, Dcmstcim4che-2.x - Confluence, 2008).

2.2.4.5.3 DCMQR

Is used to create a query to ask dcm4chee foevaig some information of DICOM
header or retrieving a DICOM file (Chetan Ubero@1@). Two commands are available to
retrieve DICOM image: c-get and c-move. C-movevasido send images from one AET to
other AETS, while c-get cannot do that. C-move f6é&rvice Class Provider) or the server
needs to establish a TCP connection to the end pbBCU (Service Class User) or the client,
but this is impossible in some cases such as if 86&$ dynamic IP (DHCP), or if there is
intervening firewalls. C-get is able to retrievaad&rom dcm4chee to special folder at SCU.

Therefore, c-get is used to retrieve data from ddmed.

2.2.4.5.4 Weasis

Weasis is a standalone application responsibladaring DICOM files from dcm4chee
data repository. It is an open source packageenmritt Java ®. A user can search the archive
without the need of in-depth DICOM knowledge. A ragnof different operations are available
to users, including showing some information asepés name, age, study date, series date,

and import and export DICOM files.

2.2.5 MySQL server overview

A free, open source tool and compliant with thendéad form of SQL data language
(Tutorialspoint, 2015). It supports a user withadetse management system with ability to
connect and query any desired data. Each datalbasenle or more tables and each table has
one or more rows and columns to store data inatt ftandle and deal with large databases
reliably and quickly. The ability to work in diffent operating systems is available. The
connectivity, speed, security of MySQL server makesiitable for accessing databases and
make it the most popula@atabase to be used by a lot of applications (falgmoint, 2015) ,
(Oracle Corporation, 2015).
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2.2.6 Overview of gluing technologies
2.2.6.1 JAVA

Java is a high level, object-oriented, platformeipendent language, developed by Sun
Microsystems in 1995 (Tutorialspoint, 2013). It wasginally designed for interactive
television, but it was too advanced for the digdable television industry at that time. It is
robust and secure, architecture-neutral and pertabterpreted, threaded, and dynamic
programming language (Tutorialspoint, 2013). Thexibility of Java is high; a lot of
applications and applets are created based onUalike some other languages such as C and
C++, a created program can be run on various apgraystems without having to rewrite or
recompile the code because of the Java run-timgoemeent, which interprets the Java code
and tells the operating system what to do (Tutspiaint, 2013). The syntax of Java is similar
to the C/C++ syntax, so programmers of C/C++ camlé fast. Since Java is one of the most
popular programming languages in use, differentiegions are created such as client-server
web, game, mobile, and TV applications (Tutorialepo2013). Basically, Java virtual
machine (JVM) is necessary to run the byte codesgdiles) of the compiled programs for

running on any computer regardless of the comparitecture.

2.2.6.2 Python

Python is one of the high-level programming langsgised for general purposes and
used to deal with a wide range of problems (PytSoftware Foundation, 2013). An object
oriented programming, multiple programming paradigrand imperative and functional
programming are supported. Because of its hightlelaga structures, interpreted nature,
dynamic typing, and elegant syntax, it can be usedpid application development, large
applications, and web applications. Program maariea cost is reduced because its simplicity,
readable and learn its syntax easily (Python Seévi#oundation, 2013). Programmers can
write smaller code than some other languages liKEn€ execution time for running is slower
than to some other languages such as C/C++, beitaigszls an interpreter to interpret a code,
while C and C++ need a compiler. Therefore, it bareasily extended with C/C++ to make
the run time of the applications almost at the sapeed of C/C++ applications. Programmers
usually have a steep learning curve because ahtiieased productivity that provides. The
extensive standard libraries and interpreter ofi@ytare free and available in binary or source
form for the most important platforms and can keely distributed. The cycle of edit-test-

debug is quick because of there is no compilatiep & this programming language. An
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exception will be raised when the interpreter caschn error, so the python’s debugging
programs will never cause a segmentation fauhefe is a bug or bad input. The debugger
allows evaluation of arbitrary expressions, insjgectof the local and global variables,
breakpoints setting, and line stepping throughdeco

Pydicom is a python package, which allows to modifyead DICOM files. Pyhton uses
this package for manipulating data elements inBiEOM files. The main disadvantage of the
current version is, the compressed pixel data daeasily altered as in uncompressed pixel
data (Mason, 2012).

Enthought Canopy is an appropriate python envirartinfer scientific and analytic
computing (Enthought, Inc., 2013). The Canopy piesi tools and interfaces for data
management and analysis, scripting, and testingekt editor provides auto completion and
error checking for the code. It has IPython windbat lets us easily test the code and see the
results after running the code. The IPython consdli@vs to execute the entire script or
selected lines. Plenty of python packages are abailto support the technical and scientific
computing, such as Traits, TraitsUl, Pyface, Bloak@as, GraphCanvas, and SciMath.

2.2.6.3 OpenCV

OpenCV is a library that collects a lot of algonith to be used by industry and academia
for computer vision applications and researchegé¢lt, 2013). It is an open source written in
C and C++. Many interfaces such as C++, C, PytMat]ab, Java, and other languages are
supported and it can be run on different operagiygiems such as Windows, Linux, Mac OS,
iOS and Android operating systems. It was desigoeadomputational efficiency, real-time
image processing, and computer vision. The librees the advantage of multi-core
processing because it is written in optimized C/CA+ot of algorithms are supported in many
areas in vision, factory product inspection, meldiceaging, security, user interface, camera
calibration, stereo vision, and robotics (Brad2Ki08).
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3 System Analysis and Requirements
3.1 Introduction

Actually, the selected tools at Chapter 2 are not enough to accomplish all
requirements of this thesis, so this part will analyse the missing requirements to be
created and integrated with the selected tools: dcm4chee, FIJI, and MySQL server. In order
to facilitate the understanding of the working measm of this system, Figure 3.1 shows the
general requirements of the system, which conéista different levels. Three levels are
proposed in the system: input, processing, andubufphe input level is responsible for
collecting reports and DICOM files to the systerohave. These reports can be images or pdf
files. All DICOM files and reports should be anonyed before sending them to the archive.
In the processing level, some DICOM files can hbieeed from the archive to apply pre-
processing or segmentation methods by a reseashiée, others can be retrieved to annotate
or classify them manually by a doctor, teachestodent. Finally, in the output level, different
classification results for different users (doctamssearchers) can be shared. Besides, the
classifications will be graded by a teacher andve by students. This means that, many users
such as doctors at hospital, students or teachensdicine faculty, or researchers can interact
with this system. Many users can classify a DICGIb] 50 many derived DICOM files will be
generated for each original DICOM file.

DICOM

A 4

Anonymisation Input Level

Pre-processin .
P g Processing Level

A 4

A 4

. . Archive
Segmentation & Filter
Annotation <
A\ 4
Classification
Output Level ¢ i
Grades Results
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Figure 3.1: System requirements
The system analysis process in this work is divided into the glossary of terms,
functional requirements, and database diagram to show all stakeholders of the system

and expected inputs and outputs.

3.2 Glossary of Terms

» Admin user: is a root user that is responsible for creatingsisseccounts with different
privileges. Different types of users privilegesIviaé supported such as doctors, students,
teachers, or researchers privileges. This usdrésta grant other users a limited access to
DICOM files and reports of the system. The rootrisalso able to change a user privilege
from type into another one,g.change the privileges of a user from a teachensgges
into a doctor’s privileges or vice versa .

* Main user: is the realization of a real main doctor in the damof this system. This user
is responsible for exporting a group of DICOM fifesm modalities or devices to a special
folder. And then, import a group of DICOM files oeports from the folder to be
anonymized and sent to the archive. the main ssas0 able to share all DICOM files and
reports in the archive to be used later. The gbibt put annotations (drawing texts or
shapes) on DICOM files should be available. Assiggroup of DICOM files or reports to
a group of users should be supported. All clas#ifims of other users can be seen by this
user, since this user is the main one and hasuthedntrol permission of DICOM files,
reports, or groups in the entire system.

» Student: an actor is able to get a group of DICOM filesasks, start classifying them, and
send the classification results back to the arcHites user can show classifications’ grades
that belong to her/him. A student can get feedldacla teacher about the mistakes in
classifications.

» Teacher: an actor that supervises a group of students loy th@m different status of breast
lesions, assign tasks, and grades them. This usstr get a group of DICOM files and a
group of students by a main user. A teacher is ttblereate different groups from the
assigned groups by the main user. A group of &iles be assigned to a group of students
as tasks.

» Doctor: this actor can do exactly what a student do butaut grading, and classifications
of this user will keep for long time, while studetdssifications will keep for a limited time.
In addition, this user is able to classify a grafiplCOM files that belong to a patient in
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specific study date as a global classification,levhiteacher and a student cannot do that.
A doctor at a hospital represents this user. ftassible to classify one or more DICOM
files at once.

Resear cher: this user can get a group of DICOM files with dlilio apply one or more
methods to help in detecting breast lesions. Thdifiéml DICOM files will be sent back to
the archive. In addition, she/he is able to rumlo process to a group of DICOM files: it
is a process that allows executing a group of nustl{plugins) to a group of files such as
FI1JI batch process (MediaWiki, 2015).

DICOM file: is a file that contents different information tlaae related to a doctor who
made diagnosis, patient, study, modality, and imaegeDICOM file. It is the backbone of
the system. This file has two parts: the headerth@gixel of image.

BI-RAD: a standard that defines classes with their meamdgare used by radiologists to
summarise the diagnosis. It starts from 0 to 6. Vdlae 0 means a mammogram study is
still incomplete (The Johns Hopkins University, 2D1This score needs to be reviewed
later, therefore, further information is neededake a final assessment and assign the true
BI-RADS score (The Johns Hopkins University, 20T4je score 1 means no evident signs
of cancer were found (The Johns Hopkins Univer@0i4). The score 2 means there is no
apparent cancer in the current study. The scoreagma study is probably normal but there
is an approximately two percent chance of cancexbgbly benign) (The Johns Hopkins
University, 2014). The score 4 means that a patrerhmogram has an approximately 20
percent to 35 percent chance of the breast cafiberJohns Hopkins University, 201Ze
score 5 means a mammogram results are highly sogpiwith a 95 percent chance of
breast cancer (The Johns Hopkins University, 20E#jally, the score 6 means that a
diagnosis of a patient mammogram has confirmed avlireast cancer (The Johns Hopkins
University, 2014).

Patient: for each DICOM file, information of the patient shd be included. A patient can
have one or more DICOM files in different dateshwsbme information such as name, ID,
or birthdate inside the header of each DICOM filesome cases, the patient’s information
might be appeared in the pixels of DICOM images.

Study: A study includes all the information gathered atbmpatient at specific date. One
study might have a group of DICOM files. Classifioa can be applied to studies, and a
study might be classified by one or more doctoh® ihformation of study is also included
in the header of a DICOM file.
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Report: is a file that can be an image (jpeg) or a pdf, fithich consists of some data that
are related to a patient and a doctor with therdiags results. For one or more DICOM
files, one or more reports can be created.

DICOM element: an attribute that determine an element in a DIC@&IHeader, such as
study date, patient’'s name, etc. Each elementdtps/alue, and type as mentioned at the
chapter 2.

Registration: each user should register in the system to hawesad¢o some functionalities
of the system. A user name, password, and IP aredbessary inputs to be used to register
a user in this system.

Lesion: is an area of abnormal tissue change. Users aavusgtcharacteristics of a lesion.
Such characteristics may include, but are not iotsth to, contour, inner structure or
diagnose.

Group: a set of objects or entities that are manipulatedems. A group may be a set of
users, of DICOM files, or reports.

Tag: is an attribute that represents a relevant chanatt of part of an image, of the total
image, or of a collection of images. Each tag csindf a tag name and a range of values.
For example, a tag may be attributed to a lesiahHesion type or BI-RADS and respective
score values (0-6), or any value that describesetparts or the collection of images. This
tag differs from the element tag inside DICOM headéhere the element tag is used to
uniquely identifying each element inside the DIC@bader.

Classification: a process of assigning tags to objects (DICOM )iteshelp finding early
solutions for breast lesions. Different tags carablded to describe a classification. The
classification can be applied with/without annaiatiis the process to draw a shape( or a
set of shapes) or texts on a DICOM image. Eaclsifieation contains one or more tags.
Anonymisation: is a process that changes original data with ottada for the health
privacy rights. Each file that has personal infatiorain should be anonymized.

Privilege: is the process that gives a user ability or autyrdoi access the system and its
files. Different privileges are supported suchlasse of the student, teacher, doctor, main
user. Only one of them will be assigned to a user.

Grade: a teacher is able to grade the work done by stadantording to theirs
classifications. Students can see the grades,duit tudent is only able to view her/his

grades.
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 Method: A developer or a researcher can apply one or mathaeds to one or more
DICOM files to detect breast lesions. A method barinternal, which appears as plugin

inside the whole system; or it can be external cWhixecutes outside of the system.

3.3 Functional requirements

In this part, the functional requirements will begented as use case diagrams with a
group of tables to show what the system shouldEdbtpse software is used to create the use

case diagrams.

3.3.1 Use case diagram

A use case defines a goal-oriented set of intenastbetween external actors and the
system under consideration. Actors are parties fooiside the system that interact with the
system. In the following part some diagrams show ititeraction between actors and the
system.

A registration in this system is managed by a ovan admin user who has full access
to the archive and can create all privileges oéotlsers. First, to register a new user, this user
will send the admin user an email or file with heme and email. After that, the admin user
will create an account for the user with randomspasd and determine the user privileges.

The created user can change his password latboassn Figure 3.2.

Generating password

Lt

Registration

Managing privileges

Changing password

Figure 3.2: The system registration
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After registration, a user has different tasks atiog to his privileges. An anonymisation
procedure can be applied only by a main user {dDi&2OM files and reports before sending

them to the archive. Figure 3.3 shows some taskseafain user the system.

Anonymizing files

Classifying files

Creating groups of users

Creating groups of files

/' \

Main user Assigning groups

Figure 3.3: A main user tasks

In general, to send or retrieve files, a user khtmgin to the system with a user name,
password, and IP as shown in Figure 3.4. All uaegsable to send or retrieve files except the

admin of this system.

legin

o

O Sending files O
/\

archive

Retrieving files

Figure 3.4: Sending/retrieving DICOM files to/fraime archive

This system will be applied at different areastHa medicine faculty, a teacher can
create different groups of students and also diffegroups of files to be assigned to the groups
of students as tasks. The teacher can grade thedeae by the students. Each student is able

to view only his grades as shown in figure 3.5.r€rere a number of similarities tasks between
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the teacher and the student such as classifyinglirsg, or retrieving files. The student is not

able to create groups, while the teacher can.

Classifying files

Assigning groups

/' \

Teacher

A

Creating groups of files Student

Putting/viewing grades

Figure 3.5: The workflow between a teacher andidestt

At a hospital, a doctor can classify one or mor€OM files and share results with a
researcher as shown in figure 3.6, while the re$ears able to apply one or more methods to

one or more DICOM files.

Classifying DICOM

AN — A
Doctor . Sharing results Researcher

Applying Methods

Figure 3.6: Basic tasks of doctor and researcher

A patient may have one more studies and one or dartors can classify each one as
shown in Figure 3.7. Each study may have one oenlassified DICOM files. The results of
classification can be shared between doctors agttrbe used as general classification for the

patient.
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Figure 3.7: Classify a patient study
3.3.2 Use case descriptions

Due to space considerations and for sake of claitgne of use cases are presented by
tables to represent the relevant activities of syistem. Each table consists of nine rows and
two columns. For example in Table 3.1, the “Deswmip value in the second row is used to
describe the use case “Anonymization” in generdijlevthe “Source” value is used to
determine a user(or a set of users) or system Vdoold do the “Anonymization”. The
“Destination” is used to determine a target usea(set of users) or system that should use the
“Anonymization” later to access to the system. Thput” is used to identify the system inputs
or what are the requirement inputs for the “Soutoado the “Anonymization”, while “Output”
is identified the results that the “Destination”llvget. How the system will behave in the
“Anonymization” operation is defined by “Action”. ifally “Pre-condition” and “Post-
condition” values are used to determine the systenstrains that should be done before or
after applying the “Anonymization”.

Table 3.1: Anonymization procedure

Use Case Anonymization
This operation does not only anonymize the dataerDICOM file

header, but also image pixels must be anonymizedeifimage
contains personal information. If a group of DICQiM have the
Description same patient name, so they should have the samgraized name
and ID. By the same way, a report can be anonyniizedf the
report is pdf file, some texts will be removed, lghf the report is

an image file, the top and bottom parts will be ogad.

Source A maln user

46



The system archive (dcm4chee) will be the destinaif the input

is a DICOM file. Otherwise the system database. Witl be clear

Destination this system is used dcm4chee as archive systetnor® BICOM
files, while other files will be store at a databawe will see the
proposed database later in this chapter.

DICOM file headers, DICOM image pixels, or assasiateports
LR of DICOM files.
Output Anonymized DICOM files or reports

System checks the personal data in DICOM filestoeplaced with
Action

random values, while in reports, the system witho@e some parts.

Pre-condition

The system will check if there is other files thetve the sam

11

patient information, if so, the system will collettiem to be

anonymized with the same patient name and ID.

Post-condition

None

Table 3.2: Classify a DICOM file

Use Case Classify DICOM file
A user is able to classify a DICOM file by usinggaand relevant
values. The classification does not only use thgsalso allows tg
draw some texts or shapes to mark or annotate DIQ@&ges to
Description determine the place that tags explains. Theretbesclassification
can be a group of tags associated with annotat€®Dbl images,
or can be only tags without annotation.
Source A doctor, a student, a teacher or a researcher
A file will be stored at the system archive (dcmde) while the
Destination classification tags will be kept at the system dase.
Input A DICOM file.
Output Classified DICOM file
System will keep annotation on an image of the DMCfDe and
Action

allows a user to add some tags.

Pre-condition

A user should login to the system and retrieveltl@OM file from

the system archive to her/his machine.

Post-condition

None

Table 3.3: Classify a patient study
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Use Case

Classify patient studies

A doctor can classify patient studies in differestidy dates. A

classification can be used as a general classditédr patients. Also

Description this classification uses one or more tags withvaié values tg
describe the current study. This classificationgerted to the system
without annotation.

Source A doctor or a main user
Destination The system database
Input Classified DICOM files, patient name, doctor nastedy date
Output Classified patient study
The system will generate a general study classificafor one or|
Action more classified DICOM files. It shows a messagetieck if the

operation is done successfully or not.

Pre-condition

DICOM files that are related to a current studyudtide classified.

Post-condition

None

Table 3.4: Send or retrieve a DICOM file from/to @3

Use Case Send/retrieve file
Description All DICOM files and reports will be collected inglsystem, so a user
can send them through a network. The user is abktrieve DICOM
files from the archive to his local machine.
Source A doctor, a teacher, a student, a researcherp@ia user
Destination The system archive and the system database.
Input A DICOM file or a report
Output New DICOM file or report is added to the archivetorthe system
database.
Action The system checks a listening port at a servet,stading a DICOM

file or a report packet-by-packet to the archivetgh the listening
port, and send a successful message back to apskeation if the

operation is done successfully or shows an err@sage.

Pre-condition

A DICOM file or a report does not exist in the axehor in the system
database and also the format of them are supp@rigcm, *.pdf,
*.jpg) by the system.
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Post-condition

None

Table 3.5: A group of users, files, or reports

Use Case Create a group
DICOM files, reports, or users can be collectedlfferent groups
Description . . -
Each group name should be uniquely identified.
Source A teacher or a main user
Destination The system database
New group name with a list of users, a list of DI@Giles, or a list
Input
of reports.
Output A group of users, DICOM files, or reports is create
The system will ask to insert a unique group nantesglect a set @
files or users to be added to the group. And ttiensystem will show
Action

successful message if the operation is done, oiberthe system wil

show an error message.

—

Pre-condition

A group name does not exist in the system database.

Post-condition

None

Table 3.6: Putting a grade of student

Use Case Put a grade
A teacher can review a classification of a studerut a grade fo
her/his classification. For each classified DICOM,fthe teacher ca
put a grade. The teacher can put any grade vatireasi0-20, 0-100
Description or any number value can be added. The system atdsuhe grade
of students by using this equation:
The final grade for a student
_ The total sumation grades (.)f clz-issified DICOM files (3.1)
The count of the files in the task
Source A teacher
Destination the system database
Input A DICOM files, classification of the student, afmtstudent name
Output Grades of students

(%)
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Action

The teacher can insert a grade for a student fitzggin manually,
after that, the system inserts the grade for thdesit to the syster

database and show successful message.

Pre-condition

A grade should be a number.

Post-condition

The system will put zero value as a grade for desitiif she/he doe

not classify any DICOM file in the task that assdrto the user.

Table 3.7: Assign a group to another group

Use Case

Assign a group

Description

The system allows a user to assign a group of DIGId or reports

to a group of users. It is possible also to asaiggmoup of users tp

another group of users. For example, considerss eléth one teache

and many students, to allow the teacher to manageoap of
students; first, the teacher should be put in aigrand also thg
students also should be put in another group, had assign thg
group of students to the group of teacher. Nowteheher has acce
to all students at the second group. By usingviiaig, it is possible tc
create different groups of files to be accessedsaaded by differen

groups of users. Also the classification resulta ba shared b

putting the classified DICOM files and reports irogps (source

groups) and assign this groups to the desired graafpuserg

(destination groups).

Source

A main user or a teacher

Destination

The system database

Input

A source group name of DICOM files, reports, orrasand a

destination group name of users.

Output

A group of users have access to a group of DICO&48 freports, or

users.

Action

Assign a source group to another destination group.

Pre-condition

A user cannot assign a group to the same group.

>

=

1%

D

5S

1}

Post-condition

None

Table 3.8: Apply a method on a DICOM image

Use Case

Apply Method
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Description

A method in this work is a plugin and it can belazpon one or more¢
DICOM images to detect breast lesions. A researishersponsible
to create her/his plugin inside F1JI to be impletadron these images.
Otherwise, he/she can retrieve DICOM files from slgstem archive
to her/his local device, and then he/she usesphldlins or external
tools such as Matlab to detect breast lesions @ppy any other
purposes. Not only a group of methods can be ruthatclient

machine, but also a group of methods can be rtireaemote serve

=

machine by sending commands from the researchelicafpn

(client) with names of methods and desired fileparameters to agk

=]

the server to retrieve these files locally and ppbése methods o
the retrieved files to create the modified DICOM$i

Source

A researcher

Destination

the system archive and database

Input

A list of DICOM files

Output

Modified DICOM files

Action

Retrieve the selected DICOM files to the user nmaeloir to the serve

=

machine.
If a user want to apply these methods on her/loisl lmachine, so the
system applies the selected methods on the redriBMEOM files
and keeps the modifications on the same DICOM .filde same
thing will happen if a user want to apply the seddanethods on the

retrieved DICOM files at the server machine.

Pre-condition

A DICOM file(s) must be in the system archive aettieved to g

folder at the server machine or at the user machine

Post-condition

None

3.4 Database diagram

According to the previous requirements, a new dedals created with necessary tables.
MySQL Workbench 6.2 CE is used to create the dabagram. All reports will be kept in
this database, while only DICOM files parameterd t¥ kept to be used by the system
applications (doctor, student, teacher, and rekearapplications) to retrieve files. This

parameters are necessary because the system godnvéchee) needs an identifier of DICOM
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file (SOP class UID) and a patient name or ID atduasfer syntax of the current DICOM file
as parameters to retrieve any DICOM file. Userasslfications with/without applied methods
will be kept in this database as well, as showfigure 3.8. In the following database, new
tables are appeared such as criteria, referencete,nand configuration tables. Where
“referenced name” table helps to keep a list ofjlsimames to be chosen to create a random
names to be replaced with the original patientsmesa of DICOM files during the
anonymization process. While, “configuration” tabke used to determine the defaults
configuration of the archive to send or retrieve€DM files. Finally, “criteria” table is used to

keep the criteria of search of classified DICOM#ilto be used later by a researcher.

52



] groups_assignments ¥

_| configuration v
assignmentID INT ! configurationID INT _ referencednames v
» assignment VARCHAR(45) > Port INT referencedID INT
? groupl INT >t » Address VARCHAR(100) » referencedName VARCHAR(40)
" group2 INT > AET VARCHAR(50) =
? startDate VARCHAR(30) » AET_Listener VARCHAR(50)
> endDate VARCHAR(30) L >
]
» assignmentType VARCHAR(20) l
note VARCHAR(6) 3 ‘ ¥ fileID INT
> _ groups v t< ¥ groupID INT
2/ groupID INT ‘ 2 note VARCHAR(6)
» groupName VARCHAR(45) >
 type VARCHAR(7) \'4
 note VARCHAR(6)
>
"] studyTag ¥ _] studies v
! studyTagID INT studyID INT -
. \ tients v
 studyID INT - +#|  studyDate VARCHAR(45) >~ L
. - atientID INT
@ tagID INT @ patientID INT | P
& userId INT s | » patientName VARCHAR(122)
» ] users group V - reports_group ¥ = - » sex VARCHAR(1)
- ¥ reportID INT T
v Y 1 userD INT I ? > inputDate VARCHAR(30)
T ¥ groupID INT —I I S
¥ groupID INT | |
[ » note VARCHAR(6) A |
I : note VARCHAR(6) . S ) 'report v :
| | freporttDINT | ———-—T—T—T—T———— 1
I I > title VARCHAR(100) :
: : 2 type VARCHAR(10) |
| T T T 1 i‘ _____ 2 contains MEDIUMBLOB :
T
: 7] users v ! # studyID INT = A .
ile
! ! userID INT | @ userID INT
| | 7 fileID INT
L— » name VARCHAR(100) ———— >
| fileName VARCHAR(50)
| password VARCHAR(200) | <
| r * SOP_Class_UID VARCHAR(100)
pwd_key VARCHAR(200) |
: R 1 * seriesDate VARCHAR(30)
role
| > inputDate VARCHAR(30)
| 2 status VARCHAR(10)

—F—_——————— —H+ 2 studyID INT H——
| »mainUser VARCHAR(1)  |jo — | !
| 1 | 2 UserID INT |
| » host VARCHAR(50) | |
| S | : 2 Status VARCHAR(45) |

| N
| fil D INT
| : " classification V' I -  fletype :
VARCHAR
! | classificationID INT | | #age VARCHAR(30) |
+ | | | > birthdate VARCHAR(30) I
g L userID INT I
_ tags v | | >
_lgrades V¥ » fileID INT | | :
! tagID INT o ————a |
23 VARCHAR(S0) ! classificationID INT OriginalFileID INT | A
? N + value DECIMAL & inputDate VARCHAR(30) : " FilesList ¥
& value ( >) 5 - o % fileID INT |
x r—
»
L : > 7 filetype - : ListD INT
2
T [ T filetypeID INT 1
T
: ________ ————[— ————H © value VARCHAR(200) T list_Names ¥
A e i L__,  description VARCHAR(100) LD INT
] criteria_values ¥ | | > ListName VARCHAR(45)
@ CriterialD INT 7|K : »
& tagID INT —_ o A
9 _ classification_tags ¥ e
& filetypelD INT | classification_methods ¥
. v
5 @ tagID INT  methodID INT _] methods
T “ classificationID INT @ dlassificationD INT —— | ¥ methodID INT
] ’ > methodName VARCHAR(45)
= ] > goal VARCHAR(45)
T "] list_methods ¥V | notes VARCHAR(100)
] criteria ¥ _] methods_list v % methodID INT : > methodtype VARCHAR(1)
CriteriaID INT 7 methodListID INT 1~ » methodListID INT — >
) W
~ CriteriaName VARCHAR(45) 2 methodlistName VARCHAR(45) »
> >

Figure 3.8: The proposed database to keep clast#ifics, reports, DICOM files parameters,

methods, and groups.
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4 Medical Applications
4.1 Introduction

As mentioned in the background chapter, there ameynapplications were prepared to
support DICOM standard, but according to the goathis thesis, no one of them performs all
the requirements that should be done. Thereforewilery to integrate different tools with
new applications to achieve the requirements sflark.

Dcm4chee is used to collect DICOM files as thetesys archive because his
characteristics, please review Chapter 2 for maetild. For sending DIOCM files to
dcm4chee, demsnd tool is used, while for retriedii@OM files from dcm4chee, demgr is
used. To annotate (to draw texts, shapes on a DI@@&ge) or to do pre-processing and
segmentation, FIJI tool is used with a new plugitkeéep the modified image as DICOM file
format. For Classifying DICOM files, some interfaca&re created, which appear as plugins in
FIJI. This system has six Java applications, admiain user, doctor, student, teacher and
researcher applications. The consistency and tbleagige of information between the system
tools are shown in the Figure 4.1. The main usecial, student, teacher, and researcher
applications use the source code of dcmsnd and mwolg to send or retrieve DICOM files
to/from dcm4dchee. Dcmsnd and demgr are encapsulathe system applications as classes
to do their functions automatically. This systemesualso different complementary tools such
as JDBC, MySQL server, SSL, TLS, IPsec, FIJI itedwnrcv or dcmsnd, for connecting,
encrypting, annotating, and listening tasks. SSH @ahS are supported by MySQL and
dcmdchee but in this work, only VPN (IPsec) is &xhl SSL or TLS is included in Figure 4.1
as other options if a user want to apply other sypé security. In this chapter, the six
applications of the system are discussed with rdetails. Basically, each application asks for
a user name, password, and IP to log in. Diffeffanictions will be available such as
automatically hide the personal data inside thelaesaof DICOM files, classify the DICOM
files, and share the results among users. A usesalact a folder with a group of DICOM files
and reports in to upload them to dcm4chee PACS.syetem will automatically use demsnd
class to upload the files of the selected folderasuser does not care about dcmsnd parameters
(Evans, Dcmsnd - dcm4che-2.x - Confluence, 2008thé same way, the system retrieves
DICOM files from dcm4chee by using demgr class duiser will determine the parameter of
retrieving such as patient name and study dateersystem interfaces. Since some interfaces
of the system use “Image Plus” class and “1J” ipraf FIJI, most FIJI's commands or plugins

that analyse, process, annotate, or segment intagebe applied to DICOM images of this
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system. This system has two database: dicom_dipacsl db. The pacs_db database is used
by dcm4chee to keep some information of DICOM fdesh as doctors, patients, modalities,
and images information. While, users’ informatipnyvileges, reports, results of classifications
will be kept in dicom_db. “dicom_db” is the systelatabase that we had been suggested in the
Chapter 3.

In the implementation stage of the system, NetB&h4 software is used to build and
create all the system applications. Since we nestk ©f these applications to work as plugins
in FI1J1, the source code of them were copied intol@er inside FIJI tool to build them again
using FIJI script or editor.

It is possible to write a code directly in FIJI tdj but this editor is not good compared
to the facilities found in the NetBeans IDE. NetBga&ditor allows a user to manage projects
and build them very easily. Debugging and traciodecis very simple. For example, it is a

common practice to watch variables during executidrich is nicely provided in NetBeans.

55



Imagel/FlI Dcméchee

Main user App Demsnd Demrey

Doctor App  [—1— Dcmgr —

Student App [

— JDBC Network T— IPsec VPN

Researcher App —

Teacher App == IPsec VPN IDBC

Admin App Network
JDBC MysSQL Server
IPsec VPN IDBC

Figure 4.1: The architecture of the system

4.2 MAA (Medical Admin Application)

This application is prepared only for a root useMySQL server, who is responsible
to create users with different privileges. It wodssa standalone application with easy interfaces
to manage users. Different privileges for users arailable such as doctor, main user,
researcher, teacher, and student privileges. Eaeh eaan be only one of these privileges.
Privileges for each one will be automatically assig) to each user according to selected
privileges during the user creation. That mearespttivileges that will be assigned to a user is
different from one to another if they are using tdifferent user privileges. It is possible to

modify the privilege of a user by using grant aralkee commands in MySQL editor but to ease
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managing of the users of the whole system, thidicgifon is created. During the creation of
user, the root user can determine if a current igee access to dcm4chee files or not. Please

see appendix for more details about the usage tued characteristics of this application.

4.3 MMA (Medical Main Application)

MMA application allows a user to manage a groups#rs, DICOM files, or reports by
collecting them into groups. For the privacy rigbfgprivate health information, the personal
information inside files will be anonymized befasend them to dcm4chee. Through this
application, the user can create new groups wiferéint types such as users, files, or reports
with the ability to assign a group of files, reorr users to a group of users. MMA helps to
see all the classifications that done by any ustra whole system. It is able to retrieve DICOM
files from dcm4chee and import images of theses fileo FIJI for annotating. A standard or
global classification can be added for a patiergpacific study date to be used as the best
classification result for the patient, which it anlces a diagnosis and helps in early detection
for breast lesions. It appears as a plugin in Fléase see the appendix for more details about

how to install and use this application.

4.4 MDA (Medical Doctor Application)

This application is prepared for a doctor who waka hospital. It allows the doctor to
retrieve some DICOM files with the ability to cl#gsthem and send the modified DICOM
files back to dcm4chee. It also allows to add &glelassification for a group of DICOM files
at a specific patient study date. The classificattan be created with/without annotations.
Almost the functionalities provided by this systare similar to the functionalities provided by
Medical Main Application except this applicationncet create groups and cannot load one-
word names to the system to be used for anonyroizatiocedure. Please review the appendix

for more details.

4.5 MTA (Medical Teacher Application)

A teacher at a medicine faculty can use this appba with ability to have access to a
group of DICOM files, reports, or users that assiylby MMA user to her/his. Creating
different groups and assign a group of files toraug of students are supported. The
classifications of students can be reviewed witltitglto grade each classification and export

the final grades to CSV files.

57



4.6 MSA (Medical Student Application)

A student is able to get a group of DICOM filesaatask from a teacher to perform
classifications. Students will increase their knedge by classifying different cases of DICOM
files with different breast cancer legions. Thiplagation appears as plugin inside FIJI, so the

student is able to annotate DICOM images. Eachesituchn only view her/his grades.

4.7 MRA (Medical Researcher Application)

MRA allows a user to get a group of DICOM filesgerform classifications. The user
can create new plugins inside FIJI to be appliedn® or more DICOM files to detect breast
lesions. This application is supported with somgyis to keep modification on the DICOM
files and execute one or more plugins to one oeCOM files such as “DICOM Save” and
“Batch Processor” plugins. “DICOM Save” plugin issponsible for keeping the annotation
directly on a DICOM file without log in to the sysh, while “Batch Processor” is a modified
version of FIJI batch process, but with abilityrtm one or more plugins and save the results

on one or more DICOM files without log in to thessym.

4.8 Methodology

Different methodologies were applied to anonymiz€EOM files. All DICOM files will
be sorted according to the patients’ names. And,ttveo different ways were suggested to
anonymize the personal data inside the DICOM fildse first methodology is to apply the
encryption to anonymize the DICOM files. The seconé is to apply new method to replace
the personal data with random values inside thedMQGiles. The following part explains these

methodologies with more details and show why thstesn choose the second methodology.

4.8.1 Ordering DICOM files

The necessity for this order, is to collect all files that belong to the same patient
name and patient ID in a group of folders, to amoizg them with the same random string
value (the patient name will be replaced with tlakie) and the same sequential integer value
(patient ID will be replaced by this value) andoso The system uses the merge sort as shown
Merge_Sort Algorithm to sort a group of DICOM files by patidd. There are a lot of sorting
algorithms but this one was chosen because it woekier than others such as bubble and
insertion sort in medium size set of elements (@rnheiserson, Rivest, & Stein, 2001).

Merge (Input, Tmp, Left, Right, RightEnd)
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1- LeftEnd := Right -1

2- K :=Left

3- Num := RightEnd — Left + 1

4- While (Left <= LeftEnd and Right <= RightEnd)

5- If (Input [Left] <= Input [Right])

6- Tmp [K] := Input [Left]

7- K:=K+1

8- Left:=Left+1

9- Else

10- Tmp [K] := Input [Right]

11- K:=K+1

12- Right:=Right+1

13- End if

14- End while

15- While (Left <= Leftend) // Copy rest of firbalf
16- Tmp [K] = Input[Left]

17- K=K+1

18- Left := Left+ 1

19- While (Right <= RightEnd) // Copy rest of righalf
20- Tmpl[K] = Input [Right]

21- K=K+1

22- Right:= Right + 1

23- For(inti=0;i< Num; i++, rightEnd--) // @y Tmp back
24- Input [RightEnd] = Tmp [RightEnd]

Merge Sort (Input, Tmp, Left, Right)

1- If (Left < Right) then

2-  Center:= (Left + Right) / 2

3-  Merge_Sort(Input, Tmp, Left, Center)

4-  Merge_Sort(Input, Tmp, Center+1, Right)
5-  Merge(Input, Tmp, Left, Center+1, Right)
Merge Sort (Input)

1- Create array Tmp [Input.length]

2- Merge_Sort (Input, Tmp ,0, Input.length-1)
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4.8.2 Anonymization

Anonymization is a procedure to change data sartro longer be traced back to an
individual, for privacy sake. The system will anamye DICOM files and reports before send
them to the dcm4chee server. The anonymizationegiae should anonymize DICOM files
for a patient with the same name and ID becauserdiit doctors will classify these files to
follow the patient situation and suggest a suitatdatment. A lot of algorithms and tools are
created for anonymization and applied with différprogramming languages. One of these
tools is DICOM cleaner tool (PixelMed, 2015), whalows to change or remove some of the
original data of DICOM files, but this tool has odewwback, it anonymizes all DICOM files
in a folder and sub-folders with the same data eivérey are belong to different patients. If
we use DICOM cleaner tool, we must to anonymize @\Cfiles folder-by-folder and must to
make sure that all DICOM files in a folder follow the same patient. This way will take a lot
of time especially if the number of patients ala. Other tools such as DICOM Anonymizer
(Slashdot Media, 2014), Anonymize 1J DICOM (Coof009), (O'Dell, 2003) are available
but no one of them is enough to do the anonymiagtimcedure as the requirements of this
work. Therefore, we suggest to use anonymizationgmure that grantees the anonymized data
cannot return back again. To do that, two waysagglied: use Deletion of 18 identifiers
function with encryption, or use Deletion of 18 ndiéers function with a new procedure to
replace the original values with random values.

Deletion of 18 ldentifiers function is a de-idegtifg way that be used by health
organizations to determine the important elemdrashave personal data in a medical file (UC
Davis Health System, 2014). It shows 18 person#d dsside medical files that should be
removed or anonymized such as names, elementde{dkte of birth, admission date, etc.),
phone number, fax number, Electronic mail addressmsal security numbers, All information
that determine the location (State, street addi@sg, county, precinct, zip code), medical
record numbers, health plan beneficiary numbergowatt numbers, certificate/license
numbers, vehicle identifiers and serial humbersjuining license plate numbers, device
identifiers and serial numbers, web universal resoipcators (URLS), internet protocol (IP)
address numbers, biometric identifiers (finger aoide prints), full face photographic images
and any comparable images, and any other uniqurifigiag number, characteristic, or code
that can identify the individuals.

First, doing the anonymization using encryptioneféhare a lot of algorithms to do

encryption procedure such RES or DES, but thesestgb algorithms can encrypt data with
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keys and also use the same keys to decrypt thgmadrdata. Therefore, these algorithms are
not good to do anonymization because the encrygatdmight be returned back to the original
data especially if a user get these keys. Thergioi better to use encryption with one way
functions. Hash function is a one way function thahs original texts into a fixed string of
digits (MathWorld Team, 2014). This technique canused for creating digital signature,
which in turn protect messages from disclosure hHasction is not reversible, and this means
it is infeasible to generate the original strings output and also it is infeasible to find two
different inputs with the same output (MathWorldaihe 2014). There are a lot of hash
functions such as MD5, SHA-0, SHA-1, SHA-2, etaut bnly SHA-2 was used in this work.
SHA-2 is abbreviation of Secure Hash Algorithmw8ijch consists from a set of cryptographic
hash functions such as SHA-224,SHA256,SHA-384,SHA-RFIPS, 2002). SHA-256 is
chosen because it does not have any collision @itpiunow and grantee more security (FIPS,
2002). Two part inside DICOM files should be anoiged: the header elements and image of
DICOM. Since each DICOM header contains a groupl@ents and each element contains a
tag, type, and value, the value of the elementlshioel changed to something else, please see
Chapter 2 for more information about important DI@@lements. Figure 4.2 explains the
proposed way to anonymize the important elementeginside DICOM header. Deletion of
18 Identifiers function is used to determine th@amant elements that should encrypted by

SHA-2 with a random secure salt.
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[ Keep current outpu at the systel ]

Figure 4.2: Anonymize DICOM header

Now, to anonymize the image of a DICOM file, a eexjle with limited size with black
fill out colour will be drawn on the image.

Unfortunately, using Deletion of 18 Identifiers fuion with encryption has one big
drawback, it is difficult to memorize patient namafter encryption with long encryption
outputs or even if with short outputs. The secopiibn is used since it is easier to apply and
can be memorized easily.

Secondly, doing the anonymization using Deletioh®fdentifiers function with a new
procedure to replace the important data with randaimes. Since we need to replace the
original patients’ names with names that can bédyeasemorized, more than 3000 different
single names were kept in a special table in diatindatabase of this system to be used as list
to create anonymized patient’s names. For any itappnumber value inside a DICOM header,
‘0’ value will be used to replace it, while an inrfamt string value will be replaced with empty

value. Another way is applied for date values. Askmow the date contains of three part: day,
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month, and year. Therefore, a day always will bangfed into constant value “5”, while a

month will be rounded to the nearest number as showlgorithm 2.

Algorithm 2 anonymize month of date.

input: month of a date

output: anonymized month value

1- begin

2- Month:= month of the date, new_month=0

3 if month <= 3 then new_month=02

4- elseif month > 3 and month <= 6 then new_month=05
5- ése if month > 6 and month <= 9 then new_month=08
6- ése new_month=11

7- end if

8- end

For anonymizing a year, the following equationsed:

Year = ((int) (Math. round(Integer. parselnt(year)/10.0) * 10)) (4.1)
Where Math.round() is a function in Java to rounduaber to the nearest integer number,
while Integer.praselnt() is a function in Java &stcstring values into number values. The
purpose of this equation is, to round the yeah¢éonearest tens, for example, values from 2010
till 2015 will be changed into 2010, while valuesrh 2016 till 2020 will be changed into 2020.

Algorithm 3 shows the whole steps to anonymizeiarpgortant element inside DICOM files.

Algorithm 3 anonymize DICOM element

input: get a DICOM file element

output: anonymized element value

1- begin

2- if (element isa number)

3- New_ element:=0

4- elseif (element is a string)

5- New_ element:=*"

6- elseif (element is a date)

7- begin

8- Day=05

- Month:= use algomitt2 (month of the date)

10- YearXint) (Math. round(Integer. parselnt(year)/10.0) * 10))
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11- New_ element:=Daysith+Year

12- end
13- end if
14-end

The whole procedure to open a group of DICOM fiksing anonymization, and send

DICOM files is represented by Algorithm 4:

Algorithm 4 open DICOM files, doing anonymizaticsend them

input: FilesList[] := get a group DICOM file elementleentList= get important elements
that should be anonymized in FilesList[], Namedlisget a group of single names

output: Anonymized DICOM files

1- begin

2- Merge_Sort (FilesList.PatientIDs) for sorting tiet by patient ID

3- group :=0,ID:=1

4- br 1:=0 to FilesList.length

5- begin

6- do

7- [++

8- while (FilesList[l-1].PatientID = FilesList[l].PatientIp

- Patient_Name :=*”

10- for Z=0to 3

11- begin

12- RandomindexL:# (Integer) * Math.random() *
NamesList.length

13- Patient_NamdPatient_Name +
NamesListfRandomindex]+”_”

14- nel

15- end if

16- for w= group to |

17- begin

18- FilesList[w].PatientID := ID

19- FilesLis{[PatientName := Patient_Name

20- orf d=0 to FilesList[w].Tags.getSize()

21- begin
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22- if ( FilesListjw].Tags.getTag(d) <> Tag.PatientlD
or
FilesList[w].Tags.getTag(d) <> Tag.Patlén}

23- if(FilesList[w].Tags.getTag(d) in ElementList)

24- Use algorithm 3 with parameter

(FilesList[w].Tags.getTag(d))

25- end if

26- end if

27- end

28- end for

29- send Hilsfw] to dcm4chee (PACS server)

30- end

31- end for

32- group:=1+1,ID:=ID+1

33- end

34- end for

35-end

Different reports from a hospital were be revieweddetermine the location of
important data to be anonymized, we find that #seders and trailers for each report should be
removed. This procedure will not check if ther@péssonal data in the body of a report, so, a

doctor who will send it to this system should cheagy personal data in the body of the report.

4.8.3 Grouping files

This system support a main user or a teacher Wélability to create different groups
such as a group of files or a group of users. Waig is important to ease the control of a set of
files. Each group has a unique name, ID, and dudle®f items. A group of items can be
assigned to a group of users, which means thatesehat the second group will have access
to each itemin the first group. The system askstfrt and end dates for each assigning process

to deny the access automatically to the items@fjtioups after the end dates are finished.

4.8.4 Security

The security issues are very crucial, since son@QM files will be accessed by one

or more users and might be transferred througlustgd networks, a clever attacker can sniff

65



all data being sent between the terminals; alsop#sswords or other data might be cracked or
used special if they are in clear texts. It is imi@ot to protect data from attackers and from
users of this system.

First, there are many way that might be appliegrtiect the system against attackers
in this system such as use MySQL server with S8tuie socket layer) or with SSH (secure
shell) tool, use dcm4chee TLS (transport layer s8anith passcode and user name, use virtual
private network (VPN) OpenVPN or IPsec with MyS@nser. Since this system works inside
the University of Algarve, any user want to conrtedhe university from outside should install
VPN (IPsec). Therefore, this system uses VPN toygha@ll data being sent and also a user
name and password are mandatory to log in to déal the system interfaces. Since all
information between clients and dcm4chee servébeibnonymized, dcm4chee might be used
without TLS or VPN mechanisms, especially if theegp of the system is a big issue. The
security in MySQL requires a user name and a paskwo connect to a MySQL server
database, but only the password is encrypted iheatcsystem using 4.1 hashing method
(Zoratti, 2006). The hashing method is used to terdwmshing password to provide better
security and the risk of disclosure will be redudggdefault, a client connect to MySQL server
without encrypted connection, so the data will blngrable to attack. Therefore, a user can use
Secure Sockets Layer (SSL) protocol to create @re@onnection and to achieve more security
fashion. In this system, MySQL server 5.5 is impdéeted with VPN (IPsec) protocol.

Second, to secure data inside tables of a datdlmsebeing modified or deleted by
users of the system, grant and revoke commandsmpked. These commands support a
developer with four options: select, insert, updatel delete to deal with a table in a database.
As according to this work, different users will dreated with limited access but only the admin
user will have full permissions to all databaseBIySQL server. A main user have full access
to one database called dicom_db, which is the sydtabase. While the rest users do not only
have limited access to some tables of the dicondathbase, but also in some cases have
limited rows inside some tables. Unfortunately,dhent command of MySQL does not support
giving a user limited access to some rows insitibke; therefore, views are created to do that.
The system contains many views to allow some roviables to be accessed by desired users.
To be clear, let's imagine we have two tables: ‘igsand “Files” as depicted in Figure 4.3.
Both of them are main tables and created in thendiclb database. We need to create a secure

view that guarantee a user in “Users” table hagditnaccess to some rows in “Files” table.
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~ Files v

] users v FileID INT
UserID INT Path VARCHAR(45)
L o -0
Name VARCHAR(45) Date VARCHAR(45)
> @ UserID INT
>
O O O

Figure 4.3: An example of the proposed views t@ dimited access to some rows in a table
To do that, we will create a view to show rows thefbong to a user inside “Users” table

by using the following command in MySQL workbencR €E:
CREATE VIEW dicom_db.user_view as
(SELECT u.* from dicom_db.Users u where u.name=SIFBSG_INDEX(user(),'@',1) );
This command will create a new view with ‘user_vieame. The created view allows to select
all rows that have the same user name inside trser&) table rows. “User()” is a secure
function in MySQL that can be used by any userchs responsible for getting the IP with
user name in “userName@ip” form for a user whoaalyelogged to the system. Since the user
name is required without IP, substring_index fumtis used to extract only the user name. It
is possible to executaélect user from mysql.user where user='user_nadieectly to get the user
name without using “substring_index” function, ke user must have select permission to
“mysgl.user” table in “mysql” database (the defaidtabase in MySQL server to store users’
information) and this is not secure to give a ndmsar access to this table (Oracle Corporation,
2014). Now, by using the previous view “user_viemith the following view, the user will
have a limited access to the “File” table rows:
CREATE VIEW dicom_db.file_user_view as
(SELECT f.* from dicom_db.Files u where f.userIDeseUserID from dicom_db. user_view);
Then, these views should be granted to the usarning the following commands:
GRANT SELECT ON dicom_db. user_view TO 'User_Naii#,@
GRANT SELECT, INSERT, UPDATE, DELETE ON dicomildbuker_view TO ' User_Name '@'IP";
Now, the user has access to all rows that he grbdry himself in “Files” table. This way
grantees that any user will only have access tcs rthat belong to her/him, even if any
application of this system or other tools MySQL \Whench are used. Therefore, all views
inside the database of the system are built acegridi this way to restrict access for some
users. Besides to these views with assigned grouipkes, the user only will have a limited

access to the files of the system.
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5 Discussion, conclusion, and future work
5.1 Discussion

In a final phase, a test and evaluation task wa® dDuring the test phase, the PACS
server was loaded with more than one hundred ditesthe work flow described in the user
manuals was checked. Some minor errors were ddtaott corrected. During the evaluation
phase, the functionalities of the present systera @emnpared with others of similar goals,
taking into account the state-of-the-art reviewalbefore the development of this system was
started. This section will discuss and compare dometions of this system with other systems.

The anonymization procedure works well and betiantsome tools such as DICOM
cleaner tool (PixelMed, 2015), DICOM Anonymizergsthdot Media, 2014), TUDOR DICOM
(Hermen, 2009), DICOM browser (Archie, 2012), orofgmize 1J DICOM (Cooper, 2009),
either functioning automatically or manually. Thestem will collect all DICOM files that
belong to the same patient, then replace the pgatéene and the patient ID in all DICOM files
with a random patient name and a sequential ID.blaekout of DICOM cleaner tool is used
to anonymize some parts of a DICOM image, butiitlsa applied to only one image at a time
while the blackout of the proposed system not alalgs the same thing by using F1JI tool, but
it can also be used to blackout a group of DICOMges simultaneously.

To annotate a DICOM image, DICOM exporter classudor DICOM application can
be used with the FIJI tool box, but this applicatdnes not use this class by any interface to
annotate DICOM images (Hermena, 2008). Therefdre, library that contains DICOM
exporter class is used. Unfortunately, it worksalhg but when a derived DICOM file is sent
to dcm4chee, an error happened about some tagarthaot supported by dcm4chee. So the
source code of DICOM exporter is used after somdifieations such as changing some tag
types into the supported types by dcm4chee. DICQpNbeer has another problem, when it
writes data to a DICOM file; it replaces the headfiethe DICOM file with a default header;
Therefore, a new function is created to copy thesmg header elements after writing data to
a derived DICOM file from the original DICOM filgfter these modifications, this system is
able to annotate DICOM files and it works bettertfudor DICOM application regarding this
issue.

There are some tools which can send, retrieveoiteat DICOM files such as Tudor,
MRIdb, DCMTK, ClearCanvas, while others are buiityoto anonymize or view DICOM files.

To our knowledge, there are no available tools tlaat perform all the needed functionalities
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to implement a client-server system that handledicatimage files as the developed system
does.

This system and Tudor have similar functions suxlsending or retrieving DICOM
files from/to dcm4chee. They also works as pluginisnageJ or FIJI. Tudor anonymization is
manual (a user has to enter the anonymized dataatign while in this system implements an
automatic anonymization that includes the possybith change the anonymized data if a user
so chooses. To send/retrieve files from dcm4chegudJDOR system, a user needs to enter
the names of the patients. In contrast, this sys¢esimpler, not only offers support to a user
choices with a combo box with the names of theepédi but also a mechanism for the auto-
completion of names is supported. Management dérdifit users in Tudor system is not
supported, whereas it can be easily managed irsyisiem using the interfaces of the admin
and main user applications. Further details cafobed in the corresponding user manuals.

There is a good library called “DICOM Image | / Qu@in” (Apteryx, 2014), which is
a collection of Java libraries that helps a devetdp collect, send, retrieve, annotate DICOM
files, and also supports the developer with theeseand the client libraries. Some experiments
were applied to check its functionalities. Thisrdity works well, but unfortunately, it is not
free, the cost of buying the license ranges frono58000 euros for client and server (Apteryx,
2014). Furthermore, this library is created to haity developers in the problems of reading,
writing, sending, retrieving, and collecting DICOMles. Classification and access
management are not supported.

Since there are several free PACS servers thectdICOM files, several factors
were considered when choosing a PACS server suchpas source, free of charge,
comprehensive documentation, multi-platform suppedse of use, works with a big
organization, and allows to manage a lot of usechgch, 2014). According to the mentioned
factors and also to the requirement of this thekig)4chee was chosen as PACS server, while

FI1Jl is chosen as DICOM viewer. Please review afraptfor more details.

5.2 Conclusion

Breast cancer is a malignant disease that statteicells of the breast, usually in the
ducts and lobules. Mammaography, Ultrasound, ortBtaaphy modalities can be used to detect
the breast lesions according to the age of a gati@ha lesion’s type. Currently, most imaging
equipment’s conform to one version or another eCOM standard. A DICOM file contains
of a header and pixels of the image. Each head#aicrs many elements and each element

consist from a tag, type and value. PACS systamas to help in collecting DICOM files from
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these modalities to be accessed through the Irterrterough a local network. The developed
system unites and integrates a group of tools gudications: dcmsnd, dcmrcv, demgr,
dcmd4chee, MySQL server, FIJI, DICOM exporter of TOR application, six new solutions,
and the IPsec protocol. Dcm4chee contributes witferént components such as Weasis,
dcmsnd, dcmrev, and decmgr tools and is used tecoDICOM files. The source code of
dcmsnd tool is used for sending DICOM files, white retrieving DICOM files from
dcm4chee, the source code of demqr is used. lardadannotate a DICOM image, FlJI,
modified TUDOR DICOM exporter class, and a newlyeleped function to copy the missing
elements of the DICOM headers are used. Six soisi{idoctor, main user, researcher, teacher,
and student plugins and the admin application) wlekeloped targeting each of the user roles,
interfacing the server with different privilegestlalso determining a different work flow on a
limited group of DICOM files and reports to be assed for classification or learning purposes.
This system rests on three levels of securityt Fsgel, since this system is working inside the
firewall of the University of Algarve, each user shuse the intranet or the VPN (IPsec) to have
access. Second level is enforced by using a usee aad password at MySQL server to access
to the system. Last level consists on the appbtioatif the anonymization procedure to all
DICOM files and reports before sending them to dchne¢. Health organizations use deletion
of 18 identifiers to determine the important peedatata in a DICOM file to be removed. This
system not only anonymizes a DICOM file header elet®, but also removes the personal
information conveyed in the DICOM image by using tilackout procedure, which draws in
black colour the pixels of the upper part of th&CDM image to remove the personal data.
Some plugins are implemented to help a developeurica group of methods (plugins) to a
group of DICOM files.

5.3 Future work

Performance evaluation of the system under heaag ill open interesting lines of
work. The extension of the researcher interfacé wie ability to retrieve a group of DICOM
files and apply Matlab or OpenCV methods beingistiéind, eventually, to execute a group
of commands in remote machine or in remote clusterd also be challenging.

In what concerns medical images, it would be berafif the annotation of DICOM

images would support compressed DICOM files aneéwiDICOM files.
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6

User Manuals

6.1 MedDoctor plugin User Manual

This tutorial is arranged in two parts: installaticonfiguration, and usage instructions

of the server side for an admin user; and als@liasion and usage instructions of the client

side for a main user, a researcher, a doctor,destyand a teacher.

6.2 Server side

6.2.1 The installation steps

The following steps are to install dcm4chee inErebian operating system:

Download MySQL server from this link: http://dev.sgf.com/downloads/mysql/, for more

details, go to : http://dev.mysql.com/doc/refmaii@&n/binary-installation.html

Download the last version of dcm4chee, in this wdckn4chee-2.18.0 is used, it can be
downloaded from this link:
http://sourceforge.net/projects/dcm4che/files/dche$¢2.18.0/dcm4chee-2.18.0-

mysqgl.zip/download

Download the binary distribution package of JBospplication Server 4.2.3.GA:
http://sourceforge.net/projects/jboss/files/JBd3sss-4.2.3.GA/ , download namely

“|boss-4.2.3.GA.zip” package.

Create a new folder with a name such as “dcm4chee”

Copy these zip folders (dcm4chee-2.18.0-mysqljbipss-4.2.3.GA.zip) into “dcm4chee”
folder

Unzip these folders and make sure that these ®hfésr the zip operation do not have the
same folder name inside. For example, when youpybpiss-4.2.3.GA.zip folder you will
get a new folder with name “jboss-4.2.3.GA”, opleis folder and check if there is another
folder inside it with the same folder's name “jb@s2.3.GA”, that means the unzipped
folder will be like “path/jboss-4.2.3.GA/jboss-432GA/all_files_and_folders”, if so, cut all
files and folders into the first one and deletedbeond occurred of “jboss-4.2.3.GA” folder
to make this folder as “path/ jboss-4.2.3.GA/aledi and_folders”. If you do not do that,
some errors will occur during execution time, alseahe same for dcm4chee-2.18.0-mysq|
folder.

Execute the commands between quotation marks itetin@nal of Debian to copy files
from jboss-4.2.3.GA folder to dcm4chee-2.18.0-mysiglder, just write “cd
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path/dcm4chee/dcm4chee-2.18.0/binén write“./install_jboss.sh path/dcm4chee/jboss-
4.2.3.GA". If you get a permission denied, you must change pkemission of
install_jboss.sh file with this commarchmod u+x install_jboss.sh”

8- Create and initialize the dcm4chee database andéatabase of this system at MySQL
server. First, write “mysql —uroot -p” in termingbu should enter the password of the root
user. And, write the following commands:

“create database pacsdb; /*dcm4chee database*/

grant all on pacsdb.* to '‘pacs'@'localhost’ idei®tif by ‘pacs’;

create database dicom_db; /*the system database*/

mysql>\q

mysq| -upacs -ppacs pacsdb < path/dcm4chee/dcm4:t8e)/sql/create.mysq|l

mysq| -uroot —proot_passwod dicom_db < path/Datab&cript_v13.sql

mysql -uroot —proot_passwod dicom_db < path/inpuBssgf. Please notice that, the last

two lines contain “root_password” parameter, whicts the password of a root user at

MySQL server.

9- You should set the environment variable “JAVA_HOMBEb JDK location. Please
install jdk1.6.0_45 version to make this server kgowithout mistakes, if you have an

older version or newer, you will have errors duritige run time. Write “export

JAVA HOME=path/jdk1.6.0_45/" and “export
PATH=${JAVA_HOME}/bin:${PATH}" in terminal. You candownload this version
of jdk from this web site:

http://www.oracle.com/technetwork/java/javase/davaals/java-archive-downloads-

javase6-419409.html. After that, use “cd” commaacenter to this folder and write
“chmod +x jdk-6u45-linux-i586.bin” and “./jdk-6udux-i586.bin”. Do not forget to
write “export JAVA HOME=path/jdk1.6.0_45/" and “eapd

PATH=3${JAVA_ HOME}/bin:${PATH}" to set java environrent for this server. You

can write “java — version” to see your installedgasersion and “which java” to see the

location of your installed java.
10-Write “cd path/dcm4chee/dcm4chee-2.18.0/biodmmand and writ&/run.sh” to run
the server.
11-Write on web browser this link: "Server_1P:8080/dtwhee-web3/” or
localhost:8080/dcm4chee-web3/” if you want to rbe server locally. The default user

name is “admin” and the password is also “admin”.
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12-For more details on installation steps of dcm4cheep the following link :
http://www.dcm4che.org/confluence/display/ee2/lat@®n

13-In order to allow a user to connect remotely to K Sserver, you need to write “sudo
nano /etc/mysql/my.cnf’, go under “bind-address  =127.0.0.1" line, add this “bind-
address =0.0.0.0" line, and save aritcbgxclicking ctrl&o and ctrl&x on the
keyboard. Then, restart MySQL server by writingdsiservice mysql restart” on

terminal. This means, you allow any user from ashgrass to connect to MySQL server.

6.2.2 The configuration steps for dcm4chee

After you have already installed the server sidessfully, you need to configure the
dcmdchee to enforce users to enter a user namea gadsword for sending or retrieving

DICOM files by applying the following:

1- Open this file “path/dcm4chee/dcm4chee-2.18.0-nigsqgler/default/conf/login-
config.xml” and comment out “<login-module> ... gio-module>", so this part should
be like:

<application-policy name = "dcmichee-di coni' >
<aut henti cati on>
<l-- Comment out follow ng | ogin-nodule to require/check

passcode in
DI COM User ldentity negotiation -->
<l-- <
<l ogi n- nodul e <I-- “before
code="org. dcmichex. archi ve. security. Trust Logi nMbdul e" “<login-module”

Please, just add

“«

flag = "required" > . o
<nodul e- opti on nane = "password- line and” -->

st acki ng" >useFi r st Pass</ nodul e- opti on> after “</login-
< i - UEH

/I>og|An modul e> module>” line

</ appl | i:;alti on- pol i cy>

2- Open this file “path/dcm4chee/dcm4chee-2.18.0-
mysgl/server/default/conf/xmdesc/dcm4chee-dcmseloean.xml” and replace false
value with true value as following:

<attribute access="read-wite"
get Met hod="1i sRej ect | f NoUser | denti ty"
set Met hod="set Rej ect | f NoUser | dentity">
<descri pti on><![ CDATA
Defines if Association Request w o User Identity
information from
renote AES with no default User ldentity
specified by the AE
configuration shall be rejected!]]>
</ descri ption>
<name>Rej ect | f NoUser | dent i t y</ nane>
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<t ype>bool ean</type>
<descri pt or s> Modify false
<val ue val ue="true" />«
</ descri ptors> value into true
</attribute>

3- Use “cd” command to go td/path/dcm4chee/dcm4chee-2.18.0/bim terminal and
write ”./shutdown.sh -S -u admin -p admin_passwtwdstop dcm4chee. And then, write
“./run.sh” to restart dcm4chee again.

6.2.3 The usage steps for server side
6.2.3.1 Admin user Application

An admin user connects to the system locally orotefy. The system will ask for a
user name, a password, and an IP. The IP can balllst” or the server’'s IP as shown in the
Figure 6.1. This user should be a root user in MySé@rver because this user is responsible

for creating or deleting users and databases.

r A
|| Admin login ESREER

User Name root

Password AXRARRARRRRRARRARRARRRARRARRRRRRRARRR

IP 10.10.123.21|

L Sign J L Cancel J

Figure 6.1: An admin login interface
After the admin user logged in to the system calyethe new window is appeared with
two buttons, “Add User” and “Connection” as showrFgure 6.2. The admin user is able to
add a new user by clicking on “Add User” buttoneThindow of creating users and assign
some roles to them is depicted in Figure 6.3.
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- Y
|| Admin application l =N ‘&I

[ Add User J

L Connection J

Figure 6.2: Add users and configure the connedtitarface

A new user can be inserted by entering a user nampassword, IP in “User Name” combo
box, “Password” text fields, and IP text field. @©se the desired privilege for the current user
such as teacher, student, main user, doctor, eareser check boxes. “PACS User” check box
allows the current user to send or retrieve DICAIbkfto/from dcm4chee. It requires to select
a role to be assigned to the user and new pasdwdrel used automatically by the system in
retrieving or sending DICOM files. Finally, you reet® click on “Create” button to save these
information to the system. For the security issses, IP” field to a specific IP value such as
“10.10.234.192". To allow the user to connect te slystem from any device, set “IP” field to
“%". It is possible to enter one or more IPs in™fReld to allow a user to connect from any one
of these IPsi.e., set the “IP” field to “IP1;IP2;IP3;...”. Where eadtid should be followed by
semicolon as shown in Figure 6.3. The Admin is @blassign any role to the user, but it is
better to create a new role in dcm4chee to createet access to the user. You will know how
to create new roles in dcm4chee in the next pageul want to modify the user privilege from
one to another or if you want to disable this usem sending or retrieving files to/from
dcmd4chee, just choose the user name from combdadblmad his information automatically,
and then click on “Modify” button, choose the deation privilege or unselect “PACS User”

check box and click “Save Modifying” button.
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.
|£| New User E@lﬁ

User Name doctor 1 l:J
Password AXRXRRRRRRRRR
IP localhost;%

(] PACS User

Role [Doctor 3

PACS Password FRRRERRR

(] Main Doctor [ ] Teacher ) Student [ | Researcher [ | Doctor

Create Modify Delete

Figure 6.3: The interface of inserting a user ®gistem.

The connection configuration can be changed biclic on “Connection” button in
Figure 6.2. Since the default configuration of dchee is used, you can set “Port” field to
“111127, “Address” field to “The IP of your Server"AET” field to “DCM4CHEE”, “AET"
Lister to “DCMRCV”, and then click on “Save” butt@s shown in Figure 6.4.

-
| %] Connection M

Port 11112
Address localhost
AET DCM4CHEE

AET Listener pcMRCV

| Save J | Cancel J

Figure 6.4: Using the default configuration of dainde

6.2.3.2 Add a new role in dcm4chee

A new role should be added to let users only senctoieve DICOM files without

connecting to dcm4chee by a web browser. An adnilruse dcm4chee-web3 tool to connect
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to dcm4chee from the web browser. Only copy thik liServer_1P:8080/dcm4chee-web3/”

into your web browser and change “Server_IP” tolfhef your server. You need to enter a
user name and password. After you log in to decmdchuecessfully, go to “Roles” menu and
click on “New role” button, write a name and a dgsiton as you want, for example, enter
“Student” as the role name and “limited access drdents” as the description, choose
“DICOM” and “AET” check boxes, and click “save” lhoh as shown in Figure 6.5.
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Folder Trash Application Entities Modality Worklist Teaching-Files Dashboard g Users Password

J = Logout in Choose One ¥ [~ Desktop v demdchesorg
m roups

JBossAdmin @
WebAdmin =
WebUser @

] New role
Name Student
Description limited access for user:
Hidden Role
Web
Dicom ¢
AET ¢

| Save |

Figure 6.5: Add new role in decm4chee
Then, if you want the “Student” role that you hakeady inserted to be displayed in the “Role”
combo box in the Figure 6.3, you should assign tbis to the admin user or any user at
dcmd4chee server. Therefore, you will click on “Usenenu and click on “manage roles” shape.
Choose “Student” role on the appeared window armd dn close button as shown in Figure
6.6.

v JBossAdmin
Student

v WebAdmin

v WebUser

Figure 6.6: Assign a role to the admin user
6.2.3.3 Macro Listening Application

The Admin can run macro listening application tstdh on special port to receive
commands from researcher application as showrgur€&i6.7. Private and public keys must be
created for the server and the client sides teeptdhe listening socket to be connected by any
application. Key tool of Java is used to creates¢hkeys to encrypt sending and receiving

packets and to allows a client that has the plalicto communicate with the server.
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r R

| %] Macro listening o E &
User Name main user name
Password AXXRRARRRRRRRRRRRR
Listening Port 4467
Key store path  C:temp/serverkeystore Open
Store pass [ERRRAN
Key pass rranna
L Listen J
——— — — E E v

Figure 6.7: Receive and run commands of the rekeaapplication at the server.

To create public and private keys using Key totdape do the following steps:

1- Open the terminal and write the command betweeckbta: keytool -genkeypair -keyalg
RSA -keysize 3072 -dname "cn=assylias, o=assytiasd=FR" -alias alias-name-for-
server-key -keypass yourkeypassword -storepassstpoepassword -validity 36500 -
keystore path/keystore]

2- After that, export a self-signed certificate by timg: [keytool -export -aliaglias-name-
for-server-keykeystore path/keystore -rfc -file path/certifieater]

3- Finally, create a trust key for client as followirjgeytool -import -alias new_alais_name-
client-key -file path/certificate.cer -keystore Iptuststore]

The last command will ask to insert a passworés fiossible to insert the same password of

keystore but it is better to create a new oaBas-name-for-server-kéand “new_alais_name-

client-key” values are inner names for each key amely must be different, while

“path/keystore’is the path to the server key with “keystore” naftpath/truststore” is the path

to the client key with “truststore” name. When yom the macro listening application, choose

the path of “keystore” file and enter the store keg passwords that you have already entered
in first step of creating keys. In order to alldve researcher application to use the “truststore”
file automatically, please copy this file into thdedresearcher” folder inside FIJI plugins

folder. Where “Medresearcher” is a folder thattedms all files of the researcher application
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to be run as plugin in FIJI tool. You will know neoiinformation about the researcher
applications later.

6.3 Clientside

6.3.1 The installation steps for a doctor, a student, a teacher, a hospital
doctor, or a researcher

1- Download FIJ tool from this link:_http:/fiji.sc/Denloads, as according to your operating

system, choose FIJI version that works in your ageg system. In this version, FIJI for
windows 7 32bit is used as shown in Figure 6.8.

Downloads - Fij x Blelo %
€« C 7 fiji.sc/Downloa (io7]

You can download the latest DEVELOPMENT, UNSTABLE application bundle of ImageJ. This build includes the latest changes on
the master branch of the source repository &2. It has not been thoroughly tested and may contain new bugs.

!ﬁ Al platforms (no JREs) &

See also

ent releases for early versions of ImageJ2

hive & for old versions of ImageJ 1.x
Fiii
The Fiji distribution of Imaged is focused on the life sciences. Fiji Is Just ImageJ, with many useful plugins included
The platform-specific downloads below come bundled with a Java 6 JRE
Fiji continuous release
The latest version of Fiji is automatically and continuously built by the ImageJ Jenkins server .

1y | Windows (32:bit) 2
A

J1)0 ANl platforms (no JREs) @ = =
Windows (64-bit) &

0S X&

Fiji Life-Line version, 2014 November 25
Many Fiji plugins have been updated &2 to facilitate repro builds. The packages below reflect Fiji from just prior to these

updates.
Linux (32-bit)&?
0os X
e | D Linux (645i)@

{08 |All platforms (no JREs)&

We updated ImageJ2 with some rather dramatic changes under the hood. The packages below reflect Fiji from just prior to these

updates
Linux (32-bit) @
0S X&@

{130 |All platforms (no JREs) @

Fiji Life-Line version, 2013 July 15

We incorporated some extensive changes to reconcile Fiji with ImageJ2 3. The packages below reflect Fiji from just prior to these
updates.

Figure 6.8: A web site for download FIJI for windew (32bit).
2- Put the downloaded folder at any place you wanthisinstallation, FIJI win32 zip file is

cut into a new folder called “FIJI application”latal disk (c) as shown in Figure 6.9.
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=ato)

@@-\ » Computer » Local Disk (C:) » FUlapplication »

~ [ 43 || search Ful application P
Organize v B Open v Bum New folder = 0 @
2 Favorites Name ° ~ Date modified Type Size
B Desktop B fiji-win32 3/3/20151209AM  WinRARZIP archive 162,011 KB
18 Downloads
3 Dropbox

% Recent Places
4 Libraries
¥ Documents
& Music
&) Pictures
B videos
«& Homegroup
1% Computer
&, Local Disk (C:)
(s Local Disk (D)

s Local Disk (E)

€ Network

s fiji-win32 Date modified: 3/3/201512:09 AM Date created: 3/3/201512:06 AM
WinRAR ZIP archive Size: 158 MB

Figure 6.9: Put a Zipped FIJI file into a folder

3- Then, unzip Fiji-win32 file by mouse right-clickiahis file and choose “Extract to fiji-
win32\” command as shown in Figure 6.10. Your opegasystem should have a zip

application to such as WInRAR, you can downloadfrdm http://www.win-
rar.com/affdownload/download.php.

B Extracting from fiji-win32zip L] [

Archive C:\FIJI application\fiji-win32.zip

extracting

panorama_-2.0.0.jar 60%
B —

Elapsed time 00:00:05
Time left 00:02:14
Processed 6%
-
[ Background ] [ Pause ]
[ Cancel [ Mode... |[ hep |

Figure 6.10: FIJI extracting

4- To run Fiji application, open “FIJI applicationifiyin32” folders, and double click on
“ImageJ-win32.exe” as shown in Figure 6.11.
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@-‘ » Computer » Local Disk (C:) » FUlapplication » fiji-win32 » Fijiapp » ~ [ 43 |[ Search Fijiapp »
Organize ¥ [8 Open Bum New folder =~ Al @
T Name : Date modified Type Size
B Desktop Contents
& Downloads images
33 Dropbox jars
%] Recent Places java
luts
4 Libraries macros
5 Documents plugins
& Music retro
& Pictures scripts
B videos B dbaxml 180 KB
% Imagel-win32 145KB
& Homegroup README.md 6Kk8
|_] WELCOME.md KB
™ Computer

&, Local Disk (C:)
s Local Disk (D:)
s Local Disk (E9)

€ Network

! lmageJ~win32 Date modified: 1/27/20151:28 PM Date created: 4/29/2015 8:41 AM
i Application Size: 144 KB

Figure 6.11: FIJI application path
5- Now, the Fiji interface will appear as shown in g 6.12.

& i s Just) Image) =S T)
ﬂe Edit Image Process Analyze Plugins Window Help
Oo|z|o| <4\ Ala|@| 2| osu|w| g | 4| & ]| ~]|>

Command finished: There are updates available

L ——

Figure 6.12: FIJI interface
6- The doctor, student, teacher, or researcher apiplsawork as plugins inside FIJI, and
each one has a special folder, therefore, copy jader into “FIJI_Path/plugins/”
folder. The admin of this system will give you ddier with all packages inside. After
that, close F1JI application and run it again. Ehagplication will appear as commands
(plugins) at FIJI's plugins menu with different nassuch as MedDoctor, MedStudent,

or MedTeacher.

6.3.2 The usage steps for a doctor, a student, a teacher, a hospital doctor,
or aresearcher

6.3.2.1 Main doctor

6.3.2.1.1 Doctor login
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A user connects to the system locally or remotelgoeding to the privilege that
assigned by an admin user to this user. To logthécsystem, run FI1JI application, go to FIJI
plugins menu, click on “MedDoctor” plugin. Normallthe system will ask for a user name, a

password, and IP as shown in Figure 6.13.

r Y
(&) = B X4
User Name doctor1
Password AR AR AR AR RARARARARARRARARARRRRARRR
IP localhost
L Sign J L Cancel J
. A

Figure 6.13: Login interface of a doctor

6.3.2.1.2 Anonymize and Send files to PACS

To run anonymization procedure, click on “Operatitab, “File Upload” tab, “open”
button, choose a desired directory that contagi®ap of DICOM files and reports, and click
on “Open” button. Personal information in thesediwill be anonymized automatically and
appeared in the table of the current opened windswhown in Figure 6.14. These changes
will occur only after clicking on “send” button. &tis means, if the automatahanges are
satisfied, the user can click on “send” button ¢efx these changes into files and send all the
files and reports to dcm4chee. Otherwise, some gdsamcan be occurred by selecting a
destination cell to be changed to something eldkartable of Figure 6.14, enter a new value
in “Change selected value(s)” field, and prességmn keyboard. It is possible to change one
cell value or more one time by clicking on thetfieell, press and hold “ctrl” on the keyboard,
click on the destination cells one-by-one, andkatin “change selected value(s)” field and enter

your value in and press “enter” on the keyboard.
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| %) MedDoctor =B
_[ Operation I Configuration ]
_[ File Upload | File Retrieval | Classification | View Classified Files | Study Tags | View Study Tags |
DICOMPath  C:tempMedApp - Copy (2) Open
Change selected value(s) ‘ 5 ‘
| Name | StudyDate | SeriesDate Age | BithDate | Status. | Path Jiwi]
u Greice_Lakisha_Dalia 20101105 20101105 5 20051105 DERIVED C:tempMedApp - Copy (.. |a
U Ericka_Lelia_Peri 20101105 20101105 5 20051105 DERIVED C:tempMedApp - Copy (. |
a Leslie_Habibah_Yehudi 20101105 20101105 5 20051105 DERIVED C:tempMedApp - Copy (...
o Judith_Alicia_Musheera 20101105 20101105 5 20051105 DERIVED C:tempMedApp - Copy (.
=] Florentina_Christine_An... 20101105 20101105 5 20051105 DERIVED C:empMedApp - Copy (...
f u Kuanna_Dhuha_Radwa 20101105 20101105 5 20051105 DERIVED C:tempMedApp - Copy (.
u Josefina_Evangeline_El... 20101105 20101105 5 20051105 DERIVED C:\tempMedApp - Copy (.
o Marylou_Nerci_Baraina 20100205 20100205 80 19300505 DERIVED/SECONDARY C:tempMedApp - Copy (.
L U Marylou_Nerci_Baraina 20100205 20100205 80 19300505 DERIVED/SECONDARY C:tempMedApp - Copy (...
o Marylou_Nerci_Baraina 20100205 20100205 80 19300505 DERIVED/SECONDARY C:tempMedApp - Copy (.
Im| Noelle_Mararet Ava 20100505 20100505 N ()7 1107 ORIGINAL CtemnMedAnn - Cony.(
L Select All )L Unselect All |
| Patient Name | Title Type StudyDate | Path | | Group
{l () Kely_Pearlie_Maricota Les3o nodular ocupando... pdf 20100205 C:MtempMedApp - Copy (2).
u Noelle_Margret_Ava BIRADS IV mama esquer... pdf 20100505 C:tempMedApp - Copy (2).
uJ Noelle_Margret_Ava irg 20100505 C:\tempMedApp - Copy (2).
L SelectAll | | UnselectAll J From 0 To 60 View L SelectAll J | UnselectAl J
Blackout image(s) Send

Figure 6.14: Anonymize and send DICOM files andorépto dcm4chee

6.3.2.1.3 Retrieve files from PACS

Click on “Operation” tab,

“DICOM Type”, “Status”, “Patien

“File Retrieve” tab, amdhoose a criteria of search from

t's Name” combo boxas shown in Figure 6.15. The system

will load the criteria of searching when any patieame is chosen. Finally, select one or more

rows from the table in the depicted window in Fg6r15 and click on “Retrieve from the

r
|4 MedDoctor =B
| [operation | configuration |
[ Fite Upload | File Retrieval | Ciassification | view Classified Files | Study Tags | View Study Tags |
DICOM Type AL ¥ staws (AL |v]  PatientsName AL v StudyDate  [ALL M e
| Name StudyDate | SeriesDate | Age BirthDate | Status. | Type Path |
o Luzia_Angelita_Aliza 20100205 20100205 80 19300505 New File il A
&) Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 2
(] Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 3
() Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 4
=) Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 5
() Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 6
(@) Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 7
() Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 8
\ o Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 9
u Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 10
! u Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 1"
o Guisela_Vani_Lucine... 20100205 20100205 80 19300505 New File 12
s Denira_Valdelaine_S... 20100205 20100205 150 18600205 New File 13
Flaviana_Orah_Mela.. 20101105 20101105 New File 14
Courtney_Valda_Jania 20101105 20101105 New File 15 1%
L Select All J | Unselectan |
M Retrieve from the archive
L Resetall J L Group these files. | L Proceed to classification )
| Patient Name | Title | Type StudyDate Path
u Luzia_Angelita_Aliza Les3o nodular ocupando todo o ... pdf 20100205 1
o Merigley_Nell_Araceli BIRADS IV mama esquerda. Exci paf 20100505 2
=] Merigley_Nell_Araceli g 20100505 3
SN —
|

Figure 6.15: The Criteria of retrieve DICOM file®in dcm4chee

archive” button. In the “status” combo box, diffetealues can be chosen such as ‘all’, ‘new’,

‘Classified W marks’, or ‘Classified W/O marks’, efe ‘new’ means a file is not classified
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yet, while ‘Classified W marks’ means the file isassified with some annotations (shapes or

texts), and ‘Classified W/O marks’ means that tile fs classified without marks or

annotations.

6.3.2.1.4 Classify DICOM files

After you have already retrieved DICOM files froranddchee to your local machine,

you are able to classify them by clicking on “Preddo Classification” button in the Figure

6.15. The system will active “Classification” tab @epicted in Figure 6.16.

| ] MedDoctor

=

| [ operation | Configuration |

[ Fite Uptoad | File Retrieval | Classification | View Classified Files | Study Tags | View Study Tags |

Study Date 20100205 Series Date | 20100205 Patients Name  alessandra_Dakota_Afonsina

Previous File J | Next File Rl Proceed to the study J

B-Mode

Age g0

ES

Tag Lesion

Ch

EJ Value goft

tag

@] Image-Location QS
g BI-RADS 0
=] Lesion Soft

Add Remove
Save this classification
[ save also the modified image(s)

Panels

F Width 900
2v Height 450
2H
Fitto window

L Resetall & Image to FlJI J

| Reload modifiedim... |

Figure 6.16: Classifying DICOM files

6.3.2.1.4.1 Insert a new tag with its value to the system

Since each classification can have one or moreaegsrding to the status of a current
DICOM file, a user is able to choose different wadrom “Tag” and “Value” combo boxes as
shown in Figure 6.16. If the default tags withvigdues are not enough for a classification, the
user can add a new tag and its values by inseatvague in “Tag” combo box and a value in

“Value” combo box and press “enter” on the keybdaatbre leaving “Value” combo box.

6.3.2.1.4.2 Annotate a DICOM file

In order to draw shapes or texts (annotation) @GOM image, click on “Import to
FIJI” button in the depicted window in Figure 6.The system will show a new interface as
shown in Figure 6.17. In order to draw a meanddm&on an image, click on “Freeline” radio

box, move the mouse cursor to the image and chickhold the left mouse button with keep
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moving to draw your shape, free the button of tlreise and click “ctrl&d” on the keyboard to
keep your drawing on the image, and click “Savettdiu to keep the modification to the
DICOM file. If the user need more shapes that ateerist in Figure 6.17, FIJI toolbox can be
used by clicking on any wanted shape and go battksomage and starts your drawing. Also,
other FIJI's commands or plugins can be appliethéocurrent image. Now, go back to the

i 4 (36.8%) O | B [

1280x1024 pixels; RGB; 5MB

) Line

> Polygon

) Ellipse
) Oval
) Polyline
® Freeline
' Rectangular
O Text
Invert
Flip

Save

Save As

Figure 6.17: Drawing shapes on DICOM images
window in Figure 6.16 and click on “Reload modifiethge” button to load the modified image

to this application.

6.3.2.1.4.3 Save and send a DICOM file to dcm4chee

You can click on “Save also modified image(s)” dhéox to enforce the system to
send the derived image, and then click on “Save thassification” button to send the
classification tags with the derived image to PAGSSave also modified image(s)” is not

selected, the classification tags only will be stbat the system.

6.3.2.1.5 Create a global Classification for each study date of patient
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To create a global classification for each study dé patient, click on “Operation” tab,
“Study Tags” tab, choose patient's name and stuatg k/om combo boxes, and click on
“Update Table” button. Enter the desired classif@matags from combo boxes and click on

“Save this global Classification” button as showrFigure 6.18.

r —
| ) MedDoctor [E=Er >
_[ Operation I Configuration ]

[ File Upload ] File Retrieval ] Classification ] View Classified Files I Study Tags I View Study Tags ]
Patient Name Angeline_Luenem_Catia m
Study Date 20101105 m | Update Table
Choose File Number Name StudyDate SeriesDate Age BirthDate Status | BIRADS2 |2 v
@) 15 Angeline_Luene.. 20101105 20101105 New
(@] 15 Angeline_Luene.. 20101105 20101105 New Lesion | Soft v
Breast Side | None X
Tag |BIRADS [¥) va. [0 &)

ch tag value
BI-RADS 2
(@] Lesion Soft

| A || Remove |

Save this global classification |

Figure 6.18: Classify a study date for a patient

This global classification can be viewed by clickion “Show study Tags” tab, choose the

criteria of search, and click on “Update Table"tbat

6.3.2.1.6 Create a group of users, DICOM files, or reports

A main user can manage a group of users easilydating a group and assign users to
this group. To create the group of users, click@onfiguration” tab, “New Group” tab, “New
Group” radio box, enter a new group name in “Grolgme” field, choose “Users” radio box
as a group type, and click on “Create” button asashin Figure 6.19. With the same way, a

group of files or reports can be created.
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[ operation | Configuration |

J New Group I Group Assignmean Change Password TLoaa Names ]

® New Group
O Assignment

Group Name

T =
GroupType | @) sers O Files. O Reports

Create

Figure 6.19: Create a group
After creating different groups, the main usetikedo add a collection of users, files, or reports
to the created groups by clicking on “Assignmerdio box, select the desired group type,
click on “Load Type”, choose a collection of usdigs, or reports, and select the destination
group name and click “Add” as shown in Figure 6.20.

I =)
=

[ Operation I Configuration ]

_fNaw GroupT Group Assignment T Change Password T Load Names ]

() New Group
(® Assignment

Gl T o
TOUP TIPE | @ users () Files () Reports

Load Type

Choose User Name
il

s1
s2
s3
s4
s5

s6 v

%KC@

Add |

Group Name | Reseacher users 7) L Delete Group J

Choose UserName Number Patient Name Study Date Status Type

Remove

Figure 6.20: Add elements to a group
Finally, you need to assign groups to allow thesisé a group to have access to other
groups’ elements. To assign groups, go to “Conégan” tab, “Group Assignment”, and enter
source and destination groups’ names, enter categes, and click on “Add” button as shown
in figure 6.21.
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ir) =&

[ Operation ] Configuration ]

[ New Group T Group AsslgnmemT Change Password T Load Names ]

Source Group Name | Reseacher files 2
Users Group Name Reseacher users v
Start Date 01/02/2015
End Date 02/03/2016
Assignment Description access tofesearcher files
Add
Choose Source Group | Destination Group | Start Date End Date Assignment
o teacher 1files teacher 1 01/02/2013 01/02/2015 t1files A
U teacher 1 students teacher 1 01/02/2013 01/02/2015 t1 students
u teacher 2files teacher 2 01/02/2013 01/02/2015 2 files
o teacher 2 students  teacher 2 01/02/2013 01/02/2015 12 students
u group 1files group 1 01/02/2013 02/02/2015 group 1task v
Remove

Figure 6.21: Assign a group to another group
6.3.2.1.7 Load one-word names to the system

A group of one-word names can be uploaded fromt dilexto be used in creating
patients’ names in the anonymization proceduredddhat, go “Configuration” tab, “Load

Names” tab, select a file and click on “load Namas'shown in figure 6.22.

= oupE

[ Operation I Configuration ]

[ New Group T Group Assignment T Change Password rLoad Names]

Open

Names ;
Load Names

Figure 6.22: Load single names to the system da¢éaba

89



6.3.2.2 Teacher

Basically, to connect to the system, a user naassword, and ip are required. Different
procedures will be available at least retrieve DMCflles, send derived files, and create groups

of users, views reports, grade students’ classifina.

6.3.2.2.1 Retrieve Files and classify DICOM files

Please review the previous parts of the main useseé how to retrieve and classify
DICOM files.

6.3.2.2.2 Put grades for a student

To put a grade, go to “Operation” tab, “View Cldiesi Files” tab, select the criteria of
search from the combo boxes, the system will Ideddelected criteria after selecting any
patient’s name into the shown table in Figure 63ect the desired row(s) from this table,
click on “retrieve image” check box if you wantu@w the derived images that were created
by students, and click on “Retrieve” button. To pugrade for a student, just enter a grade in

“Grade” field and click “Save” button.
| ) MedTeacher (= [© [

|[ Operation | Configuration

File Retrieval | Classification | View Classified Files | View/Export Grades
DICOM Type ALL v Group group 1 v
Patient's Name Lenora_Josie_Heather v Study Date ALL v

Choose File Number User Name Patient Name StudyDate SeriesDate Age BirthDate Status Classification }
4 3 s5 Lenora_Josie_Heat.. |20101105 20101105 New 73 |

Select All Unselect All Retrieve v| Retrieve Image

StudentName 55 Previous Next
Patient's Name  Lenora_Josie_Heather Patioats D 5

Age Study Date 20101105
StudylD 20101105 SeriosDate 20101105
Breast-Side Right = Breast Image
Tags Lesion Soft
BIRADS 3 Lesion Soft
contour ranular - Breast Side Right
Width |550 Scaling BI-RADS 3
Height |300 ] Always fitting Grade bs

Import TO FlJI Save

Figure 6.23 : Review the classification of studeard put grades

You are able to export the grades of the studentssv files. To do that, click on
“View/Export Grades” tab, choose your criteria froine appeared combo boxes, and click on
“Export to CSV file” to export the results as shoimrnFigure 6.24. The system will calculate

automatically the total grades for each student.
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»
| ) MedTeacher =)
| Operation | Configuration

File Retrieval | Classification | View Classified Files | View/Export Grades
Group Name ALL 0o
PatientName  |ALL v
Study Date ALL v
Student Name Patient Name StudyDate Grade Student Name Patient Name Average Student Name Total Average |
s4 Abby_Janet_Lillian 20100205 90 a|lsa Abby_Janet_Lillian 85.0 s4 35.0
s5 |Abby_Janet_Lillian 20100205 80 s4 Isabelle_Olimpia_Adab 90.0 s5 35.0
s4 Isabelle_Olimpia_Adab 20101105 190 s4 Lenora_Josie_Heather 0.0 s6 29.0
s5 Lenora_Josie_Heather 20101105 95 s4 |Almas_Jerri_Lorena 0.0 s7 [71.2
s6 Almas_Jerri_Lorena 20100205 87 s4 Genoveva_Haya_Carina___[0.0
s4 Abby_Janet_Lillian 20100205 30 s5 Abby_Janet_Lillian 80.0
s7 Abby_Janet_Lillian 20100205 90 s5 |sabelle_Olimpia_Adab 0.0
s7 Isabelle_Olimpia_Adab /20101105 82 s5 Lenora_Josie_Heather 195.0
s7 Lenora_Josie_Heather [20101105 87 s5 Almas_Jerri_Lorena 0.0
s7 Genoveva_Haya_Carina 20101105 97 s5 Genoveva_Haya_Carina 0.0
s4 Lenora_Josie_Heather 20101105 0 s6 Lenora_Josie_Heather 0.0
s4 Genoveva_Haya_Carina 20101105 0 s6 Almas_Jerri_Lorena 87.0
s4 Almas_Jerri_Lorena 20100205 0 6 Genoveva_Haya_Carina___ [0.0
55 Isabelle_Olimpia_Adab 20101105 0 s7 Abby_Janet_Lillian 90.0
55 |Genoveva_Haya_Carina [20101108 o 57 |sabelle_Olimpia_Adab 82.0
s5 Almas_Jerri_Lorena 20100205 0 s7 Lenora_Josie_Heather 87.0
s6 Genoveva_Haya_Carina 20101105 0 s7 Almas_Jerri_Lorena 0.0
s6 Lenora_Josie_Heather 120101105 0 1 |s7 Genoveva_Haya_Carina 97.0
ST Almas Jlerri_Lorena 20100205 0 hd|
Export to CSV file
2

Figure 6.24 : Export students’ grades to csv files

6.3.2.2.3 Create a group of students, DICOM files, or Reports

Please review the previous parts of the main usesee how to create a group of
students, DICOM files, reports.

6.3.2.3 Student

The student’s application has the same interfagélseateacher’s application except in
the “configuration” tab, and the interfaces foraireg groups and assigning groups are not

exist. Besides, this application only allows a studo view grades of the classifications.

6.3.2.4 Doctor at hospital

A doctor at the hospital has special applicatioththe same interface as the main user
application except in the “configuration” tab, athe interfaces for creating groups, assigning
groups, and upload DICOM files are not exist. Alsis application does not have interface for
loading one-word names to the system. Please raWiewsage instructions of the main user

application to avoid repetition in this tutorial.

6.3.2.5 Researcher

The researcher application supports a user wittmteohanisms for annotating DICOM
files: annotate DICOM files directly without log to the system, or annotate and classify files

with login to the system.
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6.3.2.5.1 Annotate DICOM files without login

FI1JI allows to annotate a DICOM image by clicking‘&ile” menu, “open” command,
choose a destination DICOM file, draw any shape waat, click on ctrl&d on the keyboard
after drawing, go to the “plugins” menu, select MM Save” from “MedResearcher” plugin
to keep modifications on the DICOM file. You cared®ICOM Save as” plugin to save the
DICOM file with a different name. If you want to gl a group of commands or plugins to a
group of DICOM files, “Batch Processer” plugin wik used. Click on “Batch Processer” from
“MedResearcher” plugin, enters a source path of@Nffiles in “input” field and a destination
path for the output DICOM files in “output” fieldhoose “DCM” item from “Output Format”
combo box, add any macro command from “Add MacrdeCa@ombo box, or enter the name
of a plugin or a command in the text area manuatig, then click on “Process” button as shown
in Figure 6.25.

r ]
|£) Batch Process @

Input... | |C:\Data\20100602\1\
output... | [CData201006021

Output Format: |DCM v |

Add Macro Code: [Label | "

run("Smooth”);
run("Smooth”);
' run("Smooth™);
run("Smooth”);
run("Smooth”);
run("Smooth”);
run("RGB Color?),
setFont("SansSerif", 18, "antialiased”);
setColor("red™);
drawString("Hello", 20, 30)]

Test | Open... | Save... |

Process | Cancel [

Figure 6.25 : Modified batch processer to applyaug of plugins on DICOM files.
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6.3.2.5.2 Create a Macro file with one or more Plugins

A new macro file can be created in FIJI by goingRtugins” menu, select “Macro”
item from “New” sub-menu, write your commands ougihs, and save this file in “*.ijm”
format. This file can be used later as a grouplodips to be applied to a group of DICOM
files. You can record a group of plugins and saeetinto a macro file by clicking on “Plugins”
menu, click on “Macros” sub-menu, and click on “Bet’ item to open new window to record
all plugins in. To record one or more plugins, ymed to open a DICOM file and click on the
desired plugins to be applied to the current DIC@Msuch as “Smooth”, “Sharpen”, “Find
Edges”, etc. When you click on any plugin, FIJIlwikrite this plugin into the window of
recording. After that, you need to keep all theorded plugins to a macro file in the window

of recording by clicking on “Create” button.

6.3.2.5.3 load a group of parameters of DICOM files from the system

Normally, a user should log in to the system toaggtoup of DICOM files by clicking
on “Researcher login” plugin in FIJI plugins meiiae system asks for a user name, password,
and IP. New interface will be appeared as showRiguire 6.26. The user can select one or
more criteria from “Tag”, “Value”, "DICOM Type” cotmo boxes to be used as the criteria of
searching, click on “Add” button to add the criteto the first table, enter the maximum number
of files’ parameters that should be retrieved irufithber of Files” text field, and click on
“Update Table” to get a set of files’ parametersha second table. This criteria can be saved

to be used later by entering a new value in “Gatdlame” and clicking on “Save Criteria”.
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It is better to save the retrieved files parameiters list if you want use them many

times. To do that, enter a new name in “list nafietl and click on “save list” button.

r - o
|| MedResearcher - - W W W - e
_[ Retrieval Criterias I Batch process I Upload File (*.csv) I Change Password ]
Tag BI-RADS v Criteria Name | v
Value 0 v | Load
picoMType (us v Add | | Remove |

Choose Tag Value Type
U BI-RADS 0 us

Criteria Name | SaveCriteria | Number of Files 5 L Update Table J | Show assignedFiles |

Choose File Number Age Tag Value
29 80 Image-Location asi
29 80 BI-RADS 0

29 80 Breast-Side Right

0oC

| SelectAll | | UnselectAll |

ListName |  Savelist

L Proceed to define the batch processing

Figure 6.26: Retrieve a group of DICOM files paraens.

6.3.2.5.4 Apply plugins to DICOM files

A group of plugins can be applied to the loadeekfiparameters in the second table in
Figure 6.26 by selecting one or more files’ pararsgtclick on “Proceed to define the batch
processing” button to active “Batch Process” tahd Ahen, select “Selected Criteria Files” item
from “Files list Name” combo box if you want to lbahe selected files’ parameters in the
second table in “Retrieval criteria” tab, or youncelect another item from “Files list Name”
combo box to load an old list. After that, you hawe options: apply plugins locally or
remotely using F1JI tool, or apply external methadmg other tools such as Matlab.

First, to retrieve the DICOM files to your local ofane, select one or more file numbers
from the first table in Figure 6.27 and click “Retre files locally” button. Then, click on
“internal method” radio box, click on “Open macrteFto load plugins from a macro file into
the method table or into the second table in Figug¥, click on "Apply Methods locally”
button to implement these plugins to the retriefiled in your machine. To send the modified
DICOM files, click on “Send results to server” hurit
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-
»JMedResearcher o B =

i
[ Retrieval Criterias ] Batch process I Upload File (*.csv) ] Change Password ]

Files ListName | Selected Criteria ... VJ l Load J

Choose File Number |
2
4

®0OC

¢ 5
I I [ setecm

UnselectAll |

Retrieve files locally

(® Intenal Method
() External Method

| Open Macro File Methods listname Save | Methods list | sharpen ﬂ |_load methods list
Choose Method Name Goal Notes MethodType
] run("Sharpen”); to sharp your notes Internal Method
@] run("Smooth”); your notes Internal Method

| SelectAll | | UnselectAll ServerPort 4467 Keypath  Citemp\clienttruststore | loadtrustkey | | Apply Methods locally |
e e PRGEEEA R QL

Remove Keypass | ***=* | Apply Methods on Server |

Figure 6.27: Apply a group of plugins to a groud€OM files.

For retrieving and applying a group of plugins be server, you will do the same as
applying plugins locally, but in this time, you me® enter a port that server is listening on,
load a trusted key from a directory, enter the wasd of the trusted key, click on “Apply
Methods on Server”, and click on “Save results erv&” button.

The second option is to use other tools such ataMat OpenCV to annotate DICOM
images if it is necessary and send the derived DMGiles back to dcm4chee. In this work,
only Matlab is applied to deal with DICOM files.rf8e Matlab is used by different areas, new
algorithms are added by different authors to ddiszst lesions. In this case, a user will export
a group of DICOM files from this system to be amtetl by Matlab. The following is an
example to show how to read a DICOM file, black pixels from 0-100 rows of a DICOM
image, and write the result to a new DICOM file:
img = dicomread('path/filename.dcm’);
metadata = dicominfo(‘path/filename.dcm’);

% You can put your algorithm in place of for loop.
[rows,columns,colors,frames]=size(img);
for i=1:frames
img(1:100;:,:,i)=0;
end

dicomwrite(img, '‘path/modifieddicom.dcm’, metada@agateMode’, ‘copy");

95



Actually, the system will create a folder called éM Temp_Folder” to put the retrieved
DICOM files from server in. This folder will be a#ed in the temporary folder at your
operating system. After DICOM files had been retid locally, you should copy these files
into a folder and apply the Matlab code as mentiadaove to generate derived DICOM files.
You can modify this code as you want and apply aliggrithm to detect breast lesion or any
other purposes. The above Matlab code is an exatogbow a developer how to read and
modify and write the data to DICOM files. A deveswan replace ‘for loop’ in the previous
code with any algorithm to do annotation, deteett lesions, etc. To send the derived DICOM
files, a csv file must be created, which conteitthg of the original DICOM files and the new
ones, and classification results for each DICOIM. fitor example, each line in CSV file should
have a form like “filepath=path_to_original_DICOM, derivedfilepath=
path_to_derived_DICOM, tag=tag_name, value=tag evalu Where
“path_to_original_DICOM?” is a path to original DIQ\WDfile, “path_to_derived_DICOM” is a
path to derived DICOM file, “tag_name” is a generame for procedure or method that was
applied to get the derived DICOM file, or it candelassification result such as lesion, contour,
BI-RADS, etc. While, “tag_value” is a value of “tagame” such as parameter for method or
procedure, expected values for lesion, BI-RADS ecetc. After CSV file is generated, go to
“Upload Files (*.CSV)” tab in the researcher apation, click on “open” button, choose the
path of the generated CSV file to load the fil@$ into the classification table in Figure 6.28,

and click on “Send DICOM files with classificatiotd send the classification results.

StudyDate Tag
20100205 method
20100205 Contour
20100205 Lesion
20101105 method
20101105 method
20101105 method
20100205 method

Covertimage to dicom file

| Send DICOM files with Classification |

Figure 6.28: Read a csv file and send its linedBAGS server.
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