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Abstract

Recent developments in the field of artificial intelligence (AI) have led to the creation of

powerful generative models. These models have demonstrated such capabilities that it

becomes nearly impossible for a human to distinguish between generated and human

utterances, between synthetic and natural speech. A relatively recent example of this

fact is the deepfake video of former U.S. President Barack Obama [1]. This video not

only serves as a demonstration of the capabilities of AI models but also highlights the

potential for misinformation, as these models can deceive individuals into believing

in fabricated scenarios. This extends to the realm of synthetic speech, where models

like Google Duplex [2], leveraging WaveNet technology, a deep neural network for

seamless speech creation, exhibit an impressive degree of realism and naturalness. For

this reason, two situations may arise. The first is related to new business opportunities,

such as the creation of realistic voiceovers for films and animations or enhancement

in the communication for individuals with hearing or speech impairments [3]. The

other, raises concerns about privacy and security since voice impersonation is easily

achievable with today’s tools.

Given this fact, an analysis of approaches applied in the ASVspoof challenge [4]

was carried on. The ultimate goal is to develop a system capable of distinguishing

between real voices and cloned voices, by adapting the research done on this chal-

lenge to the portuguese from Portugal (PT-PT) language. For this purpose, we first

created a PT-PT dataset using both text-to-speech (TTS) and speech-to-speech (STS).
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Then, we employed and implemented some models from the literature and tested in

several datasets that encompass both english and PT-PT voices, to evaluate their per-

formance and reach conclusions. From this, we found out that while this is a difficult

task, by augmenting the data with different impulse response devices (IRs) and com-

pressions codecs, there was an improvement in the generalization to different attacks

from different datasets.

Overall, after the evaluation process the best models found through statistical anal-

ysis were the ResNet-OC and ECAPA-TDNN. Being our goal tailored to PT-PT, by

fine-tuning them, we further improved their performance.

At the end future steps are highlighted, one of which may be very important to

complement the work made so far, which is the integration of the fraud detection com-

ponent.

Keywords: Deep learning, speech detection, PT-PT dataset, asvspoof challenge
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Resumo

Os recentes desenvolvimentos na área de inteligência artificial (IA) levaram à criação

de poderosos modelos generativos. Estes modelos demonstraram tais capacidades que

torna quase impossível para um humano a tarefa de distinguir entre afirmações ger-

adas na IA e humanas. Um exemplo relativamente recente deste facto é o do vídeo falso

do ex-Presidente dos Estados Unidos, Barack Obama [1]. Este vídeo não serve apenas

como uma demonstração das capacidades dos modelos de IA, mas também destaca o

potencial de desinformação, uma vez que estes modelos podem induzir indivíduos a

acreditar em cenários "fabricados". Isto estende-se ao domínio da fala sintética, onde

modelos como o Google Duplex [2], que aproveitando a tecnologia WaveNet, uma

rede neuronal profunda que serve para a criação perfeita de um discurso, exibem um

elevado grau de realismo e naturalidade. Por este motivo, podemos-nos deparar com

duas situações: a primeira está ligada à oportunidade para novos negócios, como a

criação de dobragens realistas para filmes e animações [3], enquanto que a outra, abre

caminho a problemas relacionados com a privacidade e segurança, uma vez que a fal-

sificação da voz é de fácil execução com as ferramentas que existem hoje em dia.

Dado este fato, foi realizada uma análise das abordagens aplicadas no desafio ASVspoof

[4]. O objetivo final é desenvolver um sistema capaz de distinguir entre vozes reais

e vozes clonadas, adaptando a investigação realizada no mesmo, para a língua por-

tuguesa de Portugal (PT-PT). Para este fim, primeiro criámos um conjunto de dados

PT-PT usando tanto a conversão de texto-para-fala como a conversão de fala-para-fala.
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Em seguida, utilizámos e implementámos alguns modelos da literatura e testámos em

vários conjuntos de dados, que englobam tanto vozes em inglês como em PT-PT, para

avaliar o seu desempenho e tirar conclusões. Desta forma, descobrimos que, embora

esta seja uma tarefa difícil, ao aumentar os dados com diferentes dispositivos de re-

sposta ao impulso e tipos de compressões, houve uma melhoria na generalização para

diferentes ataques de diferentes conjuntos de dados.

No geral, após a fase de testes, os melhores modelos encontrados através da análise

estatística foram o ResNet-OC e o ECAPA-TDNN. Sendo o nosso objetivo focado para

PT-PT, ao refiná-los, conseguimos melhorar ainda mais o desempenho dos dois.

No final, são destacados os passos futuros, um dos quais pode vir a ser muito im-

portante para complementar o trabalho feito até ao momento que é a incorporação da

componente de deteção de fraude.

Palavras Chave: aprendizagem profunda, detecção de fala, conjunto de dados PT-

PT, desafio asvspoof
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1
Introduction

1.1 Motivation

As technology advances, numerous schemes emerge, posing challenges to security and

reliability in communication channels. One reason is that synthetic voices can be used

to attempt to deceive individuals, organizations, and even automated systems. There-

fore, it is necessary to address various issues in this area, including voice spoofing

and impersonation, phishing and vishing attacks, social engineering, call center fraud,

voice authentication vulnerabilities, and the threat of deepfakes. Deepfakes, in partic-

ular, represent a serious challenge as they consist of highly convincing audio clips that

are difficult to distinguish from genuine recordings. To tackle these situations, a mul-

tifaceted approach is required, involving technological advancements, robust security
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1.2. OBJECTIVES OF THE WORK

measures, user awareness, and education, as well as collaboration between technology

providers, law enforcement agencies, and regulatory authorities.

In this context, the development of a system to counter these attacks will be dis-

cussed in Section 1.2. Section 1.3 explains key challenges and contributions, while

section 1.4 outlines upcoming chapters.

1.2 Objectives of the work

In recent times, synthetic voices have been exploited for fraud schemes, and with the

evolution of strategies employed by malicious actors, there is a need to develop robust

countermeasures, that extends from traditional legal frameworks to technological so-

lutions such as fraud detection systems. Therefore, the focus of this work is on those

systems, because currently not only they are hard to find but they don’t encompass the

portuguese from Portugal (PT-PT) language, making this work innovative and crucial

for the safety of the users. Due to this fact, we directed our focus to the ASVspoof chal-

lenges — automatic speaker verification spoofing challenges designed to assess and

push the boundaries of anti-spoofing technologies. This choice was motivated by two

reasons. First of all, because it fosters research in anti-spoofing by providing a plat-

form for evaluating and advancing the techniques used to detect spoofed or synthetic

speech. Then, because it has one of the most extensive and diverse databases for the

task of speech detection, which is fundamental if we want to ensure that our model

classifies correctly across different attacks and conditions. [14]

From the current state of research on this challenge, we notice the preference of

adopting deep learning models instead of traditional statistical models like hidden

markov model (HMM) and gaussian mixture model (GMM), to build a speech detec-

tion system. The reason for this has to do with the advancements in the deep learning

field which led to a superior performance in capturing intricate patterns and represen-

tations from complex data [15, 16]. However, while these changes are happening there

still is a gap related to the generalization to unseen attacks during the training pro-

2



1.3. PROBLEM AND CONTRIBUTIONS

cess. This problem is influenced by factors like varying attack difficulty and recording

conditions. Despite efforts in feature engineering, model design, and other aspects,

further advancements are needed to address the existing challenges and enhance the

robustness of synthetic speech detection systems [8, 9].

Another concern to this study is related to the scarcity of PT-PT language datasets,

while there are multiple sources of english audio datasets such as LibriSpeech ASR cor-

pus, options for PT-PT language are limited. This scarcity poses a significant challenge

as it directly affects the acquisition of suitable and diverse data necessary for analyzing

the possibility of creating a language-agnostic model.

Lastly, while developing a synthetic speech detection system for the PT-PT lan-

guage is half way to achieving our complete system, there are numerous variables to

consider and explore particularly in the context of fraud detection. In this regard, spe-

cific keywords and phrases, can serve as important indicators for detecting the like-

lihood of identifying potential threats. This last component is left to be explored in

depth on the future.

Summing up, this internship tries to address this research gap and make a substan-

tial contribution to the existing literature by examining diverse solutions to tackle these

issues and advance research in the field.

1.3 Problem and Contributions

The main challenge that this internship will try to solve is to distinguish between

synthetic and human voices, by employing models that are allegedly able to identify

speech patterns in both PT-PT dataset and English-based datasets.

From this, major contributions are: Development of a model capable of discern-

ing between synthetic and human voices. Supported by robust performance evidence

especially found in [10], we explore its capabilities on some datasets comparing it to

other models, and at the same time enhance its performance through data augmen-

tation techniques and selection of optimal parameters; Creation of a new dataset to

3



1.4. ORGANIZATION OF THE THESIS

address challenges related to the limited availability of existing datasets in the PT-PT

language for SSD, containing synthetic and human voices.

1.4 Organization of the thesis

This report is structured into additional four chapters. Chapter 2 reviews the literature,

focusing on state-of-the-art systems and techniques, such as data augmentation. Chap-

ter 3 outlines the methodology used to achieve our goal. In Chapter 4, a comparison

with other models is conducted to assess our approach. Finally, Chapter 5, presents

the main conclusions, highlights future steps, and outlines the overall thesis plan.

4



2
State of the art, including materials and

methods

Throughout recent times, events held by tech giants such as Google and Microsoft have

captured the attention of the AI community. The projects presented, namely Google

Duplex [2] and Microsoft Xiaoice [17], demonstrated significant advances towards re-

producing human conversations with machines so realistically that it becomes chal-

lenging for listeners to distinguish between artificial and natural speech, ending up

being a cause for concern, since intruders can impersonate other people, reproducing

their voices perfectly [18]. This poses a potential threat to various domains, includ-

ing the spread of misinformation [1, 15], telecommunications issues [19, 20, 21], and

the reliability of Automatic Speech Verification (ASV) systems [22]. The authorities

5



have already recognized this risk and began to propose regulations, e.g., in California,

the so-called "Bot bill", SB-1001 [15, 23], aiming to prohibit the use of bots in online

communications without disclosure of their artificial nature. However this alone can-

not prevent fraudulent actions, therefore the need for urgent solutions. So, to tackle

this problem, we direct our attention to the many works done around the detection of

false speech to protect ASV systems [24]. These works involve solutions that combine

front-end feature extractor with back-end binary classifier, which turns out to be the

standard framework for the detection of synthetic speech. Within this framework, a

majority of the existing works have focused on the development of hand-crafted fea-

tures, resulting in a wide variety of choices, including but not limited to:

• Cepstral Mean and Variance (CMVN), which normalizes utteraces by forcing

them to have zero mean and unit variance [25];

• Mel-Frequency Cepstral Coefficient (MFCC) that captures the vocal tract features

(cepstral coefficients) by leveraging insights from the non-linear scale of the hu-

man ear [26, 27];

• Constant Q Cepstral Coefficient (CQCC), which extracts cepstral coefficients, sim-

ilar to MFCC, but it does so using the Constant Q Transform (CQT) [10, 28].

This extraction of hand-crafted features involves the process of transforming raw

data into numerical features. This transformation retains essential information from

the original dataset, and it is widely preferred over applying machine learning directly

to raw data due to its tendency to yield superior results. [29].

After this extraction step, three scenarios are then possible for classification tasks.

The first one that implies the training of a multilayer perceptron (MLP) and convo-

lutional neural network (CNN), replacing models such as gaussian mixture model

(GMM) and support vector machine (SVM); the second one, which uses the deep neu-

ral networks (DNNs) at the front-end followed by conventional back-end classifiers;

the third one, which uses DNNs for both back-end and front-end with pre-transformed

features as input, such as, CQT [5, 30].

6



Despite the naturalness of this process, people question about the necessity of ap-

plying pre-transforms and hand-crafted features, given the fact that deep neural net-

works excel in feature extraction and that by applying these transformations usually

some information gets discarded. This led to the emergence of an alternative sce-

nario: end-to-end DNNs, which aims to outperform state-of-the-art methods in the

ASVspoof2019 challenge without the necessity of such preprocessing steps [5].

Figure 2.1: Speech detection scenarios (Based on [5])

Therefore, through the analysis of works that portray these scenarios (Figure 2.1),

we aim to understand the techniques and strategies currently being employed. More

specifically, we focus on works such as: Li, Xu, et al. [16] who introduced Res2Net and

the SE (Squeeze-and-Excitation) block, which achieved state-of-the-art performance in

the ASVspoof2019 dataset; Hua et al. [5], where two types of DNN were applied, one

of which surpassed the performance of some state-of-the-art systems; Zhang, You, et

al. [8], who introduces the concept of channel robustness to improve the performance

of the model as well as that of Chen, Xinhui, et al. [9], which further deepens this idea

and ends up being the work that succeeded the previous one; Zhang, Zhenyu, Xiaowei

Yi, and Xianfeng Zhao. [10] who uses together the Transformer Encoder model and

ResNet and finally Lieto, Alessandro, et al. [15], who ends up introducing this problem

of classification between real and false speech, as well as the application of a basic

architecture of a CNN.

So, for the next sections, we first conducted an overview of speech generation tech-

niques in view of creating the new SSD PT-PT dataset. Then, based on the findings

presented in these studies, we identified the most promising SSD models for our re-

7



2.1. SPEECH GENERATION OVERVIEW

search, considering several factors such as datasets, data augmentation techniques,

feature extraction methods, model architectures, training strategies, evaluation met-

rics, and we also made a brief introduction to the fusion strategy implemented in some

papers [9, 10, 16] that is used to enhance system’s performance, which is a valuable

approach in ASVspoof where achieving the best possible score is crucial [5], despite

not using it.

For future endeavors, we also started to analyze some works for the domain of

fraud detection, which is explained in Section 2.8. Namely Rui Zhong, et al. [11],

which used an incremental system to detect fraud based on the first 15 seconds of au-

dio and Guojun Chu, et al. [31], that implemented a fraud detection model based on

the intertwined spatial-temporal patterns of user behaviors, tailored for the communi-

cations industry. Section 2.8, details the architecture that we found more promising.

2.1 Speech generation overview

Before jumping into the dataset part, its important to emphasize the types of spoofing

techniques/attacks that the models will aim to detect as synthetic. These are mainly

composed by two of them: text-to-speech and speech-to-speech (voice conversion),

due to their accessibility and effectiveness according to [32]. Here, accessibility refers

to the ease with which the attack may be performed, i.e., whether the technology is

widely known and available or whether it is limited to the technically knowledgeable.

Whereas effectiveness, reflects the increase in FAR (false acceptance rate) caused by

each attack or the risk it poses to systems such as ASV [32].

Building on this understanding, going over the fundamentals of voice generation

technologies is imperative. Unlike impersonation, which is not accessible to every-

one and primarily relies on mimicking a target speaker’s voice timber and prosody

without the aid of computer-assisted technologies [6], voice generation methods pos-

sess a medium to high level of accessibility and demonstrate high effectiveness [6, 32].

Moreover, both text-to-speech and speech-to-speech techniques are incorporated in all

8
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spoofing datasets so exploring its components might be important for this study.

2.1.1 Text-To-Speech

Text-to-speech (TTS) also known as speech synthesis (SS), is a technique for generat-

ing intelligible and natural-sounding artificial speech given any arbitrary text using

machine learning based models [33, 34]. TTS services have three stages to address the

problem of mapping a sequence of characters to a sequence of continuous numbers

(audio) as shown in Figure 2.2.

Figure 2.2: The three stage pipeline of TTS (Reproduced from [6])

Figure 2.3: Text processing (Reproduced from [6])

In the first phase, we have the text processing, where the input text is converted into

linguistic features. This process involves dividing a given sentence into a sequence of

text tokens. Any non-standard text, such as "5", is then rewritten as its correspond-

ing linguistic expression "five" (normalization). Next, the part-of-speech (POS) of each

word is extracted by considering both its definition and contextual meaning. This pro-

cess consists in essentially assigning to the word the correct tag. Then, the task is to

predict the pronunciation of the letters, such as e.g transforming "world" into "werld"

as illustrated in Figure 2.4. Lastly, it comes down to predicting the prosodic features

which consists of defining the rhythm, intonation, and timing patterns of speech [6, 35].

9



2.1. SPEECH GENERATION OVERVIEW

Figure 2.4: Text processing example (Based on [6])

Then, comes the regression part. The main goal here is to convert these linguistic

features into an acoustic feature such as a spectogram, using models such as CART(+HMM),

feed forward network (FFN), recurrent network and more recently encoder-decoder

[6]. One of the most known examples is the end-to-end Tacotron model [36]. This

model uses sequence-to-sequence regression, where it turns the linguistic features into

numerical values and then uses the decoder with attention mechanisms to predict the

corresponding acoustic features [6].

For the waveform generator, the task is to reconstruct the audio, more specifically,

synthesize waveforms from the predicted spectrogram [36]. Regarding the develop-

ment of this kind of generators, there is a long history ranging from waveform con-

catenation to more recently neural vocoders, such as the wavenet and its variations

[6, 33]. This marked a significant shift in the paradigm, as the outcomes of the TTS

systems developed in Blizzard Challenge 2019 [37], resulted in recordings closely re-

sembling natural ones.

2.1.2 Speech-To-Speech

Speech-to-speech (STS), commonly known as voice conversion (VC), aims to change

the timbre and prosody of a given speaker’s speech to that of another speaker, while

the content of the speech remains the same [34]. Contrary to TTS, the input of a VC

system normally is a natural utterance of the given speaker. This technology has a

similar process to TTS which consists in three modules (Figure 2.5).

10
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Figure 2.5: The three stage pipeline of VC (Reproduced from [6])

In the analysis step, typically the signal is not fed directly to the system, but rather

represented in a more compact way, by applying feature extraction methods. This

aims to capture prosodic features such as the fundamental frequency, intonation and

duration, and spectral characteristics which relates to voice timbre, in order to identify

and manipulate the distinctive elements of a speaker’s voice [6, 33, 34].

Regarding the regression, before the encoder-decoder architectures, frame-level pro-

cessing was commonly employed. This involved analyzing speech signals in short

time segments, typically lasting around 20 milliseconds. The duration of each frame

was selected to maintain the assumption of signal stationary, ensuring that statisti-

cal parameters remained relatively fixed within each frame [38]. Some examples of

architectures performing this kind of processing are: GMM, DKPLS and recurrent net-

works such as LSTM [6, 7]. Unlike these architectures, which are classified as parallel

voice conversion methods because they require parallel data — training data from both

speakers that share the same linguistic content — there are also non-parallel methods

that address this limitation. These methods enable the development of systems capable

of handling source and target speakers who speak different languages or have distinct

accents [39]. One such example is the CycleGAN-based VC [39]. Originally developed

for unpaired image-to-image translation [40], CycleGANs aim to uncover relationships

between distributions. They employ a cycle-consistency loss to ensure that input infor-

mation remains invariant as it passes through the network, while an adversarial loss

makes the generated data indistinguishable from real target data [39]. This approach

enables learning from unpaired data without the need for directly matching features

[39]. Also and similarly to TTS, the encoder-decoder has proved valuable for this do-

main. In this sequence-to-sequence mapping, instead of characters it encodes a se-
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quence of speaker representations to then decode it to match that of the target speaker.

[6] (Figure 2.6). An example of this approach is AttS2S-VC [6, 41]. Moreover, GANs

have also been employed to sequence-to-sequence VC reaching great results [40, 42].

Figure 2.6: Encoder-decoder for VC (Reproduced from [7])

For the synthesis part, it’s again very similar to TTS. The goal is to reconstruct the

waveform from the mapped features in the regression. For this, we have well-known

neural vocoder and signal processing vocoder, such as STRAIGHT, Griffin-Lim and

others [6]. A good source for tracking advancements in quality and similarity within

this technology is the Voice Conversion Challenge (VCC) [43].

2.2 Datasets overview

In this section, we start by introducing the datasets used for validating the effectiveness

of these speech detection approaches. In Table 2.1, it can be found an overview of the

ones employed by the researchers that might contribute to our work.

Table 2.1: Authors’ used speech detection datasets

Datasets Description

ASVspoof2015

dataset [33]

The first ever asvspoof dataset developed with a particular focus on

spoofing detection. Contrary to the upcoming ones, the spoofing

samples have been generated by simple and, in some cases, outdated

VC and TTS algorithms.

Continued on next page
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Table 2.1 – Continued from previous page

Datasets Description

ASVspoof2019

dataset [44]

Comprises a diverse collection of bona fide and synthetic speech. It

features a wide range of attacks generated by text-to-speech, such as

Merlin TTS, and voice conversion algorithms for the logical access

(LA) subset. Also it has a physical access (PA) subset which contains

samples of real bona fide and, captured and replayed speech signals.

ASVspoof2021

dataset [14]

Different from previous ASVspoof challenges, the LA task in 2021

presents codec and transmission channel variability, while the speech

deepfake (DF) task presents general audio compression without

speaker verification, so for this last one, the goal is not to confirm

the identity of the speaker but to detect whether the provided audio

is human or artificially generated. Regarding the PA task, contrary to

ASVspoof2019 dataset, it has recordings made in real physical envi-

ronments.

FoR-norm

dataset [45]

Comprises human speech samples from datasets such as the Arctic

dataset, and spoofed samples generated by commercially available

TTS options such as Google Cloud TTS. Furthermore, this "norm"

version comprises a balanced version of the FoR set, meaning that

it ensures equal distribution between genders (male and female) and

classes (fake and real).

Custom dataset

[15]

Composed by human speech samples from datasets available online

namely LibriSpeech ASR corpus and CMU ARCTIC, and bot speech,

generated using as input the same sentences found in the transcripts

of the human dataset to feed TTS services such as Google TTS and

Amazon Polly.

Although some of these datasets are useful for comparing the performance of dif-

ferent models, there is a significant drawback: they only contain English audio data.
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As a result, in order to continue our research, we found necessary to create a dataset in

the PT-PT language, as there is currently none available in the market. To accomplish

this, we followed a similar approach as in [15], which is described in the next section.

2.3 Dataset creation

For the creation of our synthetic speech dataset, we looked for both PT-PT datasets

as well as the latest speech synthesis methodologies. First, the datasets in Table 2.2,

were selected and incorporated into the genuine dataset part. After this selection, we

obtained only the Portuguese audios portion from each dataset, except for NOS So-

taques, since it exclusively consists of Portuguese audios.

Table 2.2: Genuine speech datasets

Dataset Description

Voxforge [46] This open speech dataset has a large collection of audio recordings

and corresponding transcriptions in several languages, and is used

primarily for speech recognition.

Mozilla Com-

mon Voice [47]

This corpus shares similarities with Voxforge in that it’s driven by

community efforts and encompasses multiple languages. However, it

differs from it in that it has a more sustainable data collection pipeline

and a data validation step in place.

Multilingual Lib-

rispeech (MLS)

[48]

This multilanguage dataset is built upon the English-only librispeech

dataset [49], in order to encompass different languages that are often

low-scale or scattered around different places, and rarely available,

making use of LibriVox audiobook data [50], which is largely derived

from the public domain texts of Project Gutenberg [51].

Continued on next page
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Table 2.2 – Continued from previous page

Datasets Description

Europarl-ST [52] This dataset provides coverage for 9 European languages, including

Portuguese, and is similar to VoxPopuli [53] in that it’s based on Eu-

ropean Parliament events. Specifically, it features debates that took

place between 2008 and 2012. Although it was originally designed

for speech-to-text translation tasks, the paired audio and text sam-

ples make it a valuable resource for speech synthesis applications.

NOS Sotaques This proprietary dataset provided by NOS has Portuguese audios

with a variety of accents from north to the south of Continental Por-

tugal and even the archipelago of Azores.

For the Mozilla Common Voice dataset (version 16.1), we created a script that scans

through the tsv data files to fetch the audios and transcripts corresponding to certain

keywords in the accents’ column such as Portugal, because we don’t want the Brazilian

accent. This process reduced significantly the number of audios resulting in a total of

1700 clips in mp3 format.

The Voxforge dataset went through a similar process but on the web interface. We

searched for Portugal keyword resulting in a total of 18 datasets. Then, because the

audios in each dataset didn’t have a validation step as in Mozilla dataset, what we did

was to apply a pipeline of noise reduction, because it was noticeable after listening

to the audios a mouse click to stop its recording as well as some background noise in

most audios. To accomplish this, we utilized the UVR5 interface [54], which leverages

state-of-the-art source separation models to extract vocals from audio files. Specifically,

we employed the UVR-DeNoise model from the VR architecture, with an aggression

setting configured to 5. This particular setting fine-tunes the intensity of the software’s

vocal extraction process from an audio track. Increasing the aggression beyond 5 is

reported to produce a muddied sound quality, as it can lead to a degradation of the

overall audio clarity. This conservative approach aimed to mitigate potential biases
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towards classifying the audio as synthetic. While this method successfully attenuated

some background noise, we observed residual noise artifacts within periods of silence.

To address this, we took an additional step and employed the pyannote voice activity

detection (VAD) model to identify and exclude speech-inactive segments. This pro-

cess was automated using the pyannote API, and the resulting text was formatted in

the rttm format, providing information on the speech duration and speaker labels. We

further converted this data into a pandas dataframe format for convenient manipu-

lation and subsequently generated the audio using the pydub library in python. In

certain cases, we also utilized the audacity tool to further refine the audio files and

eliminate any remaining artifacts. This comprehensive process yielded a total of 182

paired audio-text wav files.

Regarding the Europarl-ST Portuguese dataset part, all the clips were European

Portuguese so there was no need to apply any filters. However, there was a real need

to shorten the audios since they had a duration of 1 minute or more. So, for this, we

relied on two files found on the dataset, one with the transcripts and another with the

audio filenames as well as the timestamps of the segments. Then with a script, we took

that information and again generated the audio-text files which resulted in a total of

8950.

With this complete, what we did next was to generate a single tsv file that possessed

all this information to then generate the audios using a TTS or STS service. Since a

total of 10832 sentences seemed good enough, next we tried to ensure diversity in the

dataset, meaning that we tried to gather a greater variety of recording conditions and

accents as well as more voices from all genders to ensure that the model doesn’t classify

based on a specific feature [55]. And so, for that, we dived into the MLS and NOS

Sotaques datasets. For the MLS dataset a total of 15 datasets in European Portuguese

were found, corresponding to 10 voices in a total of 233 audio files of 10-20 seconds,

while the NOS Sotaques has a total of 97 audios with durations that goes up to around

1 minute. In both cases, since there was no need for more transcripts we freely applied

a pipeline using VAD in order to get a higher number of audio clips of shorter length,
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which led to a total of 149 audios for NOS sotaques and 503 for MLS.

After finishing this, there was one final step remaining - normalizing the dataset.

To accomplish this, we converted all audio files to the wav format. Subsequently, we

downsampled the audio files to a sample rate of 16kHz, and finally converted them to

mono format.

Now, for the fake/synthetic part of the dataset, the chosen speech-to-speech and

text-to-speech services to generate the utterances are depicted in Table 2.3.

Table 2.3: Synthetic speech services

Service Number

of used

voices

Description

Retrieval based

Voice Conver-

sion WebUI

(RVC) [56]

3 The RVC is a voice conversion, easy to use service. It pro-

vides a simple web interface with the latest voice extraction

algorithms such as RMVPE [57], that allows the use of multi-

ple pre-trained voice models. It produces good audios, how-

ever it is really dependent in the original ones, meaning that

if the input audio doesn’t have a good quality the output

won’t be as good as otherwise.

ElevenLabs TTS

[58]

3 This service holds a multilanguage model called Eleven Mul-

tilingual v2, that allows currently the generation of speech

for more than 29 languages. It also produces realistic voices

and permits a great diversity of accents namely European

Portuguese. Nonetheless, our experience revealed certain

limitations. These include restrictions on the number of char-

acters permitted per month for generation and occasional

occurrences of audio produced in different idioms such as

Brazilian Portuguese and Spanish, despite training the voice

on PT-PT data.

Continued on next page
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Table 2.3 – Continued from previous page

Service Number

of used

voices

Description

Google Cloud

TTS [59]

4 The Google Cloud TTS is a tool that possesses support for

various language. More importantly, it allows the use of pre-

trained European Portuguese voices. For our use case, we

used two voices from the standard service (C and D), which

resorts to traditional TTS technology based on concatenative

synthesis and parametric synthesis, and two voices from the

wavenet service (A and B), which employ a deep neural net-

work that directly modifies the raw audio waveform [60, 61].

Although being widely known, the results are nowhere near

realistic audios produced from services such as ElevenLabs.

For starters, we decided to take a similar approach as in [15]. So we selected out

of the 10832 sentences transcript only 1250 sentences in total wasting a total of 25028

characters per voice or more due to some parameter tuning that might be required,

if we are not satisfied with the final result. This choice was made in ascending order

of number of characters (we picked the first 1250 sentences), to somehow avoid the

100000 characters limitation imposed by elevenlabs and at the same time leave room

for error because each generation wastes characters.

After this step, starting with ElevenLabs, we modified the python script found

in [62]. First, it was defined the API key. Then we picked and trained three voices:

one that we created using 20 seconds long clips from one random person in the MLS

dataset; another that we trained with clips ranging from 1 to 4 minutes long from the

Europarl-ST; the last one, had been created by NOS for the purpose of replicating the

voice of one Portuguese celebrity (Pedro Abrunhosa) but turned out to have a decent

performance so we sticked with it. After this, we made a call to its API to finally gener-
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ate the audios using these trained voices and the tsv file containing the 1250 sentences.

In total, we obtained 3750 utterances.

To utilize the Google Cloud service, we began by installing the Google Cloud SDK

and logging in with our Google Cloud account. This process enabled us to acquire

the essential keys for our Google Cloud project, providing us with access to the text-

to-speech (TTS) functionality. Then, we created a script that using those keys and the

default TTS parameters, generates a wav file for each sentence, similarly to what was

done with elevenlabs. In total we acquired a total of 5000 audios.

For the RVC speech-to-speech service, we followed different steps to accomplish

the synthetic voice:

• We transfered the audio files containing the 1250 sentences to a separate folder,

and using UVR5, we employed an MDX-Net network called Kim Vocal 2 with

additional vocal split mode options. This options involve a VR arquitecture, more

specifically a Karaoke UVR model combined with the option to deverb vocals

from lead vocals only. Additionally, after this process, we manually appended a

flag to the audio file because of the transpose parameter.

• After processing the audios through this pipeline, the next step was to pick some

voices to test this service. Out of the voices we stuck with two [63, 64] used for

converting the human audios, and an additional one [65] to convert the Google

Cloud Wavenet B voice audio to this last voice.

• Next, we set up the RVC. So, we extracted these voice models’ folders containing

a .pth and .index file, to logs directory on RVC project and copied the .pth to

assets/weights.

• With all set, our next step was to create a simple script to convert the voices. So,

with the gradio-client library installed on the python environment and infer-web

script running in the background, we connected to the RVC client and used the

API to convert each audio file taking into acccount that if we detect the flag, it

means that the audio exhibits a high-pitched voice, and the parameters should
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be adjusted accordingly.

At the end, we preprocessed this part of the dataset (16kHz and mono), and we

manually filtered all audios in terms of retaining only PT-PT, because of some issues

regarding the pronunciation of some words that were mainly found on the elevenlabs

voices. This way we ensured that the models are focused on distinguishing between

genuine and synthetic speech, eliminating any possibility of detecting idioms. More-

over, due to the use of different techniques, we ended up with a diversified dataset

that has 4 different types of attacks. One that uses Elevenlabs (A1), another that uses

Google cloud (A2), a third one (A3) which combines both TTS (Google Cloud) and STS

(RVC), and the last that relies solely on RVC (A4). As a result, the final dataset ended

up with 10566 synthetic and 11484 bona fide PT-PT audio files.

2.4 Data augmentation techniques

Data augmentation plays a vital role in enhancing the performance and generalization

capabilities of machine learning models.

The datasets mentioned in Section 2.2, suffer from a lack of generalization ability

when it comes to unseen utterances. This issue arises because each dataset has its own

set of spoofed and bona fide samples, which leads to a degradation in performance

during cross-dataset studies [8, 9, 10], e.g., training on ASVspoof2019 LA subset and

testing on FoR-norm dataset. Hence, selecting an appropriate data augmentation pro-

cedure is crucial.

This degraded performance can be attributed to several factors [8, 9] such as: The

unseen attacks present in some datasets pose greater challenges; The linguistic vari-

ation aspect; and the variability of recording conditions, including background noise

and channel effects across dataset, which involves the audio alterations imposed onto

the speech signal, such as the reverberation from recording environments and com-

pression algorithms [8]. While the first one hardly depends on the dataset, the other

two might be overcome by data augmentation techniques. These techniques aim to in-
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crease the quantity and diversity of the dataset by applying various transformations to

the existing data. These are useful because they generate new training examples that

are variations of the original data, while preserving their labels.

Therefore, from the insights and success of them, in the papers [8, 9], the utilization

of the acoustic simulator [66] could potentially be paradigm changing. This simulator

introduces three types of degradation processes: additive noise, telephone and au-

dio codecs, and device/room impulse responses (IRs). These processes contribute to

the development of a more channel-robust model, preventing overfitting to the lim-

ited channel effects presented in the training set [8]. As an alternative option, in [10],

some "cheap procedures" have been listed including: Gaussian noise addition (GNA),

Signal-to-noise ratio noise addition (SnrNA), time shifting, pitch shifting and time

stretching. Although explicit explanations for their effectiveness in synthetic speech

detection is lacking, these techniques have been reported to yield state-of-the-art per-

formance in audio classification tasks.

2.5 Feature extraction and evaluation metrics

To serve as input for our synthetic speech detection (SSD) models, there are plenty of

interesting hand-crafted features, however most of the works decided to implement

the ones that are the baseline for ASVspoof challenges, in this case, LFCC [16, 8, 9] and

CQCC [16, 10]. Nonetheless, it’s important to note that the selection of these features

does not guarantee optimal performance. Different cases may benefit from alternative

choices, such as [16], which tried both but achieved the best overall performance using

a pre-transform (CQT).

As for evaluation metrics, the primary measure used by most is the Equal Error

Rate (EER), which is a widely used metric for the ASVspoof challenges, determined by

the point at which the false positive rate and false negative rate are equal to each other,

meaning that if the EER is low, the system is making fewer errors in both directions.

Other common metric is the tandem detection cost function (t-DCF) [16, 9], because it

21



2.6. SSD MODELS’ ARCHITECTURES AND TRAINING STRATEGIES

indicates the reliability of the SSD system on ASV. Outside of this ASVspoof context,

the accuracy [15], which provides a measure of overall correctness and area under the

receiver operating characteristic (ROC) curve [10], that indicates how well the model

is capable of distinguishing between classes, may be sufficient for most of the works.

2.6 SSD models’ architectures and training strategies

Several architectures have been introduced to tackle the ASVspoof challenge. Each

comes with its own set of advantages and disadvantages. Some try to propose inno-

vative solutions at the architectural level [16], while others focus on optimizing loss

functions and employing data augmentation techniques [16, 8].

A common trend among these methodologies is the incorporation of the ResNet

architecture into the models. This preference is due to the beneficial features of residual

blocks, which enable the training of very deep networks by mitigating issues related to

vanishing gradients in deeper layers. Additionally, ResNet simplifies the optimization

process and enhances overall performance through skip connections, which ensure the

smooth flow of information throughout the network and promote the accurate capture

of audio patterns.

Several models exemplifying this trend are:

• The Res-TSSDNet (Figure 2.7), which is an open-source model employing a Time-

domain Synthetic Speech Detection (TSSD) Net with ResNet structure that uses

raw waveforms for synthetic speech detection [5]. Its training scheme involves

the use of the cross-entrophy loss function with mixup regularization [5, 27] to

improve the generalization capability to unseen attacks. The advantage of using

this model is related to its lightweight nature.

• The ResNet-OC (Figure 2.8), that is another open-source architecture. It has an

embedding network composed by the ResNet18 and an attentive pooling layer

designed to learn the speech embeddings [8]. The CM Classifier composed by a

Fully Connected (FC) layer is responsible for classifying the embeddings into two
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categories: spoofing attacks or bona fide (genuine) speech. Its training scheme

involves the use of the OC-Softmax loss function [67].

• Following the work of [8], this Emphasized Channel Attention, Propagation and

Aggregation Time Delay Neural Networks (ECAPA-TDNN), in Figure 2.9, based

on the original TDNN introduces several enhancements, including squeeze-excitation

(SE) blocks, multi-scale Res2Net features, multilayer feature aggregation, and

channel-dependent attentive statistics pooling [9]. In contrast to ResNet-OC, it

leverages Res2Net blocks, which are modified bottleneck blocks from ResNet,

that enable multiple feature scales by dividing feature maps into channel groups

with inter-group connections [16]. The SE module is used to re-scale feature map

channels using global context information, through the use of an adaptive aver-

age pooling layer, in order to improve feature learning [16]. Similarly to ResNet-

OC, it relies on OC-Softmax loss function and the classifier corresponds to a FC

layer.

• TE-ResNet (Figure 2.10), which combines a Transformer Encoder for handling

long-term dependencies and a 34-layer ResNet to compute deep features and cal-

culate the score to decide if the speech is fake. It has the downside of requiring

a lot of resources due to its size (29.3M parameters), however it’s an architecture

worth exploring since it’s the base for some state-of-the-art models such as Chat-

GPT. In its implementation, based on [10], we relied on python 3.7 and essential

libraries like pyTorch. Additionally, we adapted the Transformer [68] to acceler-

ate the model’s construction and followed a similar training approach to [8, 9],

where we first extracted the LFCC features and then fed directly to the model.

Apart from the model architecture and the loss function, normally its chosen the

dataset and a batch size, which typically consists of 64, 32 or 16 samples at 16 kHz.

Then, the number of training epochs is picked along with a learning rate that changes

over time. Finally, regarding the optimizer, most of the authors adopted the Adam [69]

for their experiences, considering it the most robust option compared to others.
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Figure 2.7: Res-TSSDNet Architecture (Reproduced from [5])

Figure 2.8: ResNet-OC Architecture (Adapted from [8])
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Figure 2.9: ECAPA-TDNN Architecture (Adapted from [9])

Figure 2.10: TE-ResNet Architecture (Based on [10])
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2.7 Fusion strategy

To further enhance the performance of speech detection systems, some authors [9, 10],

decided to employ a multi-model fusion strategy. This technique can be found in [10,

70], and it basically involves integrating scores from multiple detectors that utilize

different front-end acoustic features and back-end classifiers, via logistic regression, in

order to obtain a final score, as shown in Figure 2.11.

Figure 2.11: Score-level fusion by logistic regression (Reproduced from [10])

2.8 Fraud model’s architecture

Some cases demonstrate positive applications for cloned voices, such as the cinema

industry utilizing synthetic voices for voiceovers in films and animations. However, it

is crucial to acknowledge that not all of them are harmless, as individuals may exploit

them for deceptive purposes. Consider a scenario where someone receives an audio

message. Typically, a SSD would be employed to identify if the audio is a cloned voice.

If the detector successfully detects a synthetic voice, people can be made aware of this

fact. However, there is always a possibility that the detector may fail to recognize

synthesized speech. In such instances, particularly if fraudulent content is involved, it

poses a significant security risk.

Recent scams such as in [71], can further illustrate this issue. By combining audio

with video the effectiveness of this particular scheme was notorious, affecting thou-

sands of people.

So, to address this concern, we propose a scheme that combines the SSD with the

Broad Learning System (BLS) (Figure 2.12). This way, significant improvements in user
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safety and protection can be made, by leveraging the incremental training strategy

from the BLS that allows to refine the model on new received fraud attempts without

fully retraining it.

Figure 2.12: Broad learning system based on text classification (Based on [11])
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3
Development, methodologies and

validation

The purpose of this chapter is to outline the methodology adopted for the primary

goal of developing a system capable of identify natural and synthetic speech. So, in

the following section, we will describe, and detail the specific decisions made to train

and evaluate the models. Also, decisions regarding the application of statistical tests

and fine-tuning can be found in Subsection 3.1.3 and 3.1.4, respectively.

The code used here is not publicly available, therefore its access can be provided

upon request at https://github.com/Rgsantos12.
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3.1 Methodology

After reviewing the approaches taken by researchers such as [8] and [9], our strategy

involves practical experimentation with each model. Our objective is not only to eval-

uate the models’ capability to distinguish between natural and synthetic voices under

different configurations such as different loss functions, data augmentation procedures

and other relevant factors, but also to gain a deeper understanding of developing a

language-agnostic model. Specifically, how to extend the research done by others, to

PT-PT, with the restriction of having few datasets in that language and few studies

made on multilanguage datasets.

To address these challenges, we made our own SSD PT-PT dataset, as described in

Section 2.3. We trained the models on the ASVspoof2019 LA dataset, with and without

data augmentation, to investigate the language agnosticism between PT-PT and En-

glish and to identify the optimal settings for each model. Also, 6 runs were made for

each experiment to strike a balance between obtaining a sufficient amount of results

for analysis and conclusions, and managing the time required to complete all the runs

from each architecture. These were conducted on both my local machine equipped

with a nvidia rtx 2070 as well as 3 nvidia T4 gpus using predefined seeds to ensure

reproducibility and consistency of results.

In the testing phase, we incorporated other datasets to assess which models gener-

alize better to unseen attacks, choosing also the ASVspoof2015 and FoR-norm datasets

due to their recognition in the research community and their relevance to our objec-

tives. Notably all these datasets were already pre-divided into training, development

and testing sets upon acquisition. Table 3.1 details the number of samples for each one.

Table 3.1: Number of samples on each dataset

Dataset Type Training set

samples

Development

set samples

Evaluation

set samples

ASVspoof2019 LA Genuine 2580 2548 7355

Continued on next page
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Table 3.1 – Continued from previous page

Dataset Type Training set

samples

Development

set samples

Evaluation

set samples

Synthetic 22800 22296 63882

ASVspoof2015 Genuine 3750 3497 9404

Synthetic 12625 49875 184000

FoR-norm Genuine 26941 5400 2264

Synthetic 26927 5398 2370

SSD PT-PT Genuine * * 11484*

Synthetic * * 10566*

* The whole set was used for testing, however when fine-tuning, this dataset was splitted

After deciding which classifier has the best performance in all these datasets through

statistical tests, we then selected the best-of-the-runs models and fine-tuned them to

the PT-PT language.

3.1.1 Preliminary experiments

For this first experiment (Figure 3.1), we opted to start with the Res-TSSDNet, given its

lightweight nature and ease of training. In this initial experiment, equal-duration raw

waveforms were generated from the ASVspoof2019 training set, each sample lasting 6

seconds with a default sampling rate of 16 kHz. The model was then trained with a

batch size of 32 for 100 epochs, employing mixup using the following formula in [5]:

x̃i = λxi + (1− λ)xj, ỹi = λyi + (1− λ)yj, (3.1)

where xi, yi and xj, yj are two randomly selected training pairs, λ∼Beta(α, α) and α=1.

Leading to the final loss function:

CEmixup(z̃, yi, yj) = λCE(z̃, yi) + (1− λ)CE(z̃, yj), (3.2)
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where z̃ contains the softmax probabilities from the mixed samples and CE(·,·) is the

standard cross-entrophy (CE) loss.

Figure 3.1: Scheme for the preliminary experiment

Next, the second model to test was the ResNet-OC. The strategy utilized is the

augmentation (AUG), Figure 2.8. We opted for this approach due to a favorable trade-

off between time cost and performance found in the results in [8]. This strategy uses

the ASVspoof2019 LA dataset and an acoustic simulator to create a channel augmented

dataset accessible from [72]. Within this dataset, all utterances undergo 12 distinct

device/room impulse responses (IRs) for the development set and 10 for the training

set, respectively creating 298128 and 253800 samples. Subsequently, LFCC features

are extracted, resulting in a matrix of 750 frames x 60 coefficients. The model is then

trained with a batch size of 64 for 100 epochs, using the OC-Softmax loss function.

In the case of the ECAPA-TDNN model, we employed the same acoustic simula-

tor to construct the training and development set. However, instead of incorporating

device impulse responses (IRs), we focused solely on the compression codec options,
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which include the Fraunhofer MPEG layer III (MP3) and advanced audio codec (AAC).

This choice aligns with our task, which resembles the ASVspoof 2021 Deepfake task,

where our objective is to detect the authenticity of audio rather than confirming the

speaker’s identity [14]. For this first trial, we opted to exclusively utilize the 6 options

out of the 24 compression codecs in total without the use of 12 device IRs after the com-

pression codecs, contrary to the paper’s recommendation [9]. This choice allows us to

explore how the models react when using the IRs (on Resnet-OC) and compression

codecs separately. The LFCC features were then extracted with the same configuration

and then we trained the ECAPA-3 model from [9] with OC-Softmax loss for 100 epochs

with a batch size of 64.

These three open-source models proved helpful, providing flexibility for customiza-

tion. Studying their designs served as a guide in creating the model, especially when

the source code for TE-ResNet was unavailable. In our implementation (explained in

Section 2.6), the training scheme is similar to the previous two models. LFCC features

were extracted from the ASVspoof2019 LA training set, resulting in a matrix of 63x60

coefficients. Cross-entropy with a batch size of 32 and 100 epochs was then used to

obtain the trained model.

Given these architectures, the model from each one with the best validation perfor-

mance or lowest Equal Error Rate (EER) in the case of the Res-TSSDNet on the respec-

tive development set was then chosen for testing.

3.1.2 Further investigation

From the preliminary experiments, some insights that will be explained in Section 4.1

were obtained about some combinations that might work best for the models:

• As a starting point, we decided to go with the cross entrophy using mixup regu-

larization as the loss function. This, because Res-TSSDNet showed a really good

cross dataset performance for ASVspoof2019 and 2015. Next, we went with the

same compression dataset used in the ECAPA model, expecting that by joining

the best of the two worlds, we could elevate the performance of all models.
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• Another modification, has to do with the number of frames extracted using LFCC

for the TE-ResNet. Since we want specifically to improve this models’ perfor-

mance, we were able to increase the 63x60 matrix to 126x60 in order to let the

model learn more frames and potentially improve its predictive performance.

• Last but not least, the introduction of early stopping and of a fixed batch size

at 16 samples. This way it prevents the model from overfitting and at the same

time save computational resources. Moreover, fixing the batch size for all models

granted a better control on GPU memory usage.

The overall scheme for this second experiment is represented in Figure 3.2.

Figure 3.2: Scheme for the second experiment
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For the third experiment given the new insights that will be detailed in Section 4.2,

few changes were made to the overall methodology:

• Regarding the augmented dataset, we have added a second pipeline which in-

volves the use of IRs devices [9] that is said to improve the classification of bona

fide trials [8]. So, in a list of 12 IRs device, we randomly selected one for each of

the audio files from the compression augmented dataset.

• Both ECAPA and ResNet-OC models with mixup, had trouble to generalize to

attacks that it wasn’t trained on. Due to this, we went back from using mixup

to OC-Softmax loss function on these two specific models. We also kept Res-

TSSDNet and TE-ResNet with mixup, in the hopes that with this new augmented

dataset we can drastically improve its performance. Later, it was added TE-

ResNet with OC-Softmax as well, to see if there is other factors influencing its

performance or if the problem was related to the loss function.

In this final experiment, we used the empirically found optimal factors for each

model architecture. Therefore, after obtaining the results for each used metric, it was

time to proceed with selecting the best overall model.

3.1.3 Statistical analysis

For selecting the best classifier, we applied a series of statistical tests. These tests, which

are commonly incorporated into the evaluation of algorithms, are used to determine

which algorithm is better than another [12].

Statistical tests are divided in two groups: parametric and non-parametric tests,

and their usage depends on the problem conditions [12]. Parametric tests are the most

common techniques in computer science, but they are based on several assumptions/-

conditions that must be fulfilled to use them:

• First, independence, that is two events are independent if the occurrence of one

of them does not modify the probability of the occurrence of the other one.
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• Normality, which is achieved when a collected data follows a normal distribution

with mean µ and variance ρ.

• Homoscedasticity, i.e., equal variance for distributions in analysis.

The scheme in Figure 3.3, was used for this evaluation process. We first defined the

confidence level of 95%, and the groups, which were the average of runs for both speci-

ficity and sensitivity in all datasets. Then, we checked for normality using Shapiro-

Wilk test and homoscedacity with the median version of Levene’s test.

After finding out whether these conditions were met, we applied either a paramet-

ric test (ANOVA) or non-parametric test such as Friedman [12]. We then proceeded

for the post-hoc test [73] and finally, it was selected the best classifier according to the

ranking value.

Figure 3.3: Process of selecting the best classifier (Based on [12])

3.1.4 Optimization and fine-tuning

After finding the best classifiers, it was chosen the best models of those classifiers,

based on the average specificity and sensitivity on the English datasets. We then split
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the PT-PT dataset into training, testing, development as shown in Table 3.2. To accom-

plish this we first divided the set composed by genuine, A1 and A2 attack samples,

giving 70% for training and development and 30% for testing. Then, we further split

these same attacks leaving 75% and 25% for the training and development set respec-

tively. Lastly, we joined the 30% from the genuine, A1 and A2 testing set with what

was left to complete it, namely the A2, A3 and A4.

Table 3.2: Divison of SSD PT-PT dataset

Subset Number of utterances Service

Train Dev Test

Genuine 6028 2010 3446 None

A1 957 319 547 ElevenLabs

A2 2625 875 1500 GCloud

A3 0 0 1249 GCloud+RVC

A4 0 0 2494 RVC

After this, we trained our top-performer models for 2 epochs, using the train and

dev subset of the SSD PT-PT. This was done to complete our major goal of having

a model capable of distinguishing in both PT-PT dataset and English-based datasets.

Finally, we tested on all datasets to see how it would react to all unseen attacks.
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4
Experimental results

The purpose of this chapter is to present a comprehensive analysis of the outcomes

obtained from the experimental setup detailed in Chapter 3. By examining both the

performance with respect to some metrics and the findings of the conducted exper-

iments, this chapter aims to provide valuable insights and pave the way for further

discussion.

For the evaluation stage, metrics such as accuracy were computed based on the

confusion matrix obtained from scikit-learn. Figure 4.1 illustrates the resulting matrix.

Here, true positives (TP) and true negatives (TN) represent the count of correctly clas-

sified samples as synthetic and as human/bona fide, respectively, while false positives

(FP) is the number of instances where human samples are misclassified as synthetic,

and false negatives (FN) the number of samples where synthetic samples are misclas-
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sified as human [13, 74].

Figure 4.1: Confusion matrix (Reproduced from [13])

With that said, the chosen metrics for evaluation are the following:

• The EER measures the trade-off between security and usability, so a lower EER, in

this case, indicates a more reliable SSD [75]. It’s defined by the following formula

[76]:

EER =
FAR + FRR

2
, (4.1)

where

FAR =
FP
H

, (4.2)

and

FRR =
FN
S

. (4.3)

Here, H correpond to the number of the human instances, S is the number of

all synthetic instances respectively. Also, false acceptance rate (FAR) and false

rejection rate (FRR) are scalars that minimize abs(FAR - FRR).

• The accuracy measures the proportion of correct predictions among all predic-

tions made by the model. The formula is:

Accuracy =
TP + TN

TP + TN + FP + FN
. (4.4)
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• The specificity and sensitivity (also known as recall) is computed to obtain a more

reliable score given that most datasets are unbalanced. Sensitivity measures the

proportion of true positive predictions among all actual positive instances in the

dataset, while specificity does the same for true negatives among all actual nega-

tive instances [77]:

Speci f icity =
TN

TN + FP
, (4.5)

Sensitivity =
TP

TP + FN
. (4.6)

4.1 Preliminary results

For these first experiments, after training and retrieving the models, we then tested

with no predetermined order for the testing sequence. Regarding the hyperparameters

crucial to the training and evaluation of these models, these were chosen based on the

specifications outlined in the respective papers corresponding to each model described

in the prior Section 3.1.1.

Figure 4.2: Preliminary experiment - ASVspoof2019 LA evaluation set
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Figure 4.3: Preliminary experiment - ASVspoof2015 evaluation set

Figure 4.4: Preliminary experiment - FoR-norm evaluation set
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Figure 4.5: Preliminary experiment - SSD PT-PT evaluation set

Starting off and according to the conditions detailed in Subsection 3.1.1, the results

obtained from each model can be found in Figures 4.2, 4.3, 4.4 and 4.5.

Looking at Figures 4.2 and 4.3, Res-TSSDNet seems to perform best in ASVspoof2015

and 2019 but showed worst performance in FoR-norm and SSD PT-PT datasets. This

discrepancy is likely attributed to the differing characteristics of samples [44, 55]. Since

the Res-TSSDNet was exclusively trained on ASVspoof2019 without any data augmen-

tation techniques, apart from mixup which was employed to aid the generalization

process [78], the model appears to have overfit [79] to the ASVspoof2019 LA data com-

plicating the task of detecting synthetic samples effectively for the other datasets.

Regarding the ResNet-OC, unlike the previous model (Res-TSSDNet), it has demon-

strated a lot of variability, sometimes classifying only the bona fide samples well and

other times the opposite, as we can see in the columns denoted by TN and TP from

Tables 4.1, 4.2, 4.3 and 4.4 where we have values, e.g, ranging from 20 to 7355 and

0 to 59754 in the ASVspoof2019 LA evaluation set. This inconsistency show that the

ResNet-OC model might not be as robust as the others. Also, and as suggested in

[8], the channel-augmented dataset showed some evidence that it might help in the
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classification on bona fide trials, given the specificity results on all datasets.

Table 4.1: ResNet-OC results for the ASVspoof2019 LA evaluation set

TN FP TP FN

Run 1 498 6857 27495 36387

Run 2 7150 205 59754 4128

Run 3 7329 26 53947 9935

Run 4 20 7335 9766 54116

Run 5 7355 0 0 63882

Run 6 7328 27 55539 8343

Table 4.2: ResNet-OC results for the ASVspoof2015 evaluation set

TN FP TP FN

Run 1 329 9075 85221 98779

Run 2 9380 24 105043 78957

Run 3 9399 5 65381 118619

Run 4 5 9399 82455 101545

Run 5 9404 0 0 184000

Run 6 9399 5 85440 98560

Table 4.3: ResNet-OC results for the FoR-norm evaluation set

TN FP TP FN

Run 1 10 2254 2219 151

Run 2 0 2264 2370 0

Run 3 233 2031 1938 432

Run 4 2246 18 22 2348

Run 5 2264 0 0 2370

Run 6 0 2264 2370 0
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Table 4.4: ResNet-OC results for the SSD PT-PT evaluation set

TN FP TP FN

Run 1 1427 10057 4560 6006

Run 2 987 10497 10563 3

Run 3 7335 4149 9347 1219

Run 4 9451 2033 49 10517

Run 5 11484 0 0 10566

Run 6 2027 9457 10375 191

Moving on to the ECAPA-TDNN, it seems that most synthetic samples were incor-

rectly classified, when compared to the other models for both ASVspoof 2015 and LA

2019 evaluation set, as we can see by the median value in the sensitivity metric plot

(Figures 4.2 and 4.3). This is likely attributed to the fact that we have added some

modified samples using compression techniques. Nevertheless, it seems that this par-

ticular data augmentation process might have a positive impact given the fact that this

model outperforms the others in discriminating both spoofed (TP) and bona fide (TN)

samples for FoR-norm and SSD PT-PT datasets. This is evident from the Tables 4.5 and

4.6 when comparing to ResNet-OC, as well as from the Figures 4.4 and 4.5.

Table 4.5: ECAPA-TDNN results for the FoR-norm evaluation set

TN FP TP FN

Run 1 840 1424 1403 967

Run 2 2052 212 397 1973

Run 3 730 1534 672 1698

Run 4 1940 324 585 1785

Run 5 2190 74 98 2272

Run 6 1348 916 355 2015
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Table 4.6: ECAPA-TDNN results for the SSD PT-PT evaluation set

TN FP TP FN

Run 1 10820 664 5934 4632

Run 2 11373 111 696 9870

Run 3 2961 8523 8101 2465

Run 4 11345 139 1832 8734

Run 5 11135 349 1463 9103

Run 6 10761 723 322 10244

Finally, regarding the TE-ResNet model, we can see that the EER is too high overall

across all box plots (Figures 4.2, 4.3, 4.4 and 4.5). This might be related to the number

of frames in LFCC, because to end up with a fixed length of only 63 frames, most of

the samples were trimmed, leading to a faster model training in exchange of a greater

performance. Despite this and looking at the rest of the metrics, it seems that the

performance was really similar to the Res-TSSDNet in terms of the accuracy across all

datasets. Given that only cross-entropy was employed, maybe with mixup, it can get

a little better due to mixup’s capability to generalize and create samples.

So, in summary, two major observations can be taken from this experiment:

1. The selection of the loss function is crucial. While OC-Softmax demonstrated rea-

sonable performance for both Resnet-OC and ECAPA-TDNN, the mixup could

potentially yield better results. This is attributed to its capability to generate a

larger number of samples, which is particularly advantageous given the higher

prevalence of spoofed samples compared to bona fide ones in the original dataset.

2. The choice of the data augmentation procedure is also important. Since the per-

formance of the ECAPA on all datasets wasn’t the best, we propose to instead of

using separately, the compression codecs or the IRs, the use of a pipeline com-

posed by both, similar to what was done in [9], to remove the dataset’s bias and

consequently improve its generalization ability towards unseen utterances.
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4.2 Additional results

In this section, we present the results for the remaining experiments, separating them

from the preliminary tests aimed at understanding the performance of various models

under different conditions. Our objective here is to apply the knowledge acquired from

the previous Section 4.1, identify the optimal conditions for each model and determine

which model performed best overall across these diverse datasets. Also, finding if its

possible to have a language agnostic model is one of our priorities too.

For the second experiment (Figures 4.6, 4.7, 4.8 and 4.9), we tried to study and

confirm the impact of the mixup loss function as well as of the data augmentation

technique (compression codecs).

Figure 4.6: Second experiment - ASVspoof2019 LA evaluation set
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Figure 4.7: Second experiment - ASVspoof2015 evaluation set

Figure 4.8: Second experiment - FoR-norm evaluation set
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Figure 4.9: Second experiment - SSD PT-PT evaluation set

From these figures, we can see that using mixup, ECAPA and ResNet18-OC are

prone to overfitting, because while both have an amazing performance on ASVspoof2019

and 2015, on the other datasets, they lack on specificity and thus accuracy as well.

For the Res-TSSDNet some improvements can be visible on the specificity particularly

for the FoR-norm dataset, meaning that more bona fide samples are being classified

correctly. Therefore, it seems that using this particular data augmentation procedure

might help a little in the generalization process. For the TE-ResNet, using more frames,

a different loss function and the data augmentation technique seem to not have im-

pacted its performance.

In the third experiment the obtained results can be found in Figures 4.10, 4.11, 4.12

and 4.13. These show that compared to the second experiment, both performances

for ResNet18-OC and ECAPA model on all datasets have improved when replacing

mixup with OC-Softmax. Moreover, by comparing the results of the ECAPA model

to those from the preliminary experiments, it becomes apparent that applying device

IRs in conjunction with compression techniques has further enhanced its performance

on all datasets, given the higher specificity and sensitivity observed, e.g, in the For-
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norm dataset (Figures 4.4, for the preliminary results, and 4.12). For the ResNet-OC

model, this new augmented pipeline seems to have stabilized a little its performance

when compared to the preliminary results. Although no significant improvements

were recorded for the ASVspoof2019 and 2015 datasets, an analysis of both specificity

and sensitivity metrics in Figures 4.4 versus 4.12, suggests an enhanced generaliza-

tion capability as evidenced by the median values. Regarding the remaining mod-

els, there were minimal or no improvements observed across all datasets, preventing

them from reaching the performance levels of the ECAPA and ResNet18 models, as

clearly demonstrated by the figures related to the third experiment. Also, preferring

OC-Softmax over mixup did not result in significant changes for the TE-ResNet model.

Another key observation is that the augmentation procedures did not result in a signif-

icant increase in SSD PT-PT accuracy for any model, maintaining an accuracy level of

around 50%. This suggests that these processes do not impact language characteristics,

indicating that data augmentation alone is not sufficient to achieve a language-agnostic

model. Consequently, fine-tuning the model for the specific language is necessary.

Figure 4.10: Third experiment - ASVspoof2019 LA evaluation set
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Figure 4.11: Third experiment - ASVspoof2015 evaluation set

Figure 4.12: Third experiment - FoR-norm evaluation set
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Figure 4.13: Third experiment - SSD PT-PT evaluation set

Before advancing to the fine-tuning stage, it is essential to determine which classi-

fier performed best in the third experiment since this phase utilized the most effective

techniques observed. For that we relied on the scheme illustrated in the previous Fig-

ure 3.3.

The p-values for Shapiro-Wilk test can be found in Tables 4.7 and 4.8. For specificity,

the p-values were higher than 0.05, indicating that we cannot reject the null hypothesis,

and thus, the data tested for normality. However, when applying the median version of

Levene’s test to check for equal variance, the null hypothesis was rejected since 0.0001

< 0.05. For sensitivity, models such as TE-ResNet using mixup and OC-Softmax had

their null hypotheses rejected, meaning the data is not normally distributed. Given

these conditions, we proceeded with non-parametric tests and used the Friedman test.

The results in Table 4.9, show that the null hypothesis was rejected, meaning that differ-

ences among the classifiers were found for both metrics. Subsequently, we ranked the

classifiers and selected the best performer according to the critical difference diagrams

[80]. These diagrams arrange the average ranks of the classifiers on the x axis in order

to facilitate performance comparisons between them [80]. The group of classifiers that
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could not be deemed as statistically different are linked by a horizontal crossbar [80].

From a specificity perspective, Figure 4.14, it was found that ECAPA ranks sig-

nificantly higher than TE-ResNet using mixup. On the other hand, from a sensitiv-

ity perspective, Figure 4.15, TE-ResNet using mixup ranks significantly higher than

ResNet18-OC. However, this latter conclusion is somewhat misleading. Analysis of

the sensitivity and specificity box plots, particularly in Figures 4.12 and 4.13, reveal

that the two models — TE-ResNet and Res-TSSDNet — act as "dumb" classifiers, only

detecting spoofing samples when attempting to generalize. Given this fact, we dis-

missed these models and focused on the ECAPA and ResNet18 models.

Table 4.7: Shapiro-Wilk’s test p-values for the specificity metric

ResNet18-

OC

ECAPA-TDNN-OC TE-ResNet-

mixup

ResTSSDNet-

mixup

TE-ResNet-

OC

0.4957 0.0971 0.2489 0.1915 0.6004

Table 4.8: Shapiro-Wilk’s test p-values for the sensitivity metric

ResNet18-

OC

ECAPA-TDNN-OC TE-ResNet-

mixup

ResTSSDNet-

mixup

TE-ResNet-

OC

0.2195 0.3826 0.0111 0.5425 0.0117

Table 4.9: Friedman’s test p-values for both metrics

Specificity Sensitivity

0.0056 0.0087

Figure 4.14: Critical difference diagram of average ranks in percentile for specificity
metric
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Figure 4.15: Critical difference diagram of average ranks in percentile for sensitivity
metric

Next, we fine-tuned a model chosen from both classifiers. This selection was made

according to the best average specificity and sensitivity metrics on the three English

datasets only (Figures 4.16 and 4.17), because the prior performance on the Portuguese

dataset would be improved in any case. So, for the ResNet-OC we selected the model

from the first run while for the ECAPA, we chose the model from the second run.

Figure 4.16: ResNet18-OC models

Figure 4.17: ECAPA-OC models
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After conducting the fine-tuning process, as detailed in the previous Subsection

3.1.4, we selected the best model from the 2 epochs. The results are presented in Tables

4.10, 4.11, 4.12, and 4.13. These tables display the metrics for the models both before

and after fine-tuning (ft), and evaluated on the split PT-PT test set (test) as well as the

entire dataset without splitting (all).

Table 4.10: Accuracy of the fine-tuned SSD

Subset Evaluation datasets

ASV2019

LA

ASV2015 FoR SSD PT-PT

(all)

SSD PT-PT

(test)

ECAPA 41.6% 55.6% 73.1% 28.5% 24.2%

ft-ECAPA 72.6% 73.1% 74% 90.9% 79.7%

ResNet18 80.8% 89.1% 62.9% 42.7% 42.9%

ft-ResNet18 75.1% 55.7% 62.8% 89.6% 77.2%

Table 4.11: Specificity of the fine-tuned SSD

Subset Evaluation datasets

ASV2019

LA

ASV2015 FoR SSD PT-PT

(all)

SSD PT-PT

(test)

ECAPA 99.9% 98.2% 54.5% 33.7% 32.8%

ft-ECAPA 99.9% 97.8% 56.9% 98.6% 98.6%

ResNet18 98.0% 71.3% 72.7% 35.3% 33.7%

ft-ResNet18 98.5% 96.9% 43.6% 98.3% 98.1%
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4.2. ADDITIONAL RESULTS

Table 4.12: Sensitivity of the fine-tuned SSD

Subset Evaluation datasets

ASV2019

LA

ASV2015 FoR SSD PT-PT

(all)

SSD PT-PT

(test)

ECAPA 34.9% 53.4% 90.8% 22.9% 19.1%

ft-ECAPA 69.5% 71.9% 90.4% 82.5% 68.5%

ResNet18 78.8% 90.0% 53.5% 50.6% 50.0%

ft-ResNet18 72.5% 53.6% 81.1% 92.8% 86.8%

Table 4.13: EER of the fine-tuned SSD

Subset Evaluation datasets

ASV2019

LA

ASV2015 FoR SSD PT-PT

(all)

SSD PT-PT

(test)

ECAPA 3.64% 14.7% 45.8% 46.5% 41.4%

ft-ECAPA 14.5% 19.9% 36.6% 6.4% 9.9%

ResNet18 4.64% 15.1% 40.1% 40.9% 40.1%

ft-ResNet18 17.1% 22% 33% 2.7% 3.5%

Overall, the results in Tables 4.10 to 4.13, for the fine-tuned version of the models

suggest that it is feasible to develop a model capable of distinguishing between En-

glish and Portuguese language attacks. By decreasing the learning rate from 0.0005

to 0.0001 in the fine-tuning process, the ECAPA appears to enhance the overall accu-

racy, e.g., on the ASVspoof2015 dataset there has been an increase of 17.5% between

the two versions of the same model (Table 4.10), consequently also gaining significant

improvements for the specificity and sensitivity, as it is possible to verify in Tables 4.11

and 4.12. On the other hand, the ResNet18 seems to have only improved in terms

of accuracy for the PT-PT dataset when compared to the non-fine-tuned version of it

(Figure 4.10). This can possibly be attributed to the architecture itself, more specifically,

the fact that this model is less complex with less parameters, and consequently with
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4.3. DISCUSSION

less capability to learn. Also the EER decreased overall across all datasets (Table 4.13),

meaning that both models are making fewer errors while classifying.

4.3 Discussion

Despite encountering some challenges that could have directly impacted the results

section, such as the scarcity of datasets in PT-PT — with most available datasets being

in English or Brazilian Portuguese — this study overcame those obstacles and uncov-

ered significant findings.

The two best models, ResNet18-OC and ECAPA, delivered good performances on

both English and PT-PT language datasets, suggesting the potential for a language-

agnostic approach. Further studies are required to test this premise in other languages.

Also, the preference between the two fine-tuned models is in favor to the ECAPA

which accomplished an accuracy of over 70% in all evaluation datasets.

Another observation has to do with the PT-PT dataset. Given the limited avail-

ability of reliable and high-quality TTS and STS services for PT-PT, only four types of

attacks could be obtained. To improve the models’ performance and prepare for other

unseen attacks, it is crucial to acquire more samples in this language.

Regarding the developed model (TE-ResNet), its performance did not meet our

expectations. Despite various attempts to enhance its architecture, including adding

more features, experimenting with different loss functions, and employing data aug-

mentation techniques, the model still fell short. This suggests that further optimiza-

tions might be necessary to match the performance of other models. Moreover, based

on our findings, replacing the ResNet34 blocks with ResNet18 blocks could potentially

enhance the model’s performance.
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5
Conclusions and future work

In this thesis, we addressed the main problem of developing a synthetic speech detec-

tor for the PT-PT and English language. By employing state-of-the-art models such as

the ECAPA-TDNN and by developing a promising model (TE-ResNet), we were able

to gather valuable insights regarding the optimal combination of parameters to achieve

the best performance. Also, some important milestones were achieved. Through the

use of the acoustic simulator, we could apply compression codecs and IRs devices to

improve the robustness over channel variability, mitigating this way the performance

degradation and therefore reaching a good performance across all English datasets.

However, applying this same data augmentation technique didn’t seem to improve the

performance in the SSD PT-PT dataset with accuracy remaining around 50%. There-

fore, we incorporated the fine-tunning process for both ECAPA-TDNN and ResNet18-
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OC, to be able to significantly improve performance for the SSD PT-PT dataset, achiev-

ing and maintaining an accuracy of over 70% for the English datasets. In contrast to

this, the developed model (TE-ResNet) fell short of its performance, indicating a need

for further optimization.

In the future, to fully test the language-agnosticism hypothesis, it is necessary to

explore datasets in other languages for the task of SSD. Also, efforts will concentrate

on feature selection and hyperparameter tuning to further enhance the models’ per-

formance. Additionally, a recent study [81], suggests that relying solely on ReLU may

not yield the best results. Therefore, plans for the next phase of research include mod-

ifying these classifiers to incorporate multiple activation functions. Also, continuous

learning approaches have been gaining popularity [82], therefore experimenting with

these new frameworks might also help to improve our results.

Ultimately, our major goal for the future is to implement the fraud detection model

detailed in Section 2.8, to create a comprehensive and robust framework capable of

defending against various fraudulent attempts, thereby enhancing user safety.
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