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Featured Application: This paper reviews EV charging challenges and existing monitor-
ing methods to pinpoint key gaps. From our review, we propose a practical monitoring
framework that leverages IoT sensors, edge computing, and cloud services for real-time
oversight, predictive maintenance, and responsive analysis of user behavior.

Abstract: The growing adoption of electric vehicles (EVs) presents new challenges for
managing parking infrastructure, particularly concerning charging station utilization and
user behavior patterns. This review examines the current state-of-the-art in intelligent
monitoring systems for EV charging stations in parking facilities. We specifically focus on
two key inefficiencies: vehicles occupying charging spots beyond the optimal fast-charging
range (80% state-of-charge) and remaining connected even after reaching full capacity
(100%). We analyze the theoretical and practical foundations of these systems, summarizing
existing research on intelligent monitoring architectures and commercial implementations.
Building on this analysis, we also propose a novel monitoring framework that integrates
Internet of things (IoT) sensors, edge computing, and cloud services to enable real-time
monitoring, predictive maintenance, and adaptive control. This framework addresses
both the technical aspects of monitoring systems and the behavioral factors influencing
charging station management. Based on a comparative analysis and simulation studies, we
propose performance benchmarks and outline critical research directions requiring further
experimental validation. The proposed architecture aims to offer a scalable, adaptable, and
secure solution for optimizing EV charging infrastructure utilization while addressing key
research gaps in the field.

Keywords: electric vehicle charging; infrastructure monitoring; smart parking systems;
edge computing; Internet of things; predictive analytics; user behavior analysis; energy
management systems

1. Introduction

The accelerating transition to electric vehicles (EVs) is reshaping urban transportation
infrastructure. As global public charging installations increased by over 40% in 2023 [1],
cities now face unprecedented challenges in managing this rapid expansion. A particularly
critical issue emerges in urban areas, i.e., where 55% of the global population resides [2],
as EVs routinely occupy charging spots well beyond optimal charging periods, especially
during the 80-100% “slow charging phase”, which can extend occupation times three-
fold. This inefficient utilization creates substantial opportunity costs and reduces charging
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point availability during peak hours, significantly impacting both commercial viability and
user experience [3].

While next-generation parking technologies have achieved notable successes, e.g.,
reducing search times by 43% and parking-related congestion by 30% through automated
systems and smart controls [4], the unique challenges of EV charging infrastructure demand
more advanced solutions. Current implementations using Internet of things (IoT) sensors
and artificial intelligence (AI) demonstrate promising approaches for optimizing both
parking efficiency and charging infrastructure utilization [5]. However, these systems often
operate in isolation, lacking the integrated approach necessary for addressing the inherent
complexity of EV charging management.

A fundamental challenge lies in the stochastic nature of user behavior and charging
patterns [6]. Critical variables, including arrival times, battery requirements, and charg-
ing durations, exhibit significant uncertainty [7]. This variability undermines traditional
optimization approaches that assume deterministic behavior, highlighting the need for
more adaptive models capable of responding to the probabilistic nature of user interactions.
Current systems lack the monitoring and control mechanisms needed to effectively manage
these uncertainties while maintaining optimal infrastructure utilization.

This paper addresses these challenges through two primary contributions:

1.  Areview of current EV charging monitoring technologies, evaluating their effective-
ness and limitations. The review analyzes key performance indicators, including
anomaly response times, detection accuracy, and station resource utilization, to iden-
tify potential best practices and areas for improvement.

2. Anarchitectural framework that builds on established technologies while introducing
approaches to system integration and behavioral analysis. This framework combines
distributed processing for fault detection and improved security [8], real-time data
management for high-availability systems [9], and IoT-based monitoring for anomaly
detection in car parks [10] with the goal of achieving improvements in system perfor-
mance and reliability.

This framework reviews existing methodologies and proposes performance bench-
marks to inform future implementations, focusing on system-level architectural patterns
and integration strategies for EV charging monitoring systems. This strategy aims to sup-
port operational capabilities and provide a scalable platform for incorporating emerging
technologies. We explore distributed monitoring architectures using edge computing, IoT
sensors, and cloud services, which may contribute to low response times [11], enhanced de-
tection accuracy [12], improved resource utilization [3], and increased system reliability [9].
The analysis emphasizes broader architectural implications, without focusing on lower-
level implementation details, hardware specifications, installation practices, maintenance
procedures, or specifics of charging algorithms and communication protocols.

To address the identified challenges, this paper offers three primary contributions:
(1) a conceptual monitoring architecture that systematically combines edge computing, IoT
sensors, and cloud services, aiming for improved latency, enhanced anomaly detection accu-
racy, and high system availability; (2) a behavioral analysis framework integrating real-time
monitoring, anomaly detection, and user behavior models to improve operational effi-
ciency and predictive modeling; (3) an advanced fault detection system integrating thermal
analysis, electrical monitoring, and usage pattern analysis to enhance safety and reliability.

The remainder of this paper is structured as follows: Section 2 examines current
implementations of smart parking systems and EV charging management, analyzing their
capabilities and limitations. Section 3 combines these findings to identify technological
gaps and system requirements. Section 4 presents the proposed monitoring framework,
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detailing its layered architecture and core functionalities. The concluding section evaluates
implementation considerations and outlines directions for future research.

2. Related Work

This section reviews three interconnected aspects of EV charging infrastructure: smart
parking systems, EV-specific parking and monitoring solutions, and integration challenges.
The analysis progresses from fundamental parking technologies to specialized EV moni-
toring systems, synthesizing current limitations and opportunities. We begin with a brief
overview of our review methodology.

2.1. Review Methodology and Selection Criteria

This review focused on peer-reviewed journal articles and conference proceedings
published between 2018 and 2024. We searched major academic databases (IEEE Xplore,
ACM Digital Library, and Science Direct) using keywords related to “EV charging mon-
itoring”, “smart charging infrastructure”, “charging station management”, “IoT”, “edge
computing”, and “user behavior analysis”. We prioritized publications focusing on sys-
tem architecture, integration strategies, and implementation challenges with quantifiable
performance metrics. Studies focused solely on charging algorithms or hardware specifica-
tions without system-level considerations were excluded. Quality assessment considered
methodological rigor, clarity of architectural description, validation of proposed solutions,
and relevance to the current technological landscape. Data extraction documented key
aspects of each publication, enabling comparative analysis and identification of common

themes and research gaps.

2.2. Smart Parking

Recent advances in smart parking technologies have focused on improving space man-
agement by using sensor networks and real-time monitoring systems. These innovations
address critical urban challenges: reducing search times, minimizing traffic congestion,
and optimizing space utilization. The evolution of these systems reveals a progression from
simple occupancy detection to complex, Al-driven management solutions.

Early implementations, such as Saraiva and Rodrigues’ computer vision system [13],
demonstrated the feasibility of low-cost solutions by combining Raspberry Pi hardware
with custom image processing algorithms. While effective for basic occupancy detection,
this approach faced challenges with varying lighting conditions and occlusion—issues that
informed later design improvements. Luque-Vega et al. [14] addressed these limitations in
SPIN-V through a multi-sensor approach, integrating distance sensors with visual data to
enhance detection reliability.

Another advancement came from Perkovi¢ et al. [15], who addressed the critical
challenge of power-efficient communication in distributed sensor networks. Their imple-
mentation of LoRa technology achieved reliable data transmission while reducing power
consumption significantly when compared to traditional wireless protocols.

Recent work by Elfaki et al. [5] represents the current state of the art, combining
IoT infrastructure with machine learning for dynamic space allocation. Their system’s
key innovations include real-time demand-based allocation of parking slots, pre-booking
capabilities, and automated occupancy detection. Raj and Shetty’s analysis [16] of smart
parking developments highlights how these technologies are becoming integral to smart
city initiatives, with particular emphasis on their role in reducing urban congestion and
emissions through efficient space utilization.
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2.3. EVs Smart Parking

While traditional smart parking systems provide a foundation for EV infrastructure
management, the unique requirements of electric vehicles demand specialized monitoring
and control capabilities. Key challenges include optimizing charging schedules, managing
peak loads, and integrating with smart grid systems. Recent advances in battery manage-
ment systems, charging protocols, and IoT integration have enabled newer approaches to
these challenges [3,17].

IoT and Real-time Monitoring. The integration of IoT technologies has enabled real-time
monitoring of critical parameters across charging networks. Modern IoT-enabled charging
stations can track not just basic metrics—like occupancy and power consumption—but also
detailed charging profiles, thermal characteristics, and grid conditions. This granular data
collection, combined with edge computing capabilities, allows operators to implement
predictive maintenance strategies that have been shown to reduce downtime in real-world
deployments [18]. Ding et al. [3] implemented an IoT-based system that predicts the ini-
tial state of charge for vehicles entering parking facilities while tracking vehicle locations
and connection durations within the charging infrastructure. Santhoshkumar et al. [19]
developed a PIC microcontroller-based monitoring system for EV charging stations that
enables real-time tracking of voltage, current, and temperature parameters. The system im-
plements configurable current limits and automated safety protocols that trigger protective
relays when measurements exceed defined thresholds. Integration of GSM communication
enables immediate status notifications via SMS when anomalous conditions are detected,
facilitating rapid response to potential safety concerns.

System Architecture and Security. The evolution of EV charging infrastructure has seen
significant architectural innovation. Ashwin Vishnu and Sivraj [20] developed an approach
that tightly integrates vehicle-side systems (like ECU-based battery management) with
infrastructure components through V2I communication. This bidirectional information
flow enables features like dynamic space allocation and predictive charging management.
Jahangir et al. [21] analyze charge manipulation attacks (CMAs) against EV charging infras-
tructure, where malicious actors modify data exchanges during smart charging processes
to manipulate aggregated EV demand patterns. Their analysis demonstrates how CMAs
can bypass existing security protocols in EV communication standards. Through modeling
of market participation in day-ahead and real-time energy trading, they quantify the eco-
nomic impact of CMAs on EV aggregator profitability. To address these vulnerabilities, they
propose an unsupervised deep learning framework that monitors charging parameters to
detect attack signatures.

Charging Optimization. Zhang and Cai [22] addressed the challenge of optimizing
charging schedules in workplace settings. Their dynamic charge scheduling scheme (DCSS)
demonstrated how intelligent load management could reduce peak demand while main-
taining charging effectiveness through careful coordination of grid and solar power sources.
The integration of energy storage systems (ESS) represents another important advancement
in smart charging infrastructure. Mohammadi and Rashidzadeh [23] highlighted how ESS
can serve as a buffer between charging demand and grid capacity, enabling more efficient
power management and grid stabilization. Their implementation of loT-enabled battery
management systems improved the overall charging efficiency while reducing strain on
the local power infrastructure.

Morais [7] developed an energy management framework for EV parking facilities
that optimizes charging allocation based on fairness indices, installed capacity constraints,
and minimal EV-to-infrastructure communication requirements. Their mixed-integer linear
programming approach incorporates multiple contract types (standard, premium, and ex-
tended duration) to enhance billing equity. The system’s performance was evaluated
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against first-come-first-served baseline scheduling through comparative fairness metrics
across charging configurations. Wang and Wu [24] proposed a semi-decentralized real-time
charging scheduling framework that optimizes coordination between individual charging
stations and a central operator. Their methodology employs a chance-constrained model
at the central operator level to estimate aggregate charging demand through rolling opti-
mization at coarse temporal resolution. The framework incorporates a Gaussian mixture
model to characterize uncertainty in arrival and departure demand patterns. Individual
charging stations determine power allocation based on station-specific urgency metrics
and discharge availability, utilizing the centrally computed energy references. The fine-
grained scheduling at each station considers charging dynamics and departure uncertainty
scenarios through a detailed temporal resolution. Empirical validation demonstrates that
the system achieves efficient minute-scale charging optimization for large EV fleets while
maintaining near-optimal revenue performance when key parameters, including urgency
factors, temporal granularity, and discount rates, are properly calibrated.

User Behavior Analysis. Alinejad et al. [6] evaluated profit maximization strategies
for parking lot operators while minimizing costs for EV owners. Their analysis demon-
strates that intelligent parking lot (IPL) design must account for real-world constraints
and the stochastic nature of user behavior. The proposed solutions include implementing
incentive mechanisms for partial charging scenarios, which enable increased charging
throughput while reducing peak-hour grid demand by load shifting to off-peak periods.
Anwar et al. [25] conducted a review of managed EV charging implementations in the
United States, analyzing deployment costs and reported cost-benefit metrics. Their assess-
ment identified key technical and operational gaps in EV-grid integration, highlighting the
value of controlled charging strategies.

Phipps et al. [26] developed an uncertainty quantification framework for personalized
EV charging predictions using probabilistic modeling. Their analysis, which was conducted
on both real-world EV journey data and a semi-synthetic mobility dataset, demonstrated ef-
fective error control even under high-variance conditions typical of real charging scenarios.
The framework’s ability to provide individualized uncertainty bounds can be important for
user-centric smart charging applications. Zhou et al. [27] conducted an empirical analysis
of EV charging patterns in Changshu City, China, developing an integrated database to
examine charging behavior. Their study analyzed charging initiation timing, state-of-charge
transitions, and session durations across charging platforms. Through cluster analysis,
they identified distinct behavioral patterns between plug-in hybrid and battery-electric
vehicle users, with battery-electric vehicles exhibiting five clusters and plug-in hybrids
showing four primary patterns. The analysis revealed varying manifestations of range
anxiety across both user groups, including pre-trip complete charging, destination charging,
and partial charging strategies. Notable differences emerged in high-range anxiety scenar-
ios, with plug-in hybrid users favoring complete charging while battery electric vehicle
users demonstrated route-specific complete charging behavior. The study also identified a
significant preference for overnight complete charging among battery-electric vehicle users.

Grid Integration. Tan et al. [28] proposed a multi-agent simulation architecture for
commercial parking facilities that captures individual EV behavior through autonomous
agents. Their framework implements two primary agent types: a power distribution cen-
ter agent that coordinates solar, storage, and grid resources and a scheduling agent that
optimizes charging patterns considering stochastic departure times. The system employs
a two-stage optimization approach, first implementing priority-based scheduling to en-
sure equitable charging access, followed by genetic algorithm optimization to determine
optimal charging/discharging windows that maximize user benefits. Gharibi et al. [29]
developed a deep neural network framework for 24 h ahead market price prediction,
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validated using the German energy market and Caltech charging session data. Their re-
sults demonstrate significant cost reductions through intelligent price-aware scheduling of
parking lot charging operations.

Martin et al. [30] developed a feeder-level EV detection system utilizing sliding-
window feature extraction and machine learning classification. Their non-intrusive load
monitoring technique enables EV charging detection through analysis of load measure-
ment data, providing an efficient solution suitable for both offline and online deployment.
Adhikary et al. [31] implemented bidirectional communication between EVs and charging
infrastructure through a converter-based system supporting vehicle-to-grid (V2G) and
grid-to-vehicle (G2V) operations. Their implementation incorporates time-based energy
tariffs for G2V charging costs while implementing variable pricing for V2G operations.
The system ensures synchronized voltage levels between the vehicle and the grid during
bidirectional power transfer, enabling reliable grid support capabilities when required.

Harighi et al. [32] developed an aggregated model to quantify the flexibility potential
of multi-station EV parking facilities. Their framework employs stochastic optimization to
predict maximum flexibility margins, enabling EV aggregators to provide intraday grid
services through controlled power absorption variations. The model facilitates distribution
system operators’ requests for charging modifications while maintaining service quality.
Validation tests across parking configurations with varying station counts demonstrated
the model’s effectiveness in handling stochastic arrival and departure patterns, with results
indicating reliable flexibility prediction capabilities.

3. Analysis of Current State and Implications

Analysis of current research reveals several fundamental aspects of EV charging
infrastructure: communication protocols, energy management, and user interfaces. Re-
cent developments demonstrate progress in charging station placement optimization,
distributed energy control systems, and urban EV integration frameworks. While cloud-
based management solutions show quantifiable gains in operational efficiency and charging
optimization, critical aspects like cybersecurity and privacy in networked charging sta-
tions remain only partially addressed [3]. The integration of these systems with future
transportation infrastructure presents additional technical challenges [33].

The literature includes extensive reviews of EV infrastructure, addressing fundamen-
tal technologies and implementation challenges [34], optimization of vehicle routing [35],
strategic infrastructure deployment [36], power consumption forecasting [37], intelligent
parking systems [38,39], charging mechanisms [40,41], and microgrid management ap-
proaches [42]. Recent developments continue to advance these capabilities [43-45].

We identify five key requirements for effective EV charging infrastructure manage-
ment based on the reviewed literature: (i) charging optimization: monitoring systems
must ensure optimal power delivery by implementing condition-based maintenance and
adaptive charging protocols that account for battery characteristics (i.e., real-time battery
characteristic monitoring) and grid conditions [22,46]; (ii) system reliability: redundant
architectures and predictive maintenance algorithms (e.g., fault prediction) are essential to
minimize downtime, enabled by distributed sensor networks and real-time analytics [18];
(iii) thermal monitoring: continuous temperature monitoring of connectors, power elec-
tronics, and cooling systems is required to prevent component degradation and ensure
safety, with thermal anomalies preceding most major failures [19]; (iv) user interaction
optimization: integration between charging status monitoring and behavioral analysis
enables accurate prediction of charging duration and station availability (i.e., predictive
scheduling), increasing user satisfaction [6]; (v) grid integration: real-time communication
between charging infrastructure and grid operators (V2G-enabled systems) is necessary
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to implement load management and prevent network overload, improving power quality
metrics [47]. These requirements emerge from both the technical limitations of current
systems and the practical challenges observed in operational charging networks.

This analysis indicates that effective charging infrastructure management necessitates
integrated monitoring systems capable of simultaneously addressing multiple technical do-
mains. The following section presents a framework for intelligent EV charging monitoring
that implements these requirements through a layered architectural approach.

4. Intelligent EV Charging Monitoring System

This section introduces a conceptual architecture for an intelligent EV charging mon-
itoring system designed to address the infrastructure challenges identified in Section 3.
This framework integrates three core technologies: 10T sensor networks for distributed
data collection [5,48], edge computing for localized analytics [3,49], and cloud-based plat-
forms for system-wide management [6,50]. Figure 1 illustrates the proposed architecture,
and subsequent sections provide further detail. The architecture is designed to enable
multi-domain monitoring, incorporating three conceptual modules: real-time charging
diagnostics, infrastructure utilization modeling, and behavioral pattern analysis [27,51].

The conceptual design includes four functional planes: (i) adaptive parking man-
agement, potentially achievable through probabilistic space allocation [14,15]; (ii) energy
optimization, potentially using theoretical machine learning models [28,46]; (iii) privacy-
preserving interface prototypes [52,53]; (iv) integrated security frameworks. Drawing from
recent studies [3,7,24], the proposal aims to address key requirements for next-generation
systems, including low monitoring latency (aiming for sub-second), hybrid edge-cloud
processing, multi-agent behavior modeling, adaptive control structures, and cryptographic
protection. The architectural design is further supported by simulation-based performance
projections and theoretical validation, as discussed in the following sections.

4.1. System Architecture Overview

The proposed monitoring system uses a layered architecture with three tiers: physical
sensors, edge computing, and cloud services (Figure 1). Each layer has a specific role,
but data flows continuously between them. Physical components collect data, edge com-
puting performs local analysis, and cloud services manage the overall system. This design
allows for both distributed control and centralized management, using standard proto-
cols. Fault-tolerant channels handle inter-layer communication, and security measures
(encryption, authentication, and access control) are implemented at each level.

4.1.1. Physical Layer

The physical layer is the hardware foundation of the system, integrating sensors and
components to collect data from the charging environment. This layer includes intercon-
nected monitoring subsystems that operate simultaneously for complete data collection,
balancing reliability, accuracy, and cost [10].

Smart Charging Stations serve as the primary interface between vehicles and the mon-
itoring system [46,54]. Each station should incorporate high-precision power monitoring
sensors designed to reliably measure EV voltage and current as required by relevant standards
(e.g., Level 3 EV chargers) [17]. Sensors should offer sufficient measurement accuracy and
consistent sampling capabilities to support the system’s monitoring objectives [19]. While a
measurement accuracy of at least £0.5% and a consistent sampling rate of at least one sample
per second is desirable, lower-cost sensors with slightly reduced accuracy (e.g., +1%) can be
considered for cost optimization [19]. The selected charging station models need to prioritize
reliability, adherence to relevant charging standards (e.g., IEC61851 [55], ISO15118 [56], and
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IEC62196 [57]), and ease of maintenance. Each of these should feature built-in power quality
analysis and support bidirectional power flow measurement for energy storage systems (ESS)
and vehicle-to-grid (V2G) applications [31], with integrated temperature compensation ensur-
ing measurement stability across varying environmental conditions. Modular construction
allows for future upgrades (e.g., integration with additional components like solar panels)
and maintenance without requiring extensive system downtime [40].

Local Decision

Making
Edge Computing
Layer
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Anomaly Detection
Environmental
Monitoring
. Local Processing —
Units Vehicle Presence
(LPUs) Detection
Camera-Based
Monitoring
Regional Edge  m—
""""""""""""""" — Servers
Physical Layer (RESs) ——
Electric Vehicle Smart Charging
(EV) 1 Stations
Communication
(4G LTE, WiFi 6, Ethernet, —
Bluetooth)
External Systems Power Grid
User Interface
Consumers API |
(e.g., Payment 1
Gateway)
API Gateway
Cloui Services Analytics and
ayer Machine Learning

Data Storage
(TimescaleDB and
MongoDB)

User Management
and Authentication

Figure 1. System architecture overview of the intelligent EV charging monitoring system. Colors
differentiate layers and their components. Solid lines indicate data flow, while dotted lines represent
component relationships.
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For wvehicle presence detection, a dual-technology approach combining magnetic
field [58,59] and ultrasonic sensors [15,60] is recommended for enhanced reliability. Mag-
netic sensors should reliably detect metallic objects within a practical range and with
a prompt response, while ultrasonic sensors should provide accurate positioning with
frequent updates [5,14]. This combination, suitable to be enhanced by cross-validation
logic, could help ensure reliable detection and minimize false positives while incorporating
anti-tampering mechanisms. The choice of specific sensor technologies should take into
account cost, power consumption, ease of installation, and environmental resilience [51].

The communication capabilities would best be implemented through a multi-protocol
architecture centered on 4G LTE technology with future 5G integration (particularly 5G NR
Sub-6 GHz and mmWave bands) as it becomes cost-effective [61,62]. The system will need
to support standard 4G LTE bands, with built-in redundancy and automatic fallback to 3G
in areas with limited 4G coverage [63]. Additional communication options could include
WiFi 6 compatibility with dual-band support and MIMO capability, secured through WPA3
protocols [53]. A gigabit Ethernet backbone can also provide reliable connectivity for
fixed installations, while Bluetooth 5.0-5.4 facilitates local diagnostics and maintenance
operations [48].

For local processing, we recommend cost-effective, industrial-grade computing units
(e.g., based on ARM Cortex-A architecture with appropriate memory and storage) [64].
These units can run real-time operating systems and incorporate hardware-based en-
cryption for security [52]. System reliability is further ensured through watchdog timer
implementations and uninterruptible power supply backup systems, providing sufficient
runtime under full load [65]. The processing capacity should be enough to handle data from
multiple sensors and charging stations, with scalability achieved through a distributed
processing architecture at the edge computing layer, allowing for load balancing and fault
tolerance [49]. Local processing units perform data aggregation, preprocessing, and pre-
liminary analysis, executing edge Al algorithms and predictive maintenance routines [3].
The architecture should implement standardized interfaces (Modbus, CAN, and MQTT) to
facilitate integration with existing charging infrastructure [66].

Environmental monitoring is accomplished through a sensor array designed to track
essential parameters such as temperature, humidity, and, optionally, air quality (e.g., par-
ticulate matter, volatile organic compounds, and CO2) [19,67]. Environmental sensors are
housed in protective enclosures (e.g., IP66-rated) with appropriate shielding [65]. The sys-
tem is designed for easy installation, maintenance, and expansion, supporting remote
calibration and automatic error reporting [11,18].

An optional Vision Monitoring System can enhance security and provide supplemen-
tary visual analytics. This system should integrate high-resolution IP cameras with wide
dynamic range capabilities, supporting low-light operation and infrared illumination
for continuous monitoring [14]. Computer vision algorithms can enable advanced func-
tionalities, including flame detection [12], automated license plate recognition, vehicle
classification, and occupancy verification [13]. Edge-based privacy-preserving process-
ing minimizes bandwidth requirements while maintaining data protection. The system
interfaces with local processing units for real-time video analysis and event detection,
supporting both local and cloud storage architectures [5]. This vision system remains an
optional component, deployed based on specific site requirements and compliance with
local regulatory frameworks [51].

Environmental protection measures ensure reliable operation in outdoor installations
through a comprehensive, standards-compliant design [40]. We propose a robust design
that includes a wide operating temperature range, ingress protection against dust and water,
and impact resistance. Material protection is achieved through UV-stabilized enclosures,
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corrosion-resistant components, and specialized coatings for harsh environments [65].
Thermal and humidity management systems can be optionally included to maintain optimal
internal conditions [18,31]. Environmental qualification is verified through testing [41].

System integration employs a modular architecture with standardized interfaces that
enable component interoperability and simplified maintenance [63,65]. Key design ele-
ments include hot-swappable modules, rapid servicing capabilities, and diagnostics [11].
The diagnostic framework should implement automated error logging, self-test routines,
and remote monitoring functionality [21]. Component specifications should define ex-
pected operational lifespans and maintenance intervals [18], while the integration strategy
must prioritize system availability and cost-effectiveness [41]. Local diagnostic ports and
remote monitoring capabilities can also enable predictive maintenance [19].

The user interface design should prioritize intuitive operation [3]. This includes incor-
porating high-brightness, high-contrast touchscreens for optimal outdoor visibility [54].
The interface should clearly display charging status information, offer user authentication
options [53], and facilitate payment processing [66]. To enhance usability for all users,
including those with disabilities, accessibility features such as voice guidance and tactile
feedback should be implemented [51]. The interface should support multiple languages
and be customizable to individual user preferences [68]. Design should emphasize easy
navigation, quick access to essential functions, clear visual indicators, and informative error
messages [63]. Remote access and control capabilities, secured with robust authentication
mechanisms, are also necessary to protect user data and privacy [21]. Regular user feed-
back and usability testing are essential to identify areas for improvement and optimize the
user experience [6].

The physical layer components are designed to work in concert, providing a mon-
itoring solution that ensures reliable operation, user-friendly interfaces, and seamless
integration with existing charging infrastructure. The system architecture is designed to
be scalable, flexible, and secure, enabling efficient monitoring and control of EV charging
infrastructure in diverse environments.

4.1.2. Edge Computing Layer

The edge computing layer performs distributed processing and real-time analytics at
charging sites, reducing cloud bandwidth and latency [49,64]. This layer uses a hierarchical
architecture with multiple processing tiers, each specialized for specific tasks and data
management [3,46]. This design prioritizes rapid local decisions through real-time analytics,
anomaly detection, and adaptive data handling while maintaining security and interoper-
ability [52]. These capabilities are essential for autonomous operation and reliability.

Local processing units (LPUs) form the base of the hierarchy, integrated within each
charging station for real-time analytics of raw sensor data streams [19,46]. These units
utilize parallel processing hardware, such as multi-core ARM processors, to concurrently
monitor multiple charging parameters [64,65]. Specifically, current draw, voltage levels,
and power factor are measured with a high resolution (e.g., 100 ms) using sliding window
analysis, which facilitates the rapid detection of charging state transitions and potential
anomalies [3,11]. Adaptive thresholding mechanisms should be implemented to ensure
accuracy across diverse EV models and varying environmental conditions by dynamically
adjusting based on learned patterns and real-time context [18].

Another critical function of the edge layer is anomaly detection, which is designed to
enhance the safety and efficiency of the charging process [3,21]. To identify and classify
deviations from expected charging patterns, a multi-stage filtering approach should be
implemented [69]. This approach can include an initial stage relying on statistical methods
such as Kalman filtering and exponential smoothing, with parameters dynamically ad-
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justed based on historical data and operational context to identify potential anomalies [3].
Subsequently, lightweight neural networks optimized for edge deployment with a small
memory footprint (e.g., under 100 MB) may be used to classify these deviations [46]. These
neural networks should be designed to achieve high detection accuracy for known anomaly
types [43]. The neural network models can be trained using a dataset of charging session
data, incorporating both supervised and unsupervised learning techniques and continuous
online learning to adapt to evolving anomaly patterns [50]. A secure model update system,
allowing for incremental over-the-air updates, could also ensure optimal performance
while minimizing disruption to charging operations [18], and backwards compatibility can
be maintained by allowing local processing units (LPUs) to temporarily operate multiple
model versions.

Efficient data management at the edge layer requires adaptive sampling based on charg-
ing session phases [3,49]. During critical transitions like charge initiation and termination,
the sampling frequency increases to capture detailed behavior patterns, whereas routine
charging phases can employ reduced rates to conserve resources [19]. To optimize data
handling efficiency, the system could use compression algorithms with dynamic ratios,
which are adjusted according to network conditions and storage availability [63].

For autonomous operation and rapid response, LPUs implement Local Decision-Making
through a hybrid system combining rule-based expert systems with fuzzy logic con-
trollers [70,71]. The expert system encodes industry standards and regulatory requirements
into deterministic rules—for example, automatically terminating charging if battery tem-
perature exceeds safety thresholds [17]. Fuzzy logic controllers manage scenarios with
inherent uncertainty, such as optimizing charging rates under variable grid conditions [24].
Membership functions for fuzzy variables derive from empirical data and domain exper-
tise [7]. This architecture enables intelligent local decisions with low response latencies for
critical events while identifying optimization opportunities, such as load balancing across
charging stations [28,32].

Regional edge servers (RESs) form an intermediate hierarchical layer, implementing
distributed data processing and storage for charging station clusters [49,64]. These servers
utilize a distributed database architecture optimized for time-series data [9], designed to
handle high write throughput and maintain low query latencies. The storage infrastructure
employs multi-tiered data management: hot data in DRAM, warm data in solid-state
storage, and automated migration of cold data to long-term storage [50,66]. This ap-
proach optimizes performance-cost efficiency across the data lifecycle. RESs can execute
advanced analytics, including predictive maintenance algorithms, load forecasting mod-
els, and real-time anomaly detection [29], with very low processing latencies for critical
events. The analytics framework leverages distributed computing to optimize charging
infrastructure through continuous monitoring and adaptive control [18,46]. RESs establish
secure communication with LPUs, cloud services, and peer RESs through encryption and
authentication mechanisms that ensure data integrity and confidentiality across the edge
computing infrastructure [52,53].

Network management in the edge layer employs software-defined networking (SDN)
principles to optimize data flow between LPUs and RESs [49,72]. An SDN controller can
dynamically adjust routing paths based on real-time latency measurements and bandwidth
utilization metrics, implementing quality-of-service guarantees for critical data streams
through traffic classification and prioritization [61,62]. For security and privacy, the edge
layer should implement a detailed protection framework. LPUs can integrate hardware
security modules for cryptographic operations and secure key storage; deep packet inspec-
tion engines can help detect and mitigate network-based threats in real-time [21,52]. The
architecture implements a security framework based on zero-trust principles, requiring mu-
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tual authentication and authorization between all system components [73]. Cryptographic
processing overhead is kept minimal to maintain overall system responsiveness [53], with
end-to-end encryption managed through dedicated hardware security modules to ensure
data transmission security [74,75]. System integrity relies on secure boot verification and
code-signing mechanisms that prevent unauthorized firmware modifications [65]. This
access control system combines role-based permissions with granular authorization poli-
cies enforced at edge nodes [52]. Privacy preservation incorporates differential privacy
techniques and data anonymization methods, which maintain analytical utility while pro-
tecting sensitive information [53]. The security framework further includes automated
vulnerability scanning, penetration testing, and secure over-the-air update mechanisms to
ensure continuous system protection and regulatory compliance [21].

The edge layer implements fault tolerance and horizontal scalability through an architec-
ture of redundant processing capabilities and automated failover mechanisms [49,63]. Both
LPUs and RES maintain hot standby capabilities, potentially enabling seamless transition
during hardware failures or excessive load conditions [65]. System resilience is achieved
through a distributed consensus protocol (e.g., Raft or Paxos) that maintains state consis-
tency across redundant nodes [76], with design failsafes to ensure prompt failover and
minimal delays during state synchronization.

Interoperability and standards compliance. The edge layer is expected to implement full
support for multiple industry-standard protocols and interfaces to ensure seamless integra-
tion between diverse EV charging infrastructure and vehicles [17,40]. The system could
support multiple communication protocols, including OCPP (open charge point protocol),
Modbus, MQTT, and OPC UA, along with vehicle interfaces, such as ISO 15118 [61,63].
LPUs could communicate with other edge nodes and cloud services using standardized
RESTful APIs (Representational State Transfer Application Programming Interfaces), en-
abling robust data exchange and synchronization across distributed components [66].
The architecture is designed to be vendor-agnostic and standards-compliant, adhering to
relevant industry specifications for data formats, communication protocols, and security
requirements [41]. This commitment to standards and interoperability would promote
broader adoption while enabling easy integration of new components and services as
the system evolves [48]. LPUs should be modular and extensible by design, supporting
a wide range of charging station models and sensor types through open standards and
protocols [31,68].

4.1.3. Cloud Services Layer

The cloud services layer is proposed to implement the system’s centralized intelligence
through a scalable, multi-tenant architecture designed to process aggregated data from
distributed edge computing nodes [50,77]. Containerized microservices deployed across
geographically distributed data centers would ensure high availability while maintaining
regional data compliance [73]. The cloud infrastructure would also require advanced
storage and processing capabilities to effectively manage diverse data streams and support
complex analytics workloads [66].

For the centralized Data Storage Infrastructure, we propose implementing a hybrid
database architecture that integrates relational and non-relational systems optimized for
high-throughput time-series data management [9]. The architecture could center on a
distributed TimescaleDB cluster as the primary time-series store, leveraging its query opti-
mization capabilities and native temporal data handling [76]. This configuration would
enable efficient querying of historical charging patterns while maintaining sub-second
query performance across multi-year datasets at a petabyte scale [78]. The selection of
TimescaleDB is justified by its proven performance with continuous sensor data streams
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and SQL compliance, facilitating integration with enterprise analytics and reporting frame-
works [63]. The system should aim to achieve consistent low query latencies while sup-
porting subsecond-level temporal resolution, which is essential for the detailed analysis of
charging patterns and infrastructure utilization [79].

For security operations, the system should ideally implement a defense-in-depth strategy
adhering to NIST 800-53 standards [52,53]. Data encryption could require AES-256 with
FIPS 140-2 validated modules, employing automated 30-day key rotation through hardware
security modules (HSM) [74]. Network protection would ideally need real-time deep packet
inspection capable of 100 Gbps+ throughput analysis [72], complemented by adaptive rate
limiting and traffic filtering for mitigating distributed denial-of-service (DDoS) attacks [21].
This multi-layered security framework would aim to ensure data confidentiality, integrity,
and availability while maintaining system performance under adverse conditions [73].

For advanced analytics capabilities, we propose implementing a distributed processing
framework based on Apache Spark [77], enabling parallel processing of large datasets
through its mature ecosystem [9]. While Spark provides proven performance for batch and
stream processing, the architecture would maintain flexibility to incorporate alternative
frameworks like Apache Flink as requirements evolve [78]. The analytics pipeline would
aim to process charging session data with sub-500 ms latency, utilizing machine learning
models trained on historical patterns [3]. Deep neural networks, particularly temporal
convolutional networks (TCNs) [79] and long short-term memory (LSTM) architectures [80],
could analyze temporal sequences to predict 24-h demand forecasts [29]. This hybrid
approach would combine the ability of TCNs to capture hierarchical patterns with LSTM’s
capacity to model long-term dependencies, enhancing accuracy for both short and long-
term predictions [46].

For data analytics pipelines, stream processing frameworks should be implemented to
enable real-time analysis of charging patterns. Apache Kafka [9] streams could potentially
process telemetry data with throughput exceeding 100,000 messages per second per process-
ing node [63]. Machine learning models could be deployed using KubeFlow [78], enabling
automated retraining as new data becomes available [50]. This architecture could imple-
ment both batch and online learning approaches: daily batch training for stable pattern
detection and continuous online updates for rapid adaptation to emerging trends [29,46].

For operational intelligence, it is advisable to maintain proper monitoring and logging
systems. Distributed tracing, potentially utilizing OpenTelemetry [76], could provide end-
to-end visibility of request flows across microservices [78]. The monitoring systems could
collect hundreds of distinct metrics per charging station, enabling detailed performance
analysis and predictive maintenance scheduling [18]. Based on these metrics, ML models
should be developed to analyze operational data and potential system degradation [11],
aiming for proactive maintenance with high accuracy in failure prediction up to at least
72 h in advance [19].

The cloud services layer should facilitate seamless cross-platform data exchange
through standardized interfaces, including JSON-LD for semantic interoperability and
Protocol Buffers for efficient binary serialization [63,65]. The API management platform
would ideally provide monitoring capabilities, including distributed tracing with Open-
Telemetry [76], real-time metrics aggregation [9], and predictive scaling based on traffic
patterns [78]. Future extensibility could be ensured through modular design supporting
gRPC integration and GraphQL federation across distributed services [48,66].

4.2. Core Monitoring Functions

The system is proposed to implement a set of core monitoring functions, enabling
real-time tracking, analysis, and optimization of the charging infrastructure [3,65]. These
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functions are designed to address key challenges associated with EV parking and charging,
including charging status monitoring and user behavior analysis [18,19].

The charging status monitoring system could implement a multi-resolution temporal ar-
chitecture that enables both instantaneous state assessment and longitudinal trend analysis
across charging sessions [3,11]. Its core monitoring infrastructure would likely employ a
distributed sensor network to sample key electrical parameters such as current, voltage,
power factor, and energy transfer [17]. System-wide measurement synchronization could
be ensured using precise timing protocols [19]. Current monitoring may employ hall-
effect sensors with high measurement accuracy, with options available to balance cost and
precision [17,31]. Digital signal processing algorithms could enhance reliability through
real-time filtering and adaptive compensation techniques, effectively compensating for
temperature-induced drift and environmental noise [11].

Adaptive sampling and data management strategies should utilize adaptive sampling
techniques to optimize computational resources [46,49]. For example, a variable timestep
algorithm could increase sampling frequency during periods of rapid power fluctuation,
such as transitions between charging phases, while reducing sampling rates during steady-
state charging [32]. To track energy usage, accumulated energy transfer calculations
should integrate these instantaneous power measurements [31], while the system performs
uncertainty quantification using propagation of errors analysis [26]. Maintaining separate
accumulator registers for bidirectional energy flow ensures precise tracking of vehicle-to-
grid energy transfer where supported [30,31].

The charging time estimation system is expected to implement a hybrid prediction model
combining physical battery modeling with machine learning techniques [24,46]. The physi-
cal model can incorporate temperature-dependent charging characteristics and account for
battery chemistry-specific parameters, including internal resistance and capacity [17,41].
The ML component should adapt to individual battery ageing patterns and environmental
conditions [29,46]. This hybrid approach is designed to provide estimates for remaining
charging time, aiming for reasonable accuracy, informed by the performance of similar sys-
tems in the literature [7]. Model refinement occurs continuously, with retraining performed
atleast weekly using real-time charging data to adapt to evolving battery characteristics [50].
For battery state of charge determination, the system should employ multiple estimation
techniques based on available data sources [11]. For vehicles supporting direct SOC report-
ing through standard protocols (e.g., ISO 15118 or manufacturer-specific APIs), the system
should maintain bidirectional communication with frequent updates [31]. In scenarios
where direct SOC reporting is unavailable, coulomb counting could be employed, with drift
compensation techniques to maintain accuracy [17]. This approach could be supplemented
by voltage-based SOC estimation during key charging phases [40]. The multi-modal esti-
mation approach aims for reasonable SOC accuracy, based on the capabilities of similar
systems in the literature [11,46].

Charging phase detection can rely on a state machine implementation, augmented by
fuzzy logic controllers to manage transitions between charging phases [70,71]. The system
architecture should recognize distinct charging phases, including initial constant current
charging (0-80% SOC), the transition to the constant voltage or slow charging phase
(80-100% SOC), and the completed charging state [7,17]. Detection mechanisms should
analyze multiple parameters—such as current reduction patterns, voltage stability metrics,
and thermal characteristics—to ensure accurate phase identification [19,31]. The transition
to the slow charging phase can be detected through analysis of current tapering patterns and
voltage stability [11]. Similarly, the completed charging state should be confirmed through
multiple mechanisms, including sustained current reduction below a predefined threshold
(typically 1/20 of the maximum charging current) and, where available, direct charging
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completion signals from the vehicle [3,17]. The monitoring system should maintain a state
history with temporal resolution adapted to the specific charging phase [24,32].

During rapid charging phases, state information could be recorded at short intervals,
while slower charging phases may use adaptive recording intervals tailored to the opera-
tional context [3,46]. This state history should encompass charging curve characteristics,
environmental parameters, and power quality metrics, enabling detailed post-session anal-
ysis and long-term charging pattern evaluation [29,50]. As a paramount consideration, all
monitoring functions should incorporate fault tolerance [18]. Redundant measurement
paths and real-time consistency checking could mitigate the impact of sensor failures or
communication issues [11,65]. When detected, measurement anomalies should trigger au-
tomated cross-validation routines that identify the source of the error, allowing the system
to maintain monitoring continuity, albeit in a potentially degraded operation mode [19,21].
The system architecture targets high monitoring availability through hierarchical failover
mechanisms and self-healing capabilities [49]. While this multifaceted approach ensures
robust monitoring, careful consideration of the associated data processing and storage
demands remains essential [9,76]. The distributed processing architecture, outlined in
Section 4.1.2, should handle these demands efficiently [49,64]. However, future investi-
gation into data compression techniques and tiered storage solutions will be crucial for
long-term scalability [63,78].

User Behaviour Analysis

Our literature review (Section 3) suggests that existing systems often lack detailed
behavioral analytics, with most implementing basic usage tracking [3,24] but few using
advanced behavioral modeling [24,29]. The proposed framework addresses this limitation
by using a multi-modal approach combining real-time monitoring with predictive ana-
lytics to characterize and predict EV charging patterns through spatiotemporal analysis.
Our approach goes beyond traditional temporal analysis [27,81], by incorporating spatial
correlations and contextual factors crucial for accurate behavior prediction. Specifically,
we combine real-time monitoring data with historical usage patterns to develop predic-
tive models of charging station utilization. Empirical studies [27,81,82] demonstrate that
charging behavior exhibits distinct temporal patterns that significantly influence infras-
tructure optimization. By conducting analysis at both individual and aggregate levels, we
may enable greater infrastructure management efficiency [6,7,25], through behavioral data
integration [24,28].

Statistical analysis may employ Cox proportional hazards models [83] to quantify fac-
tors affecting post-charging occupancy duration [26]. These models have robust handling
of time-to-event data and capacity to integrate both static and dynamic covariates [83].
Feature extraction could utilize an adaptive sliding window, with dimensions dynami-
cally optimized based on observed charging patterns [3,30]. This approach would enable
the capture of both short-term post-charging dynamics and extended occupancy trends.
The window dimension adaptation algorithm could respond to temporal variations in
occupancy patterns [26]. The feature set should encompass multiple temporal dimensions:
historical session durations, inter-session intervals, and spatiotemporal occupancy patterns
across both target and adjacent charging stations. This represents a feature engineering
approach capable of capturing both individual usage patterns and local infrastructure
dynamics [24,27]. The model would incorporate contextual variables, including temporal
cycles (daily and weekly) and event-based factors that demonstrate significant influence
on parking behavior. System performance targets would likely aim for high accuracy in
overstay prediction shortly after charging completion [29]. This accuracy threshold would
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balance the operational requirement for prompt intervention with practical considerations
for user response time.

Temporal pattern identification could employ advanced unsupervised learning
methodologies [3,29]. The core algorithm may implement a modified time-series clus-
tering approach utilizing Dynamic Time Warping (DTW) distance metrics [24,84]. DTW is
considered due to its capacity to handle variable-length sequences and inherent robustness
to temporal distortions characteristic of real-world charging data [27]. The algorithm could
incorporate a novel warping penalty mechanism [26], potentially preventing spurious
pattern matches while maintaining sensitivity to genuine behavioral similarities. Pattern
classification is expected to employ Ward’s method for hierarchical clustering [28]. This
hierarchical approach could reveal both dominant usage patterns and significant deviations
from typical behavior. While alternative clustering methods are possible, hierarchical
clustering has shown promising capability in identifying nested behavioral patterns and
multi-scale temporal structures [7]. The clustering implementation would aim for a sil-
houette coefficient [85] threshold of 0.8, ensuring robust cluster separation and internal
cohesion. This metric represents an established quality benchmark in unsupervised pattern
analysis, particularly for behavioral data. We propose to integrate STL (Seasonal and Trend
decomposition using Loess) decomposition for multi-scale temporal analysis, enabling the
identification of daily, weekly, and monthly usage cycles [32].

The notification response analysis module could implement high-precision real-time
monitoring of user-system interactions, extending established IoT monitoring architec-
tures [18,63]. The module would be designed to capture response latencies with mil-
lisecond resolution, implementing categorical classification by notification characteristics
(e.g., completion alerts and overstay warnings) and criticality levels [3,19]. Response pat-
tern modeling may employ advanced survival analysis techniques, enabling probabilistic
prediction of response intervals through the integration of historical behavioral data and
contextual parameters [26,83]. Module predictions will probably rely on gradient-boosted
decision trees (GBDT), considered for their demonstrated efficacy in charging infrastructure
applications [24,29]. The GBDT architecture could provide optimal handling of feature
interactions, robust performance with non-linear relationships, and effective management
of outlier effects. System performance targets may include high accuracy in response
prediction within an appropriate time window after notifications [6,28]. This predictive
capability could enable the implementation of adaptive engagement strategies, including
progressive notification protocols and dynamic incentive adjustments [7].

The predictive modeling framework proposes to implement an ensemble architecture
integrating multiple analytical methodologies [29,50]. This hybrid system could combine
supervised and unsupervised learning paradigms with the goal of maximizing analyti-
cal capabilities [3,46]. The analytical pipeline architecture would emphasize modularity
and adaptability, incorporating three primary components: temporal pattern analysis,
behavioral clustering, and anomaly detection. This structure reflects recent advances in
charging behavior analysis [24,26], aiming for robust pattern identification across multiple
temporal scales while maintaining system adaptability to emerging behavioral trends. The
model is expected to implement online learning capabilities, continuously updating model
parameters as new behavioural data becomes available, thus adapting to evolving user
behaviours and improving long-term accuracy.

Predictive accuracy could be improved by integrating multi-dimensional contex-
tual data, including environmental conditions, event schedules, and grid utilization
patterns [29,50]. We propose an advanced feature fusion architecture using attention mech-
anisms for optimal data source integration, a technique showing superior performance
in recent EV charging analyses [3,24]. This architecture could enable adaptive weight-
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ing of information streams based on their predictive significance for specific behavioral
patterns [26,28].

The system architecture could also incorporate a scalability framework to accom-
modate expanding user bases and charging infrastructure. The distributed architecture,
described in Section 4.1, could allow for efficient horizontal scaling through optimized
workload distribution. Privacy preservation can be achieved through edge-layer data
anonymization protocols, ensuring secure handling of personally identifiable information
before cloud transmission. This multi-tiered approach is intended to balance computa-
tional efficiency with robust privacy protection, enabling system growth while maintaining
operational security.

4.3. Optimization Framework

We propose a formal optimization framework to address the complex trade-offs in
EV charging infrastructure management, through constrained multi-objective optimiza-
tion. The mathematical formulation balances four critical operational dimensions: power
distribution efficiency, economic viability, user satisfaction, and grid stability, employing
adaptive weight allocation to dynamically prioritize competing objectives.

4.3.1. Problem Formulation

The core multi-objective optimization problem for N charging stations over T time
intervals is formulated as follows:

4
mPinZwkfk(P) subject to  (6)=(10), (1)
k=1

where P € Rf *T is the power allocation matrix, wy € [0,1] are normalized weights
Cwg = 1), and f = (fy — min) /(fmax — fmin) are normalized objectives. The original
objectives are as follows:

Objective 1 (Peak Shaving):

A= maxzpzt+ jz % Piti1 — 2)
where A > 0 (kW) penalizes power gradient norms.
Objective 2 (Economic Efficiency):
N
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with ¢; ($/kWh) as the time-varying electricity price, P (kW) as station-specific power

targets, and Pratd (kW) as the maximum rated power.

Objective 3 (User Satisfaction):
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where J; denotes users at station i, Pjreq (kW) is the required charging power, P]P ref (kW) is
the preferred power level, and P]-t01 (kW) is the tolerance threshold.



Objective 4 (Grid Stability):
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where Af; = fi — fo (Hz) and AV, = V; — V (V) are frequency/voltage deviations
from nominal values, Q;; (kVAR) is the reactive power, and THD; (%) is the total
harmonic distortion.

4.3.2. System Constraints
The optimization is bound by the following:

Ppin < P,'/t < Ppax Vi€ N,t eT, (6)
Tt <Tmax VieN,teT, (7)
N
Z Pi,t S Pgrid,max vt € T, (8)
i=1
|ft - fnominal| < Afmax vt € T, (9)
THD; < THDmax Vi€ T. (10)

4.3.3. Hierarchical Solution Strategy

The three-layer optimization architecture ensures scalability and real-time responsiveness
through time-scale separation:

*  Local layer: Station-level optimization minp, ) wy f,i(Pl) with equipment constraints,
operating at fast timescales (seconds to minutes).

*  Regional layer: Cluster coordination via Pf*! = PF+ yY¥ M_(P]k — PF) for
load balancing, acting at intermediate timescales (minutes to hours).

o Global layer: Weight adaptation w"*! wk — aVL(WX) using gradient-based

meta-optimization, operating at slower timescales (hours to days).

This hierarchical decomposition guarantees convergence through Lyapunov stability
analysis while maintaining operational constraints across all system layers. The separation
of timescales reduces communication overhead and ensures robustness to network delays
and intermittent connectivity between charging stations. For effective implementation,
key parameters require careful calibration: the coordination step size 7 € (0,1) should
be selected based on network topology, with smaller values for densely connected clus-
ters to prevent oscillation; the meta-learning rate & should follow an adaptive schedule,
starting with a ~ 102 and gradually decreasing to 10~* to ensure convergence to stable
weight configurations.

The system incorporates adaptive mechanisms to handle dynamic operating condi-
tions. During periods of high network volatility or rapid changes in EV arrival/departure
patterns, the algorithm automatically increases regional layer update frequency while tem-
porarily freezing global weight updates until system metrics stabilize. Conversely, during
periods of predictable demand, the system can reduce computational load by extending the
interval between regional coordination steps. This adaptability ensures robust performance
across varying operational scenarios while preserving computation resources.

5. Discussion

The rapid shift towards electric vehicles (EVs) as a mainstream mode of transportation
necessitates a corresponding evolution in the management of parking infrastructures [34,36].
This paper has explored current monitoring strategies for EV charging stations within parking
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facilities, highlighting persistent gaps in charging station utilization and user behavior [26].
Two specific behaviors demand particular attention: (i) the tendency of users to exceed the
optimal 80% fast-charging threshold, occupying stations during a prolonged trickle-charging
phase [17], and (ii) the continued occupation of charging spots even after vehicles reach
100% capacity [6,27]. These issues stem from a complex interplay of individual user needs,
limited technological integration, and inadequate infrastructure management [24]. Addressing
these challenges is crucial, as they directly impact the availability of charging resources and
contribute to increased anxiety among EV drivers [7,25].

Current architectural approaches exhibit three critical limitations: fragmented data
integration between parking and charging systems, over-reliance on deterministic con-
trol strategies, and inadequate temporal resolution for behavior pattern analysis [19,40].
While modern charging stations implement basic electrical parameter monitoring [17], few
systems effectively correlate this data with contextual factors like temporal patterns, envi-
ronmental conditions, and user preferences [29,82]. This disconnect persists despite demon-
strated correlations between charging behavior and external variables such as weather
patterns, electricity pricing fluctuations, and local event schedules [25,27].

Our proposed framework addresses these limitations through tripartite integration of
IoT sensing, edge computing, and cloud-based analytics. The physical layer’s multi-modal
sensor network captures high-resolution temporal data streams while maintaining com-
patibility with legacy infrastructure [48,65]. Edge computing nodes implement localized
machine learning models that adapt to regional usage patterns through continuous online
learning [46,49]. This distributed intelligence enables real-time response to critical events
like thermal anomalies or grid instability while preserving bandwidth through adaptive
data compression [18,64]. Cloud services provide system-wide optimization through fed-
erated learning architectures that harmonize local models without compromising data
privacy [50,53].

The architecture’s dual emphasis on charging state monitoring and behavioral ana-
lytics enables novel optimization strategies. By correlating real-time electrical signatures
with historical usage patterns, the system can predict individual charging trajectories with
sufficient accuracy to implement proactive load balancing [7,28]. This capability proves par-
ticularly valuable for managing high-density urban deployments where charging demand
exhibits strong spatiotemporal correlations with commercial activities and commuting
patterns [26,36].

Several emerging research directions promise to enhance monitoring system effec-
tiveness. Explainable Al techniques like SHAP/LIME values and counterfactual expla-
nations could bridge the gap between deep learning performance and operational trans-
parency [29,50]. For instance, local interpretability methods may reveal how specific battery
parameters or user demographics influence charging duration predictions, enabling tar-
geted infrastructure adjustments. Causal inference methodologies could disentangle the
complex web of factors influencing charging behavior, distinguishing true causal rela-
tionships from spurious correlations [24,81]. Structural equation modeling applied to
large-scale usage datasets could even quantify how policy interventions affect long-term
behavioral changes versus temporary adaptations.

The integration of physics-informed neural networks with reinforcement learning
architectures presents a particular promise for charging optimization [32,46]. By embedding
battery degradation models and power grid constraints directly into reward functions,
such systems could balance immediate charging demands with long-term infrastructure
preservation. Hybrid digital twin architectures, combining real-time sensor data with
electrochemical battery models, could enable personalized charging protocols that optimize
both user convenience and battery health [31,41].



Appl. Sci. 2025, 15, 2741

20 of 24

Privacy-preserving computation techniques will prove essential for maintaining user
trust while leveraging sensitive behavioral data. Homomorphic encryption implementa-
tions could enable secure analysis of charging patterns across jurisdictions with varying
data protection regulations [73,74]. Federated learning architectures could facilitate col-
laborative model training between competing charging networks without direct data
sharing [3,50]. These approaches must be complemented by rigorous security frameworks
capable of detecting novel attack vectors in increasingly connected infrastructure [21,52].

Emerging technologies like quantum machine learning and neuromorphic computing
could address current limitations in processing latency and energy efficiency [29,64]. Quan-
tum annealing implementations could potentially solve complex scheduling optimization
problems intractable for classical computers, particularly in large-scale deployments with
thousands of interdependent charging points [50]. Neuromorphic edge processors could
enable real-time anomaly detection through spiking neural networks that mimic biological
processing efficiency [49,79].

The impending proliferation of autonomous electric vehicles introduces additional
complexity to charging infrastructure management. Self-driving fleets will likely exhibit
fundamentally different charging patterns compared to human-operated vehicles, pri-
oritizing system-level efficiency over individual convenience [6,28]. Developing hybrid
simulation frameworks that combine discrete-event modeling with multi-agent reinforce-
ment learning would help anticipate these behavioral shifts [7,24]. Such systems must
account for vehicle-to-grid integration scenarios where autonomous fleets actively partici-
pate in grid stabilization through bidirectional charging strategies [31,32].

Ultimately, the evolution of EV charging infrastructure demands interdisciplinary
approaches combining technical innovation with socio-economic insights. Behavioral eco-
nomic models could inform incentive structures that promote efficient charging practices
without compromising user autonomy [27,82]. Cultural psychology perspectives may ex-
plain regional variations in charging behavior, guiding the development of locally adaptive
management systems [25,26]. By synthesizing these diverse strands of research, next-
generation monitoring systems can transcend their current role as passive infrastructure
components to become active enablers of sustainable mobility ecosystems.

6. Concluding Remarks

This study presents a detailed review of EV charging challenges and proposes an
architectural framework for intelligent EV charging monitoring systems, addressing critical
infrastructure management challenges. Our analysis highlights persistent operational ineffi-
ciencies stemming from prolonged station occupancy during slow charging (80-100% SOC)
and post-charging overstays [6,27]. These behaviors, influenced by range anxiety and
incentive structures [25,82], limit charging availability while existing solutions often lack
adaptive optimization [3,19,24,26].

The proposed architecture integrates the following: (1) edge computing for localized
decision-making [49,64], (2) IoT sensor networks for high-resolution spatiotemporal mon-
itoring [10,48], and (3) cloud-based analytics for system-wide optimization [50,66]. This
security-conscious framework [21,52] uses distributed machine learning at edge nodes
and federated learning in the cloud [24,29], enabling real-time responsiveness and scal-
ability [9,63]. The system goes beyond conventional parameter tracking by integrating
behavioral analytics, correlating electrical signatures [19] with contextual factors, including
temporal patterns, environmental conditions, and user preferences.

Three critical research trajectories emerge: First, developing explainable Al with local
interpretability [29,50] to clarify relationships between battery parameters and charging
behaviors [6,27]. Second, implementing causal inference to disentangle mechanisms gov-
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erning charging patterns [24,26]. Third, integrating physics-informed neural networks
with reinforcement learning [7,32] to optimize charging, balancing immediate demands
with long-term infrastructure preservation. Complementary extensions could address
privacy-preserving computation [53,73], battery degradation models [17,31], and quantum
machine learning.

System validation requires empirical evaluation in high-density urban environments
with complex spatiotemporal dynamics [7,27]. Key metrics include sensor network ro-
bustness [19,65], adaptive control performance in grid stabilization [28,29], and protocol
efficacy across heterogeneous ecosystems [17,36,40,42]. While performance projections are
currently based on analytical models, this framework provides a structured approach for
addressing infrastructure-behavior—energy interdependencies in evolving EV landscapes.

As transportation electrification accelerates, next-generation architectures must accom-
modate autonomous fleet charging and implement advanced privacy-preserving computa-
tion. By integrating technical innovation, socio-economic insights, and rigorous validation,
monitoring systems will become active enablers of sustainable mobility.
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