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Figure 1: Implemented LoRaWAN Network 2024

Abstract
The Internet of Things (IoT) has been widely implemented for
objects, uniquely identified, to become accessible through the in-
ternet. Several communication protocol technologies were studied
and applied to interconnect objects using the internet. Nowadays,
one of the most used is Low Power Wide Area Network (LPWAN)
implemented over Narrow Band-Internet of Things (NB-IoT) or
Long Range Wide Area Network (LoRaWAN) platforms. In this

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for third-party components of this work must be honored.
For all other uses, contact the owner/author(s).
DSAI 2024, November 13–15, 2024, Abu Dhabi, United Arab Emirates
© 2024 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-0729-2/24/11
https://doi.org/10.1145/3696593.3696631

paper, a LoRaWAN architecture and infrastructure implementa-
tion is addressed to secure data and communications protecting
Network Servers and communication between gateways and the
demilitarized zone (DMZ), using several secure techniques and
infrastructure virtualization software for containers.
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1 Introduction
Municipalities are today using IoT to manage different kinds of data,
like water management, waste management, energy consumption,
mobility, tourism and others, creating intelligence from the gathered
data, automating different aspects for a better daily life in the cities
[9]. A network technology, LPWAN, has a wide range and needs
to use little power to communicate, supporting technologies like
NB-IoT, LoRaWAN and SigFox [35]. LoRaWAN is being used in
several different systems, like agriculture, fish farms, photovoltaic
grids and on smart cities monitoring [22], widely used because it
provides low-cost and bi-directional communications with a spread
spectrum technique on free-use frequency bands for the IoT [8]
[9] and its easy to deploy. LoRaWAN also demonstrated security
resilience and robustness [15], [6], making the technology, along
side with 5G, essential for massive IoT environments [10].

The Portuguese Lagos Municipality main objective was to im-
plement a wide full coverage LoRaWAN Network, addressing the
needed communication between sensors (smart objects) and Net-
work Server integrating data into each vertical to provide better
services to the population, being able to implement sensors in all
Municipality area.

In this article, a distinct LoRawAN Network architecture and
infrastructure implementation is addressed, in order to secure the
network, all communication and the gathered data from the smart
objects.

The remainder of this article is organized as follows: in Section
2 the used technologies are described, in Section 3 Related Work is
presented. The Secure LoRaWAN architecture and infrastructure
is addressed in Section 4, secure communications are presented in
Section 5, in Section 6 the Resilient and Security tests performed
and Section 7 concludes the article.

2 Technologies Overview
IoT allows physical objects to be accessed and controlled using the
internet where trillions of smart things can be able to communicate
in different areas [12].

LPWAN, using an unlicensed spectra, extends IoT solutions and
enables the market with a wide area constrained network con-
necting low-powered devices [14], allowing constraint sensors to
communicate and generate data that can be used in any area.

LoRaWAN emerged to facilitate communications in wide area
networks where gateways relay messages from physical objects
into a central network server based on the LoRa Alliance Standard
[3]. LoRaWAN has a type of LPWAN that permits low-speed long-
distance communication [11], consuming small amount of power
while transmitting [34], being therefore an advantage for the phys-
ical constrained small batteries objects. As previously mentioned,
the LoRaWAN architecture communication is established between
physical smart object nodes and a network server in a star topology
[21] offering nodes and gateways remote control, being able to
receive communications from thousands of nodes in a large area
[20].

In Figure 2 the implementation of a standard LoRaWAN archi-
tecture is presented, where all physical smart objects communicate
with the Gateways using the LoRAWAN wireless capacity, sending
data from time-to-time depending on the implemented schedule,

Figure 2: LoRaWAN Architecture

being redirected into the Network Server(s) for storage. The vertical
applications read from the supported Application Programming In-
terface (API) available on the Network Server(s) into their databases
so that the data may be monitored, organized and made available
for users to manage the specific area.

As mentioned, LoRAWAN is optimized for low power consump-
tion and designed to support millions of smart devices, so security
must also be designed to consume low power, complexity, cost
and high scalability [2]. With many distributed connected devices
and massive communications brings to LoRaWAN networks, secu-
rity risks, therefore is needed a resilient infrastructure and secure
communications.

For a better understanding on how standard LoRaWAN secu-
rity is implemented, Olivier Seller [29] explained that LoRaWAN
security fundamental properties are authentication, integrity pro-
tection and confidentiality, relying on Advanced Encryption Stan-
dard (AES) cryptography algorithms combined with Cipher-based
Message Authentication Code (CMAC) for integrity and Counter
Mode Encryption (CTR) for encryption. Each LoRAWAN network
device uses a unique 128 bit randomly generated AES root Key
denominated AppKey, a global identifier EUI-64-Based DevEUI to
identify the device roaming in the network and a Join Server iden-
tifier (EUI-64-Based JoinEUI) to identify what Join Server shares
the secret AppKey with the device. All together are used for device
activation. The author also states that all LoRaWAN Networks are
identified by a 24-bit global unique identifier assigned by the LoRa
Alliance, called NetID. Olivier Seller refers that LoRaWAN security
has an end-to-end encryption for the exchanged payloads between
end devices and Application Servers, where the Network Server
authenticates and verifies the messages integrity transmitting the
payload over a standard secured IP connection, so the Application
Server is able to decipher the payload. All traffic is protected using
two session keys, Appskey encrypts with 128-bit AES-CTR each
payload and 128-bit NwkSKey network session key with 128-bit
AES-CMAC encrypts each Message Integrity Code (MIC) that is
used to avoid packet tampering. AES-CTR encryption generates
distinct streams for uplink and downlink due to the direction be-
ing part of the input along with Devaddr, Frame counter (FCnt)
and Key. The frame counter is incremented on each frame and
cannot be reused with the same NwkSKey and AppSKey. Olivier
Seller states that the Link control field is composed with frame type,
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protocol version, acknowledgments, device operation mode, MAC
commands and adaptive data rate signaling. This fields are not
encrypted but are protected, authenticated and integrity checked.
MAC commands can either be in the Link control field or sent as
application data where the frame payload is composed by the MAC
commands, and the AppKey is replaced with NwkSKey to encrypt
the payload using AES-CTR encryption, making possible to trans-
mit several MAC commands in on message. The AES-CTR mode
decryption uses the same operation as the encryption, limiting,
therefore, the complexity, implementing one operation for authen-
tication and another for decryption. To activate the devices it can
be used Activation By Personalization (ABP) or Over The Air Acti-
vation (OTAA), and the devices must be equipped with DevAddr,
NwkSKey and AppSKey. When the activation starts, NwkSKey and
AppSKey is stored on both device and Network Server with a pre-
fix AddrPrefix to identify the network, enabling roaming for the
gateways to redirect the traffic to the Network Server.

Another technology overview is Docker containers representing
a lightweight, self-contained executable package with all essential
components to execute a specific application [33]. Docker is an
Operation System (OS) level virtualization that enables the creation
of a isolated environments facilitating the development, deployment
and applicationmanagement throughout several systems, providing
isolation and confining applications within sandboxes preventing
any interference with the OS or other containers [25]. Despite being
a secure and isolated environment, several concerns have been
addressed with the microservices deploy using Docker containers
[31]. Kun Suo et al [32] state that containers provide less security
isolation than Virtual Machines (VMs). On the network isolation
aspect there is a lack of effectiveness in the containers [23] and
network attacks may occur if traffic is not efficiently separated [5].

In Section 3 the related work is presented where the all over-
viewed technologies were applied with several contributions made
by the authors.

3 Related Work
Many approaches in implementing LoRaWAN networks have been
addressed, with distinct objectives, but all with the same goal, to
interconnect physical energy constrained devices with the network
server to receive data in order to manage an area or vertical.

The authors Sokratis Katsoulis et al [19] implemented a LoRaWAN-
based Vibration Detection Sensor network focusing on monitor-
ing vibration initiation and ending, collection environmental data,
transmitting the LoRa packets payload in a urban and rural fabric
town, providing real-time notifications. The proposed infrastruc-
ture is based on a LoRaWAN basic architecture at the network
edge using a Message Queue Telemetry Transport (MQTT) proto-
col connection to the Gateway, that receives and stores the data
into a database. The vertical application server consumes the data
from the database, and users are able to visualize the services using
mobile applications. Extensive network coverage and end nodes
communication were done successfully.

Sneha K. et al [18] developed an helmet to monitor hazardous
activities like temperature, humidity and harmful gases concentra-
tion for the mining industry in order to ensure miners safety using
LoRaWAN network technologies due to the wide range capacity.

The system alerts the worker whenever any hazardous activity
occurs vibrating the helmet, assuring workers safety.

An application of LoRAWAN in agribusiness was addressed by
Alfredo Arnaud et al. [4] using a survey with over 1500 commer-
cial sensors and cameras, with a single LoRaWAN Gateway, over a
1000ha cattle field to estimate efficiency. Results show over 92% effi-
ciency in all cases with a small but not negligible error percentage
in communication.

The performance on Edge-Cloud network server structure to
LoRaWAN networks providing a standardized edge computing Lo-
RaWAN infrastructure was presented by Zhify Zhang et Al. [36].
The developedwork uses network queuing to analyze quantitatively
the performance applied to LoRaWAN and IEEE 2668, consisting
in a edge server, a cloud server and requesting service clients. The
LoRaWAN network consists in end node devices, network server,
Gateways and Application server. Results show that the model il-
lustrates the evaluation parameters that can be used and propose
a IEEE 2668 LoRaWAN edge computing infrastructure evaluation
index.

An LoRaWAN and Wireless Local Area Network (WLAN) evalu-
ation for monitoring IoT-based photovoltaic microgrid systems was
presented by Muhammad ’Aamir Nashrullah et al [26] assessing the
capability of wireless communications in gathering photovoltaic
systems data in urban areas. Coverage, latency, Received Signal
Strength Indication (RSSI) and Packet loss were the key param-
eters studied in a coverage area of 74102 square meters. Besides
WLAN be able to have a higher data transfer rate and less latency,
LoRaWAN excels in stability with 0.5% packet loss.

An Intelligent Urban Expressway Managing LoRaWAN and Edge
Computing architecture was addressed by Mi Chen et al. [7] di-
viding the traffic in two different section, LoRaWAN network for
monitoring and controlling, exploiting lower-power and long-range
features and a Edge computing traffic encoder model to handle the
generated amount of data produced by the node massive number.
Results show that the presented LoRAWAN architecture demon-
strate high performance and scalability and the encoder model
reduced effectively the packet size by extracting data features.

A security vulnerabilities analysis in LoRaWAN Smart City was
researched by Siti Yusoff et al. [16] to evaluate LoRaWAN protocol
performance under jamming attacks (stopping data flow communi-
cation) in a smart city environment network, using NS-3 network
simulation software to conduct attacks at physical and Medium
Access Control (MAC) layer. The authors state that several studies
indicate LoRaWAN networks are vulnerable to attacks at MAC and
upper layers. Results show a massive impact on packet loss as the
number of jammers increase.

Efficient key management for a resilient LoRaWAN-based Smart
Grip operation Applications was presented by Yacoub Hanna et al.
[13]. The authors propose a new protocol for group key manage-
ment and renewal reducing the message number and minimizing
the process total delay. Using Diffie-Hellman (DH) key exchange
with the authors secret sharing protocol to generate the group key
initiating random pairing point and applying Lagrange interpola-
tion and the hash-chain concept to renew the group key using a
single message, reduces not only the number of exchanged mes-
sages but also diminishes significantly the total setup delay.
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Jorge Navarro-Ortiz et al. [27] proposed a cost-effective solution
to provide hardware security into end-devices. The authors pro-
pose the implementation of 3GPP Security that generates an attach
request, an authentication vector containing a random number, a
token, the ciphering and integrity keys and the expected response.
With this 3GPP the device and data are authenticated using USIM
cards, and stated that end-devices will no longer be vulnerable to
security threats such as impersonation or cloning attacks.

AnAdvancedAES-Based Cryptographic Approachwas addressed
by Samira Abboud et al [1] proposing a AES 256-bit key instead
of 128-bit key as an encryption model for LoRaWAN networks.
To evaluate, metrics like security level, network throughput and
end-devices energy utilization were analyzed. Results show that
the LoRaWAN resilience against cyber attacks increased substan-
tially and only a marginal disparity regarding network throughput
and energy consumption, being a better trade-off between the in-
creased security compared with a addition on network and energy
consumption performance.

Lorenzo Parri et al [28] implemented a real-time monitoring
LoRaWAN infrastructure based on fixed nodes and mobile sinks
to remotely control offshore sea farms for data transmission. The
authors were able to communicate up to 8.33 km offshore distance
maintaining network reliability, measuring water quality and their
maintenance status. A hybrid prototype solution architecture infras-
tructure was used where the sensor nodes transmitted encrypted
LoRa packets and the remote server used MQTT protocol. The
LoRa packets payload were encrypted twice using Network Session
Key (NwkSKey) and Application Session Key (AppSKey) over Ad-
vanced Encryption Standard (AES). After encryption is done, the
LoRa packets are then broadcasted to any listening Gateway to be,
afterwards redirected using a MQTT client to the Network Server.
The Network Server receives the MQTT packets in a inside MQTT
broker, storing the data into the database.

Securing MQTT communications framework in a food retail
distribution was proposed by Mattia Spina et al [30] considering
several attacks like Man-in-the-Middle, Dictionary, Data forgery
and SlowIte to target the communication among the smart devices,
proposing a mitigation methodology for each of them. The archi-
tecture proposed uses a MQTT Broker that manages the product
information and the communication. A shelf sensor was used to
measure the amount of products in a shelf. Results show that the
proposed framework achieves better results compared with the
standard MQTT with TLS system.

Drake Mubanda et al [25] used penetration testing methodolo-
gies to study Docker Containers vulnerabilities uncovering mis-
configurations and potential intrusion vectors by exploring the file
system and artifacts that can be exploited. The results show that the
discoveries empower system administrators to enhance container
defense strategies and proactive diminish security risks.

A design to attain a required level of network isolation in Docker
Containers was presented by AsemMousa et al [24] using a firewall
container acting as a gateway connected to a virtual bridge in order
to protect the containers from unauthorized accesses and Man-
in-the-Middle attacks. The firewall was configured to filter traffic
and port forwarding using Network Address Translation (NAT)
and a Dynamic Host Configuration Protocol (DHCP) server. The
proposed design provides extra isolation and separates the container

Figure 3: Municipality Area LoRAWAN Coverage

network stack from the Docker containers, hardening the system
with a virtual switch between the service containers and the firewall
that controls the hidden services using IPTABLES rules. Results
were successful and the design was able to isolate network internal
network containers from the host, other containers and the outside
mitigating therefore network-based attacks.

A Network performance evaluation on LoRaWAN server-based
Docker containers was addressed by Gerda Iswari et al [17] to
collect and analyze data, presenting a web application deployment
process and container implementation. Results show that the web
application on a container environment can display data in real-
time and isolate applications without affecting other applications
with high performance being able to handle requests up to 460
users without errors and good latency up to 300 users.

In Section 4 the secure LoRaWAN architecture and infrastructure
is presented, where the implementation was based on the best
practices described on the related work

4 Secure LoRaWAN Architecture and
Infrastructure

As previously presented, LoRaWAN uses security in three distinct
areas, authentication, integrity protection and confidentiality, com-
bining AES with CMAC and CTR. In the related work, several
approaches have been addressed to outperform LoRaWAN security.
This work intents to present an distinct LoRaWAN architecture and
infrastructure approach to secure data and communication.

The LoRaWAN network infrastructure implementation in La-
gos Municipality has fourteen gateways (Figure 1), most of them
connected through fiber optic direly in a star topology to theMunici-
pality internal network and all of them are able to also communicate
over 4G/5G with fixed IP addresses for communication redundancy.

The total area coverage rounds 95% as shown is Figure 3, where
the red represents the not covered areas and blue the covered areas.
The most populated areas are fully covered, considering that most
of the smart things are to be implemented in this areas.

In a LoRaWAN network, there are three things that should be
secured, the smart device itself in where the DevAddr, AppSKey
and NwkSKey for communication are stored. The default password
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Figure 4: Secure LoRaWan Architecture

to remotely access the device, must be altered with a strong and
distinct password. This is important because there are smart devices
that perform actions and can be triggered remotely. If someone
with bad intentions could access and activate an action on the smart
device could trigger and damage something important.

The second thing to be secured is the communication between de-
vices and gateways and the redirection to the Network and Remote
Access Servers. The communication must be encrypted between
devices and gateways and there should be Brokers instead of Net-
work Servers on a DMZ to communicate with the gateways. If the
Brokers are compromised, the data and monitoring will still be
available, because the Network and Remote Access Servers are not
exposed on the DMZ and are protected inside the Internal Network.

The third and last thing that has to be secured is the Internal
Protected Network, where all data arriving from the MQTT Brokers
is verified and only some communication ports are allowed using
the Municipality firewalls.

In Figure 4 the architecture infrastructure is presented. There
are three distinct layers, representing the three different refereed
things to secure, the first, a physical layer where smart objects con-
nect to the LoRaWAN gateways and the communication between
gateways and firewalls, is established using an open VPN for each
of the 14 gateways. The Open VPN assures that all traffic between
gateways and brokers is encrypted on top of the encryption already
performed by the LoRaWAN protocols previously presented, pro-
tecting this way MQTT packets from being altered. This way, it
is implemented on top of the LoRaWAN 128-bit AES encryption
communication a 256-Bit AES encryption, enforcing security and
being able to communicate only the gateways that are set in the

Firewalls configuration with the AES keys defined on both ends,
due to its symmetric features. The Gateways receive packets from
the smart devices and only are redirected if the device is authorized
and already been activated, confirming if the device is registered in
the remote access database, using a remote access MQTT broker
and both NwkSKey and AppSkey randomly generated from 128-bit
AES implemented on the LoRaWAN network.

The second layer is a Demilitarized Zone (DMZ), where only the
MQTT brokers are exposed. Packets that arrive in both redundant
firewalls are filtered, allowing only traffic originated from the gate-
ways IP addresses and from the defined TCP ports and allowed by
the firewalls rules. The remote access MQTT Broker confirms if the
device is registered and activated and then allows the connection
establishment to the MQTT data Gateway broker to receive the
data from the smart devices. This way, only MQTT packets from
specific TCP ports and from the specific Gateways IPs are able to be
redirected to the Network Server and data is stored in the Gateway
Database.

The third layer is on a restricted internal protected network,
allowing only the exact needed ports, filtered by the firewalls, to
connect from the DMZ to the Network Servers and from them
to the Gateway Database, where data is stored. In this layer, the
communication establishment between vertical application servers
and the connected Network Server API, allowing data retrieval for
monitorization, action, vertical management and statistics in each
distinct area.

In the infrastructure, containers were used due to the isolation
capacity and to facilitate the container deployment. All MQTT
Brokers, Network Servers, Remote Access Database and Gateway
database were deployed in containers using Docker. In case of at-
tack, communications pass through the firewall, as explained in
the related work, hardening the communications and preventing
network attacks. If the MQTT brokers, in the DMZ layer of the
architecture, which are exposed to the internet with external IP ad-
dresses, are compromised, Docker Container technology capacities
makes it very easy to redeploy the containers and diminishing the
solution downtime. Nevertheless, it is very important to harden
the security communication to the Brokers, and to mitigate, as
previously explained, all communications are filtered though the
firewalls.

Adding security on a architecture usually increases time and
processing, diminishing performance. In this case, a comparison
between LoRaWAN (Figure 2) standard implementation and the
secured architecture and infrastructure was done. A medium time
for a packet to reach the network server from a gateway did not
increase substantially, but the number of smart objects are still
reduced, around 3200 and the servers have few processing needs.
Only in time, with an increasing number of smart objects imple-
mented, a complete study can be addressed to understand if the
performance decreases substantially and what can be done to im-
prove the communication.

This architecture and infrastructure approach allows better se-
curity on top of the default LoRaWAN security with a improved
end-to-end secure communication.
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5 Secure Communications
In order to enhance security in the MQTT Servers, Transport Layer
Security (TLS) protocol was enabled increasing encryption and se-
curing the communication between the MQTT Clients, the MQTT
brokers and the servers, Network Servers and the Remote Access
Database Server, preventing, therefore, possible unauthorized ac-
cesses or data interception.

Digital certificates were used to ensure only authorized clients
can connect to the MQTT Servers, imposing also strong passwords
to client authentication and administrative accesses to the MQTT
servers. The firewalls only allow the service ports to be connected,
intrusion detection and protection were also enabled and logging
mechanisms were implemented to register and analyze MQTT
servers activities.

The connections between the DMZ and Internal Protected Net-
work are also verified by the firewalls to allow only the exact ports
and IP addresses to connect and let pass the MQTT packets.

6 Resilient and Security Tests
The architecture and infrastructure is now being tested by security
personal of the Lagos Municipality in Portugal, where several tests
have been applied. Tests like Man-in-the-Middle using a rogue
gateway, Replay attack exploiting a join request while jamming
the original sender, Bit-Flipping attack injecting fake messages by
modifying the payload, DOS with radio frequency jamming attack
have been performed and as far, unsuccessful.

Several other tests are being prepared to be enforced on the
architecture and infrastructure to test the resiliency and integrity.

7 Conclusions and Future Work
The main objective of this paper was to present, as far as known, a
distinct secure architecture and infrastructure able to secure com-
munications and data originated from the smart devices on a Lo-
RaWAN network. To ensure security, several layers were created,
physical layer where all smart devices have a secure and strong
remote access password and the random generated keys from the
LoRaWAN implementation to secure device discovery, activation
and registration. A redundant firewall was implemented to secure
the communications between Gateways and Brokers and on top a
VPN to ensure a stronger packet redirection from the Municipal-
ity Gateways and not from rogue ones. Only the IP addresses and
needed TCP ports on that communication are open.

The Broker servers are on a DMZ where the input and output
communication are verified and filtered by the firewalls, securing
all communication from DMZ into the Secure Internal Protected
Network and from the outside external unprotected network. Only
the brokers are allowed to be visible on the internet and only the
communication from the Municipality Gateways is allowed.

Docker containers were used for the infrastructure, improving
isolation and easy deploy, making the infrastructure more resilient
and easy to manage.

For future work, it is intended to expand the number of smart
devices and vertical applications to maximize the implemented Lo-
RaWAN network. With the increasing number of smart devices,
more data will be generated and it will be possible to apprehend bet-
ter the secure architecture and infrastructure performance and be

able to apply other security measures or improve the infrastructure.
Other studies over the gathered data can also be applied.
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